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INTRODUCTION

Motivation

Over recent decades, both wired and wireless networks have undergone remarkable advance-
ments, revolutionizing connectivity and enabling a wide array of use cases across industries
and daily life. Wired networks have transitioned from copper-based infrastructure to advanced
optical fiber technology, which offers significant advantages. Optical fibers, with their ability
to transmit infrared light over long distances with minimal attenuation, provide gigabit-level
speeds and serve as the backbone for critical infrastructures, including data centers and enter-
prise applications. Concurrently, wireless networks have experienced significant growth, with
mobile networks evolving from 2G to the high-speed, low-latency capabilities of 5G, and Wi-Fi
standards advancing from 802.11b to Wi-Fi 6 and the upcoming Wi-Fi 7 technologies.

In France, substantial efforts have been made to expand fiber and 5G networks. Accord-
ing to the French telecommunications regulator, Autorité de régulation des communications élec-
troniques, des postes et de la distribution de la presse [fr] (ARCEP) [1], as of the second quarter
of 2024, 92% of residents (32 million people) have access to high-speed wired connections,
with 70% (23 million) connected via Fiber-To-The-Home (FTTH). Additionally, 5G adoption
is rapidly increasing, with 18.5 million active SIM cards—representing 22% of all mobile sub-
scriptions—connected to 5G networks.

These advancements collectively enable networks to deliver impressive performance charac-
terized by gigabit speeds, low latency, and high reliability. This progress is foundational for the
emergence of innovative technologies and applications, including real-time remote collabora-
tion, high-quality video streaming and gaming, immersive extended reality (XR) experiences,
autonomous systems, and the development of smart cities.

Among the many applications benefiting from advancements in network performance and
the widespread deployment of multi-tier clouds, a category known as Low-latency (LL) ap-
plications has emerged. This class of applications, which includes cloud gaming (CG), cloud-
based virtual reality (VR), tele-robotics, and remote surgery, relies heavily on high-speed, LL
connections to deliver seamless user experiences. Cloud gaming has revolutionized the gam-
ing industry by shifting the computational burden from end-user devices to powerful cloud
servers. This approach streams high-definition gameplay to users’ devices, allowing even low-
powered devices like smartphones and tablets to run graphically intensive games. CG elim-
inates the need for expensive hardware and offers users access to a diverse library of games
through subscription-based models, making gaming more accessible and affordable.

Although early CG platforms, such as OnLive (launched in 2009), struggled due to limited
network capacity, sparse cloud infrastructure, and insufficient device capabilities, recent ad-
vancements have changed the landscape. Today, industry giants like Google, Sony, Microsoft,
NVIDIA, and Amazon have embraced CG. These platforms leverage the network performance
improvements and the global cloud infrastructure, positioning CG as a fast-growing market.
The global CGmarket is projected to grow from USD 9.71 billion in 2024 to an astounding USD
126.62 billion by 2032 [2], reflecting its widespread adoption and potential.

Similarly, cloud-basedVR is driving theVRmarket, whichwas valued atUSD28.78 billion in
2023 and is forecasted to reachUSD192.99 billion by 2032 [3]. By offloading intensive processing
to the cloud, cloudVRmakes immersive experiencesmore accessible to both consumers and en-
terprises, eliminating the need for high-cost hardware. This democratization of VR technology
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has paved the way for innovative use cases, including interactive virtual classrooms, enabling
students to learn in immersive environments; medical training to provide lifelike simulations
for surgeons to practice complex procedures; or military training, offering realistic simulations
for combat and strategic planning, which reduce costs and risks compared to traditional meth-
ods. Key players in the cloud VRmarket include Meta Platforms, which has heavily invested in
its vision ofmetaverses—shared virtualworldswhere people interact as 3D avatars. Through its
acquisition of Oculus VR, Meta has developed a range of VR hardware and software to support
these initiatives. Other significant contributors to the cloud VR ecosystem include NVIDIA,
Samsung, Unity, Sony, and Microsoft, which continue to drive innovation and adoption across
various sectors.

Despite the remarkable growth in market size and technological advancements, LL appli-
cations still face significant challenges, particularly those arising from network variability. Mo-
bile and Wi-Fi networks are prone to bandwidth fluctuations, increased delays, and jitter, all
of which can jeopardize the user experience for latency-sensitive applications. For instance, in
CG, video quality and smooth gameplay depend on maintaining a stable downlink bitrate, low
network delays, and minimal packet loss. Higher bitrates enable higher resolutions and frame
rates, but they can also exacerbate delays due to phenomena like bufferbloat, where excessive
buffering in network queues leads to increased latency [4].

Moreover, current network architectures remain largely bandwidth-oriented, often neglect-
ing the latency requirements of emerging applications. Latency challenges frequently arise
from diverse sources, including network congestion, inefficient routing, and variable capac-
ity links, making it difficult for applications to consistently deliver the expected Quality of Ex-
perience (QoE). While advances like latency-based congestion control algorithms, optimized
application-layer protocols, and innovative techniques such as negative latency [5] have been pro-
posed, their effectiveness is often limited by the underlying variability of time-varying capacity
networks.

Although, solutions such as traffic prioritization mechanisms, including network slicing in
5G, offer promising avenues to address latency issues, these approaches raise concerns about
net neutrality and the potential degradation of performance for non-prioritized traffic. These
aforementioned challenges highlight the need for anomaly and diagnostic solutions for LL ap-
plications.

Thesis context and objectives

Context

This thesis is conducted under aConvention Industrielle de Formation par la REcherche [fr] (CIFRE)
agreement 6 with the identification number 2022/0010. It is funded by Orange S.A. and the
Agence Nationale de la Recherche et de la Technologie [fr] (ANRT), and the research is carried out
collaboratively in two organizations: Orange Innovation Lannion and the INRIA research center
at the University of Lorraine. At Orange Innovation, the work is conducted within the ITEQ
team, which focuses on network evolution, protocols, and mechanisms to improve connectivity
and user experience. At INRIA, the research is conducted within the RESIST team, dedicated to
developing algorithms and tools for designing elastic, resilient, scalable, and secure networked
systems.

6https://www.anrt.asso.fr/fr/le-dispositif-cifre-7844
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Furthermore, this research is carried out within the French research projectANRMOSAICO
7 No ANR-19-CE25-0012. The MOSAICO project focus on enhancing the quality of service and
security of networks, making them better equipped to support the requirements of LL applica-
tions.

Orange S.A. is a leading French (Internet Service Provider (ISP)) offering a broad portfo-
lio of services, including fixed and mobile telecommunications and IT solutions for businesses.
Through its research and development branch, Orange Innovation, the company is at the fore-
front of technological advancements in areas such as 5G, optical fiber networks, artificial in-
telligence and so on. The telecommunications industry is undergoing a transformative phase
marked by rapid advancements like network softwarization, cloudification, artificial intelli-
gence and evolving user demands. These shifts are not only reshaping the technical landscape
but also driving the creation of new economic models. In this dynamic environment, Orange
want to position itself as a pioneer, aspiring to become the operator of choice for both individual
consumers and enterprises by fostering innovation and delivering state-of-the-art connectivity
solutions.

The aim of this thesis

Aligned with this strategy, the objective of this thesis is to design novel methodologies
for detecting and diagnosing the causes of performance degradation in emerging LL ap-
plications.

The outcomes of this research will provide valuable insights into LL applications, enabling
Orange to optimize resources and potentially implement network solutions that ensure opti-
mal performance and deliver high-quality experiences to both individual users and industrial
clients.

Thesis’s challenges

Achieving the objectives of this thesis presents several significant challenges that need to be
addressed systematically to ensure robust and actionable outcomes.

The first challenge lies in the lack of existing datasets tailored to LL applications, which are
critical for anomaly detection and root-cause diagnosis. Although some studies have explored
LL applications, no comprehensive datasets exist that capture the full spectrum of performance
metrics under realistic network conditions. Such datasets must account for various scenarios
prone to performance degradation to accurately reflect the challenges faced by applications like
cloud gaming and cloud-based VR. The collection and preparation of these datasets, monitored
at different points in the network, represent a foundational step in the research.

Research Question 1:

How can comprehensive datasets for LL applications be collected to capture diverse per-
formance metrics under realistic network conditions ?

The second challenge is implementing efficient Anomaly Detection (AD) methods. Early
AD techniques relied on rule-based systems designed by experts, which were effective in sim-
pler network environments but proved inadequate formodern, complex networks characterized

7https://www.mosaico-project.org/

3

https://www.mosaico-project.org/


Introduction

by vast amounts of data and diverse Key Performance Indicators (KPIs). The transition to data-
drivenmethods introduced Artificial Intelligence (AI)-based solutions, particularly supervised
Machine Learning (ML). While these approaches offer automation and scalability, they rely
on annotated datasets, which require extensive labeling by network experts. Given the grow-
ing complexity and scale of network environments, this manual labeling process is impractical.
Unsupervised ML techniques, which do not require labeled data, have emerged as a solution,
but their effectiveness varies significantly depending on the chosen model and dataset.

A related challenge is ensuring the robustness of unsupervised ADmodels against data con-
tamination, where anomalies are inadvertently present in the training data. Such contamination
can severely degrade the performance of AD models, making it critical to account for this phe-
nomenon during model training and evaluation. Considering the impact of contaminated data
adds an extra layer of complexity to the research.

Research Question 2:

Among the wide array of existing unsupervised AD techniques, which models are best
suited for anomaly detection in LL application scenarios in terms of performance, com-
putational efficiency, and robustness to data contamination ?

Research Question 3:

Can we propose an AD model that outperforms existing solutions and remain efficient
under data contamination ?

Finally, the thesis aims to identify the root causes of performance degradation in LL ap-
plications, a task traditionally performed using expert-defined rules. However, as networks
grow in complexity and anomalies evolve, these rule-based methods have become insufficient.
ML-based approaches have been proposed for root-cause diagnosis, with most relying on su-
pervised learning. These methods require labeled datasets of anomalous scenarios, which are
challenging to obtain, especially for new or unforeseen anomalies. Developing efficient root-
cause diagnosis techniques that rely on minimal labeling would be a significant advancement,
enabling more scalable and adaptable solutions.

Research Question 4:

How can efficient root-cause diagnosis of performance degradation be achieved with
minimal or no reliance on labeled data, while ensuring adaptability to emerging types
of anomalies?

Thesis Contributions
To address the research questions outlined in this thesis, several contributions have been made,
which are described in this section.

• C1: Collecting datasets for LL applications under realistic time-varying network condi-
tions. We collect the datasets necessary for subsequent research tasks. First, 4G network
conditions are collected from Orange 4G commercial network to emulate realistic 4G sce-
narios. Then, we collect KPIs from three commercial CG platforms under the 4G condi-
tions previously collected. Furthermore, we gather KPI data from Cloud VR applications
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operating overWi-Fi networks. These datasets are the basis for evaluating and developing
anomaly detection and root-cause diagnosis techniques in the subsequent chapters.

An analysis of Cloud Gaming Platforms Behaviour under Synthetic Network Con-
straints and Real Cellular Networks Conditions.
Xavier Marchal, Philippe Graff, Joël Roman Ky, Thibault Cholez, Stéphane Tuffin,
Bertrand Mathieu and Olivier Festor.
Journal of Network and Systems Management, 2023. [6]
OpenData: https://cloud-gaming-traces.lhs.inria.fr/data.html

• C2: Evaluation of unsupervised ML models for AD in CG applications over cellular
networks. We evaluate unsupervised ML models for anomaly detection in time series
using the CG KPI datasets collected earlier using a consistent framework. The evaluation
emphasizes critical aspects such as performance accuracy, robustness to data contamina-
tion, and computational efficiency. Various evaluation metrics are employed to ensure
comprehensive and reliable conclusions about the models’ effectiveness. The findings
provide insights and recommendations for selecting the most suitable models for AD on
low-latency applications or whatever industrial tasks.

AssessingUnsupervisedMachine Learning solutions for AnomalyDetection inCloud
Gaming Sessions.
Joël Roman Ky, Bertrand Mathieu, Abdelkader Lahmadi and Raouf Boutaba.
Workshop on High-Precision, Predictable, and Low-Latency Networking (HiPNet ‘22), colocated
with 18th International Conference onNetwork and ServiceManagement (CNSM), Thessaloniki,
Greece, October 31 - November 4, 2022. [7]
Code: https://github.com/joelromanky/cg-ano-detect-eval

ML Models for Detecting QoE Degradation in Low-Latency Applications: A Cloud-
Gaming Case Study.
Joël Roman Ky, Bertrand Mathieu, Abdelkader Lahmadi and Raouf Boutaba.
IEEE Transactions on Network and Service Management, 2023. [8]
Code: https://github.com/joelromanky/unsupervised-ml-ad-qoe-deg

• C3: Anomaly detection using contrastive learning. We propose a novel unsupervised
model for anomaly detection in time series, termed CATS. Leveraging contrastive learn-
ing to improve AD, CATS employs a novel loss function that exploits temporal similarities
within time series windows to cluster similar windows while repelling dissimilar ones.
This loss function, combined with negative data augmentations, allows CATS to outper-
form competing methods on public benchmark datasets as well as on the CG KPI datasets
collected in this thesis and remains efficient even in presence of data contamination.

CATS: Contrastive learning for Anomaly detection on Time Series.
Joël Roman Ky, Bertrand Mathieu, Abdelkader Lahmadi and Raouf Boutaba.
2024 IEEE International Conference on Big Data (BigData 2024), Washington DC, USA, De-
cember 15 - December 18 2024. [9]
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Code: https://github.com/joelromanky/cats

• C4: Two-stage framework for root-cause diagnostic of CloudVR applications over Wi-
Fi networks. We propose a two-stage framework for root-cause diagnosis, applied to Or-
ange Livebox KPIs collected from Cloud VR applications. Building on the CATS anomaly
detection model, the framework first detects anomalies and then employs a lightweight
classifier to classify the detected anomalies. This approach demonstrates superior per-
formance compared to existing one-stage and two-stage techniques, even with minimal
labeled data. This simple but effective solution can diagnose Wi-Fi performance issues in
low-latency applications.

RAID: Root cause Anomaly Identification and Diagnosis
Joël Roman Ky, Bertrand Mathieu, Abdelkader Lahmadi, Minqi Wang, Nicolas Marrot
and Raouf Boutaba.
Under review at EuropeanConference onMachine Learning and Principles and Practice of Knowl-
edge Discovery in Databases (ECML PKDD 2025).
Code: https://github.com/joelromanky/raid

Thesis outline

Figure 1: Thesis organization: objectives, contributions and chapters
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The manuscript is organized into five chapters, introduction and conclusion excluded. The
introductory chapter outlines the context, goals andmotivations behind this thesis and provides
a summary of themain contributions. Chapter 1 lays the groundwork for the thesis by providing
a comprehensive overview of the background and the state of the art in the topics relevant to
this research. This includes LL applications, cellular and Wi-Fi networks, machine learning,
anomaly detection and root-cause diagnosis.

The following chapters detail the research contributions. More specifically, Chapter 2 de-
scribes the experimental setups and methodologies used to collect datasets in realistic network
conditions. Chapter 3 evaluates various unsupervisedMLmodels for anomaly detection in time
series using the CG KPIs datasets.

In Chapter 4, we introduce CATS model for unsupervised anomaly detection in time series
using a novel temporal contrastive learning loss function. Building on this, Chapter 5 proposes
a two-stage framework for diagnosis the root causes of performance degradation in Cloud VR
applications used over Wi-Fi networks. The manuscript concludes with a synthesis of the find-
ings, highlighting their implications and proposing avenues for future research. A schematic
illustration is provided in Fig. 1, to clarify how the chapters interconnect, showing the align-
ment of the research questions with the contributions and the logical progression of the work.

Publications
The work conducted during this thesis has led to scientific contributions disseminated through
peer-reviewed international journal and conferences.

International Journals
• J. R. Ky, B. Mathieu, A. Lahmadi, & R. Boutaba. "ML models for detecting QoE degrada-

tion in low-latency applications: a cloud-gaming case study". IEEE Transactions onNetwork
and Service Management.

• X. Marchal, P. Graff, J. R. Ky, T. Cholez, S. Tuffin, B. Mathieu, & O. Festor. An analysis of
cloud gaming platforms behaviour under synthetic network constraints and real cellular
networks conditions. Journal of Network and Systems Management, 31(2), 39.

International Conferences
• J. R. Ky, B. Mathieu, A. Lahmadi, M. Wang, N. Marrot, & R. Boutaba. "RAID: Root cause

Anomaly Identification and Diagnosis". Under review at European Conference on Machine
Learning and Principles and Practice of Knowledge Discovery in Databases (ECMLPKDD 2025).

• J. R. Ky, B. Mathieu, A. Lahmadi, & R. Boutaba. "CATS: Contrastive learning for Anomaly
detection in Time Series", in IEEE International Conference on Big Data (Big Data), IEEE.,
Washington DC, USA, December 15-18, 2024.

• B. Mathieu, O. Dugeon, J. R. Ky, P. Graff, & T. Cholez. "Segment Routing for Chaining
Micro-Services at Different Programmable Network Levels", in 27th Conference on Innova-
tion in Clouds, Internet and Networks (ICIN), IEEE, Paris, France, March 11-14, 2024.

• J. R. Ky, P. Graff, B. Mathieu, & T. Cholez. "A hybrid P4/NFV architecture for cloud gam-
ing traffic detection with unsupervised ML", in IEEE Symposium on Computers and Com-
munications (ISCC), IEEE, Gammarth, Tunisia, July 9-12, 2023.

7



Introduction

• J. R. Ky, B. Mathieu, A. Lahmadi, & R. Boutaba. "Assessing unsupervised machine learn-
ing solutions for anomaly detection in cloudgaming sessions", inWorkshop onHigh-Precision,
Predictable, and Low-Latency Networking (HiPNet ‘22), colocated with 18th International Con-
ference on Network and Service Management (CNSM), IEEE, Thessaloniki, Greece, October
31 - November 4, 2022.
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Chapter 1

BACKGROUND AND RELATED WORK

Summary: This chapter reviews the key concepts underlying this thesis, beginning with an
overview of low-latency applications and time-varying capacity networks, such as 4G, 5G, and
Wi-Fi. Subsequently, the chapter introduces machine learning paradigms and a background on
anomaly detection techniques for time series. Finally, it explores root cause diagnosis approaches
for cellular and Wi-Fi networks.

Contents
1.1 Low-latency applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

1.1.1 Cloud gaming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
1.1.2 Cloud VR . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

1.2 Time varying capacity networks . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
1.2.1 Cellular Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
1.2.2 Wi-Fi networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
1.2.3 LL applications performance under time-varying capacity network . . . 18

1.3 Machine Learning paradigms . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19
1.3.1 Learning paradigms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20
1.3.2 Training DL model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

1.4 Anomaly Detection in time series . . . . . . . . . . . . . . . . . . . . . . . . . . 25
1.4.1 Unsupervised AD . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
1.4.2 Self-supervised AD . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
1.4.3 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
1.4.4 Evaluation metrics for time series anomaly detection . . . . . . . . . . . 31

1.5 Root-Cause diagnosis in time varying capacity networks . . . . . . . . . . . . 32
1.5.1 Causes of performance degradation on time varying networks . . . . . . 32
1.5.2 Root cause diagnosis techniques . . . . . . . . . . . . . . . . . . . . . . . 33
1.5.3 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

1.1 Low-latency applications
LL applications encompass a diverse range of use cases, including CG, VR, video conferencing,
tele-robotics, industrial automation, and remote surgery. Although these applications share
the common requirement of minimal end-to-end delay, each has unique characteristics and de-
mands in terms of latency, throughput, and network protocols.

Table 1.1 provides a summary of LL applications, highlighting their typical uplink and
downlink bitrate requirements as well as the range of end-to-end latency values and compare
it to video streaming which is non-interactive application.
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LL Uplink Downlink End-to-end
Application Bitrate (Mbps) Bitrate (Mbps) Latency (ms)

Video streaming 0.5-3 3-25 ≥ 300 (non interactive)
Video conference 1-3 1-4 ≤ 300
Cloud Gaming 2-5 3-40 ≤ 60-100
Cloud VR 10 25-100 ≤ 20
Medical surgery 0.5-10 10-100 ≤ 1

Table 1.1: Characteristics of Low-latency applications

In this thesis, we focus onCloudGaming andCloudVirtual Reality, two of themost demand-
ing LL applications in terms of bandwidth and latency requirements. Unlike mission-critical
applications such as remote medical surgery, CG and Cloud VR have established commercial
implementations and deployments, providing a practical foundation for realistic experiments.
These applications also represent significant business opportunities for network operators like
Orange, as addressing the challenges they present is crucial for enhancing user experience and
meeting the growing demand for LL services.

1.1.1 Cloud gaming

CG (sometimes referred to as game streaming) is a gaming paradigm where the player sends
its game commands to a server located in the cloud that executes the game and produces video
frames that is streamed back to the player. This gaming paradigm implies that powerful com-
puting resources such as Graphic Processing Units (GPU), are no longer required by gamers
as CG can be operated on a wide range of devices such as smartphones or thin clients. CG
arise with cloud computing and the first commercial cloud gaming platforms were OnLive and
Gaikai [10, 11]. Recent years have seen new entrants in the CG markets. Sony acquired Gaikai
in 2014 and launched PlayStation Now (PSN) 8 and were followed by other big industry names
such as Google that launched Stadia (STD) 9 (2019), Microsoft with Xbox Cloud (XC) (2020),
Nvidia with GeForce Now (GFN) (2020) or Amazon with Luna (2020) 10 [12, 13, 14, 15].

CG platform architecture and network protocols

As shown in Fig. 1.1, a CG architecture consists of a thin client and a cloud game server. The
gamer commands acquired through game controllers, keyboards, etc. are encapsulated in net-
work packets and sent to the cloud server. When received by the server, they are processed by
the game engine to generate the game state that will be rendered and encoded to a video. This
video is streamed to the client where the video frame is decoded, rendered and displayed on
the thin client.

Commercial platforms, despite having the same broad architecture, have their specificities
in terms of network protocols [16, 6, 17]. For instance, STD and XC rely on WebRTC: game
commands are sent with Datagram Transport Layer Security (DTLS) packets, video packets

8that have now merged with PlayStation Plus
9was shutted down on January 2023
10was launched in EU on March 2023
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Figure 1.1: Cloud Gaming platform architecture [16]

are encoded using H.264 and VP9 codecs and streamed using Real Time Protocol (RTP) pack-
ets. GFN uses User Datagram Protocol (UDP) to send user commands and also RTP for video
streaming encoded using H.264 codecs. PSN uses a custom implementation of UDP.

Each platform specifies minimum bandwidth requirements for an optimal cloud gaming
(CG) experience. However, they do not provide clear information on the maximum acceptable
latency despite its significant impact on user experience, as discussed later in this section. These
recommendations are summarized in Tab. 1.2.

CG platforms Minimum Bandwidth Resolution Network protocols

STD 10/20/35Mbps 720p/1080p/4K WebRTC
GFN 15/25/45Mbps 720p/1080p/4K UDP
XC 10Mbps 1080p WebRTC
PSN 5/15/38Mbps 720p/1080p/4K UDP
Luna 10/35Mbps 1080p/4K WebRTC

Table 1.2: Commercial CG platforms

Factors impacting QoE in CG platforms

Although CG can remove the need of expensive computing hardware for gaming, streaming
high-quality video gaming requires reliable and low-latency connections to avoid a bad user
experience. QoE is defined by [18] as "the degree of delight or annoyance of the user of an application
or service. It results from the fulfillment of his or her expectations with respect to the utility and/or
enjoyment of the application or service in the light of the user’s personality and current state."

According to ITU-T Rec G.1032 [19], the factors of a CG that can influence the QoE can be
classified into three groups:

• Human factors: These are linked to the characteristics of the user, such as gaming experi-
ence, vision and auditory capabilities, or intrinsic/extrinsic motivation.
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• Context factors: These are related to the user’s environment, such as social context or
physical surroundings (e.g., room characteristics or use in mobility versus at home).

• System factors: These refer to the properties that "determine the technically produced quality
of an application or service" [19]. This includes the game being played, the gaming setup
(hardware and software), network transmission, and compression.

We focus here only on the network factors that impact the most the QoE of cloud gaming
applications.

• Delay: In cloud gaming, delay—often referred to as button-to-pixel delay—represents the
time elapsed between a user action and the corresponding visual feedback on the screen.
This delay (as illustrated in Fig. 1.1) can be broken down into:

– Network delay: This delay is intrinsic to network communication, as datamust travel
between the client and server. High delays disrupt responsiveness, rendering games
less playable.

– Client-Side delay: Delays from this end are decreasing with advances in device per-
formance and higher display refresh rates [20].

– Server processing delay: This delay varies by game and platform, depending on the
server’s capabilities and load [16].

The impact of delay on QoE has been been widely studied. Claypool et al. [21] demon-
strated that high delays significantly degrade player performance on platforms like On-
Live and GamingAnywhere, particularly for genres like racing and first-person shooters,
which are more latency-sensitive than role-playing or strategy games. Peñaherrera-Pulla
et al. [22] identified latency as one of the key factors to ensure the responsiveness re-
quired for CG. Xu et al. [23] highlighted the impact of network congestion, showing that
competing traffic (like Transmission Control Protocol (TCP) traffics) can result in buffer
bloat and thus increase delays and negatively impact QoE on platforms like STD, GFN
and Luna.

• Jitter: Jitter is a measure of how inconsistent is the delay between packets. Jitter causes
the video to be stuttered instead of being smooth. While video buffering can mitigate this
in non-interactive applications like streaming, jitter poses a significant challenge in CG,
where it directly impacts theQoE. Aumont et al. [24] demonstrated that jitter significantly
impacts the gaming experience on CG platforms like STD and GFN. Oliveira et al. [25]
confirmed these findings in their experiments on STD using four different games. They
observed that high jitter magnitudes deteriorate the user experience on CG.

• Bitrate: The bitrate represents the number of bits transferred per unit of time. In CG,
the bitrate (limited by the available bandwidth) determines the maximum frame rate and
resolution achievable by the platforms. Some studies outlined that lowering the bitrate
(with some bandwidth restrictions for example) leads to lower user experience. Suznje-
vic et al. [26] demonstrated in a study on GFN that reducing the bandwidth results in
lower graphics quality (characterized by decreased resolution and frame rates) and thus
resulting in lowers QoE scores. In a study analyzing the behavior of CG platforms under
different network conditions, Marchal et al. [6] found that when the available bandwidth
decreases, CG platforms adapt by reducing the bitrate. This typically results in a drop in
frame rate and resolution (due to a reduction of the quantization factor that is responsible
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for video compression). While CG platforms do not adapt the same way to this network
disturbance, all experience resolution degradation and some becomeunplayablewhen the
bandwidth falls below the platform bandwidth requirements. Iqbal et al. [16] observed
that under constrained bandwidth conditions, CG platform cannot consistently provide
1080p/60 fps streaming.

• Packet loss: occurs when one or more packets traveling a network fail to reach their des-
tination due to network congestion, radio frequency interferences or weak radio signals.
Packet loss in CG applications significantly impacts user experience as demonstrated by
Jarschel et al. [27] on their experiment with an emulated CG platform. They observed
that even a 1% packet loss can reduce the Mean Opinion Score (MOS) score from 5 (ex-
cellent) to 2 (poor). Chen et al. [28] observed, using early CG platfors like OnLive and
StreamMyGame, that packet loss affects the frame rate and the graphic quality. Thieir
study revealed that former CG platforms do not implement robust packet loss conceal-
ment mechanisms. Similarly, Marchal et al. [6] found that PSN does not allow to launch
game sessions when packet loss exceed 5%. In contrast, it was shown in [24, 6] that mod-
ern CG platforms like STD, GFN, XC are slightly impacted by packet loss as they used re-
silient error correction mechanisms including Forward Error Correction (FEC) and high
redundancy.

1.1.2 Cloud VR

VR is a computer-generated experience where users can interact and feel immersed in a vir-
tual environment. Traditional VR applications require high-end computers for the demanding
graphics and processing for 3D immersive experiences, as most VR headsets cannot handle all
the heavy computations and processing. As a result, the headsets are either tethered to the
computer or wireless linked via technologies like AirLink to stream content.

Cloud VR consists in offloading all the heavy computational tasks to cloud servers enabling
real-time streaming of rendered VR content to lightweight and less expensive VR headsets. This
approach reduces the need for powerful and costly computers, making VRmore accessible and
affordable. By removing the need on tethered setups, Cloud VR offers more mobility and flex-
ibility enabling diverse use-cases of VR experiences. Cloud VR could also support scalability
and fosters collaboration, opening opportunities for enterprises and institutions to develop in-
novative VR services.

According to [29], Cloud VR applications can be classified into two categories:

• Weak-interaction VR that implies no interaction with the virtual environment. The users
are passive and the contents are pre-determined. This includes 360 degree panoramic
video, VR streaming or VR live broadcast.

• Strong-interaction VR includes VR services where user can interact in real-time with vir-
tual environments through interactive devices for greater immersion. In these applica-
tions, the virtual environment depends on the inputs of the user unlike weak-interaction.
This includes VR gaming, VR social networking (metaverses) and so on.

This thesis focuses only on strong interaction VR and Cloud VR will be used to refer to strong-
interaction VR unless otherwise stated.
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Factors impacting QoE in Cloud VR platforms

As for CG, ITU-T Rec G.1035 [30] classified the factors that can influence the QoE in cloud VR
into human, context and system factors. The network factors impacting the Cloud VR experi-
ence are categorized based on the experience evaluation factors of Cloud VR, which according
to [29] are: i) the sense of reality which are determined by the quality of audio and video to
allow the users to feel immersed and are directly impacted by the bandwidth; ii) the sense of
interaction which are impacted by the latency and iii) the sense of pleasure that depends on
the smoothness and can be impacted by the bandwidth, the latency and the packet loss. Thus,
as for CG, the most influencing network factors on QoE for Cloud VR are:

• Delay: In VR, the delay, often referred asmotion-to-photon (MTP) delay, is the time elapsed
between a usermovement and the resulting change in the headset’s field of view after ren-
dering. In Cloud VR, the network latency adds to MTP delay because the VR content is
streamed from the cloud. The impact of delay in Cloud VR were discussed in the litera-
ture. Song et al. [31] demonstrated that increased latency results in black edge artifacts
(that corresponds to black area in the viewport boundarywhen users turn their heads) af-
fecting QoE. Their study highlighted the sensitivity of users to both the duration and size
of these artifacts. Lee et al. [32] found that higher delays or lower frame rates contribute
to cybersickness, further degrading the VR experience. Warsinke et al. [33] observed that
even moderate additional delays (e.g., 40 ms) significantly affect VR session quality, with
impacts varying by game genre.

• Bandwidth: Cloud VR applications are highly bandwidth-intensive due to higher resolu-
tions, higher frame rates, coding technology used, extra-perspective rendering and trans-
mission required to reduce the impact of black edge events. Bandwidth constraints can
lead to reduce graphics quality and frame rates, affecting the user experience. [29] re-
ported that a minimum bandwidth of 80 Mbps is required for a fair-experience. Li et
al. [34] showed that insufficient bandwidth may causes congestion, reducing frame rates
and compromising QoE. Their subjective studies confirmed that users notice and react
negatively to these degradations. Lee et al. [32] identified a direct correlation between
increased bitrate and better visual quality, using the MOS score of their QoE model.

• Packet loss: It is recommended to use UDP for Cloud VR but since there is no retrans-
missions in UDP, packet loss can cause issues like visual quality degradations or black
edge events. Li et al. [34] confirmed with objective and subjective studies that packet loss
disrupts frame rates and graphics, and affects user experience. Rossi et al. [35] observed
in a subjective study, that packet loss rates as low as 12% adversely affect throughput and
frame rate, reducing the MOS. Warsinke et al. [33] highlighted that even minimal packet
loss (0.3%) significantly impacts VR gaming session quality.

1.2 Time varying capacity networks

1.2.1 Cellular Networks
Since the 1980s and the announcement of the 1st generation (1G) with a data rate of up to 2.4
kbps, each decade has seen the introduction of a new mobile cellular generation. The second
generation (2G), launched in the 1990s, brought significant advancements over 1G, including
services like Short Message Service (SMS) text messaging. 2G supported communication with
data rates of up to 144 kbps.
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Figure 1.2: ITU-T 5G requirements [36]

The 3rd generation (3G), introduced in the 2000s, offered data rates ranging from 384 kbps
to 42 Mbps (with its latest enhancements). 3G enabled new capabilities, such as convenient
web browsing, and became the first cellular network widely adopted for diverse applications,
including medical devices and fire alarms.

The 4th generation (4G), launched in the 2010s, was expanded by the International Telecom-
munication Union (ITU) to include the latest evolutions of 3G, such as Long-Term Evolution
(LTE), Worldwide Interoperability for Microwave Access (WiMAX), and Evolved High Speed
Packet Access (HSPA+). It achieved speeds of up to 150 Mbps and featured reduced latency,
improving the user experience for applications like video streaming, video conferencing, and
gaming services.

The 5th generation (5G) began deployment in 2019, following its definition by 3rd Gener-
ation Partnership Project (3GPP) Release 15, which introduced 5G New Radio (5G NR) Com-
pared to LTE, 5G is expected to deliver up to 20 times the theoretical bandwidth of LTE (1 Gbps)
and ultra-low latency down to 1 ms [36].

5G is designed to address three key application scenarios, as illustrated in 1.2:

• Enhanced Mobile Broadband (eMBB), providing faster connections with higher band-
width (up to 20 Gbps) and moderate latency, suitable for applications like AR/VR, cloud
gaming, and 360-degree video streaming.

• Ultra-Reliable LowLatencyCommunication (URLLC), supporting ultra-low latency (down
to 1 ms) and high reliability (99.999%) for mission-critical applications, such as Industry
4.0 processes and remote healthcare.

• Massive Machine Type Communication (mMTC), enabling connectivity for a large num-
ber of Internet of Things (IoT) devices (up to 106 per square kilometer), albeit with trade-
offs in throughput and latency.
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Figure 1.3: Cellular networks architecture (focus on user-plane)

Architecture of 4G/5G networks

The architecture of a cellular network, depicted in Fig. 1.3, consists of three main parts: the
User Equipment (UE), Radio Access Network (RAN), and the core network. The core network
connects the RAN to external networks (e.g., Internet Protocol (IP) networks), while the RAN
provides connectivity between UEs and the mobile core network. In 4G (resp. 5G), the RAN
is referred to as Evolved Universal Terrestrial Radio (E-UTRA) (resp. Next Generation RAN
(NG-RAN)), and the mobile core network is known as Evolved Packet Core (EPC) (resp. 5G
Core (5GC)).

The primary component of the RAN is the Base Station (BS), referred to as evolved NodeB
(eNB) in 4G andNext Generation NodeB (gNB) in 5G. UEs connect to the BS through the radio
air interface, and the BSs are linked to the core network. In 4G, BSs are interconnected via the
X2 interface (resp. Xn interface in 5G) to facilitate handovers between neighboring cells. They
are connected to the core network via the S1 interface (resp. N3 interface in 5G).

The 4G EPC comprises several key components. The Mobility Management Entity (MME)
handles user authentication,mobilitymanagement, and signaling. The ServingGateway (S-GW)
manages the user data plane, while the Packet Data Network Gateway (P-GW) serves as a gate-
way connecting the network to external IP networks.

In contrast, the 5GC is designed to bemore flexible and cloud-aligned using a Service-Based
Architecture (SBA), where network functions are decoupled and deployed as microservices us-
ing Nerwork Function Virtualization (NFV). Key components of the 5GC include the Access
and Mobility Management Function (AMF), which replaces the MME in 4G and handles con-
nectivity and mobility management; the User Plane Function (UPF), which assumes the data
routing roles of the SGW and PGW; and the Session Management Function (SMF), which man-
ages session establishment and Quality of Service (QoS).

The 5G architecture introduces advanced concepts such as network slicing, Multi-Access
Edge Computing (MEC), and the use of a wider range of frequency bands (e.g., mmWave)
to achieve higher throughputs and lower latency, supporting next-generation applications like
low-latency services.

Early 5Gdeployments used theNon-Standalone (NSA) architecture, which leverages 5G NR
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in the RAN to enhance data speedswhile relying on the 4GEPC for control plane functions. This
approach enabled faster initial 5G rollouts by requiring fewer infrastructure changes. However,
NSA cannot deliver the full potential of 5G, such as ultra-low latency and network slicing. Full
Standalone (SA) deployments, which use 5G NR along with the cloud-native 5G core, are ex-
pected to realize the complete range of capabilities promised by 5G networks.

1.2.2 Wi-Fi networks

Wi-Fi is a trademark of the Wi-Fi Alliance, commonly used to refer to wireless Local Access
Network (LAN)s based on IEEE 802.11 standards. Wi-Fi is used to connect devices such as
laptops, smartphones, IoT devices, and gaming consoles to the Internet via a wireless router.
It enables short-range wireless communication in environments such as campuses, homes, and
restaurants. Any device capable of connecting to a wireless network is referred to as a station
and is equipped with a wireless network interface controller. Stations are categorized into two
types: Access Point (AP)s and clients.

Architecture of Wi-Fi networks

Wi-Fi networks are primarily deployed in infrastructure mode, where all communications pass
through an AP. In this mode, a Wi-Fi network architecture comprises one or more APs, one or
more client devices connected to the AP, and a distribution system (typically a wired Ethernet
connection) that links the AP to the Internet. The AP broadcasts to the clients a Service Set
Identifier (SSID) to identify the network, using beacon packets. To access the Internet, a client
sends an association request to the AP, which authenticates the client using security protocols
such as Wi-Fi Protected Access (WPA) (e.g., WPA2/WPA3). Once authenticated, the client is
assigned an IP address by the Dynamic Host Configuration Protocol (DHCP) server on the AP,
enabling Internet connectivity.

Evolution of WiFi standards with performance characteristics

The first Wi-Fi standard, IEEE 802.11, was released in 1997. Operating at 2.4 GHz, it offered
data rates of up to 2 Mbps. However, it faced limited adoption due to interoperability issues,
insufficient throughput, and weak security. In 1999, IEEE 802.11b (Wi-Fi 1) improved upon this
by achieving theoretical data rates of up to 11 Mbps at 2.4 GHz and a range of up to 300 meters
in clear environments. Wi-Fi 1 gained popularity for basic Internet browsing and email but suf-
fered from interference issues due to sharing the 2.4 GHz bandwith other wireless technologies
like Bluetooth and microwave ovens.

IEEE 802.11a (Wi-Fi 2) was introduced alongside Wi-Fi 1, operating on the less-crowded
5 GHz band with data rates of up to 54 Mbps. However, its higher frequency required more
expensive antennas to maintain range, and it was not interoperable with Wi-Fi 1.

In 2003, IEEE 802.11g (Wi-Fi 3) combined the strengths of 802.11b and 802.11a by operating
on the 2.4 GHz band while offering data rates of up to 54 Mbps. It was backward compatible
with 802.11b, making it a popular choice for commercial use.

Released in 2009, IEEE 802.11n (Wi-Fi 4) brought significant improvements in speed and
reliability. It introduced Multiple Input Multiple Output (MIMO) technology, allowing mul-
tiple antennas to transmit and receive data simultaneously, achieving data rates of up to 600
Mbps. It also supported dual-band support (2.4 and 5 GHz), offering better range and reduced
interference.
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Built on the advancements of 802.11n, IEEE 802.11ac (Wi-Fi 5), launched in 2013, further en-
hancedWi-Fi performance by operating exclusively on the 5 GHz band, offering gigabit speeds
of up to 3.5 Gbps. Features such as advanced MIMO configurations, beamforming, and wider
channel bandwidths made it ideal for applications like High Definition (HD) and 4K video
streaming, gaming, and video conferencing. It remained backward compatible with previous
standards.

IEEE 802.11ax (Wi-Fi 6 and later Wi-Fi 6E) improved performance, scalability, and energy
efficiency with Orthogonal Frequency Division Multiple Access (OFDMA) technology. Wi-Fi
6 operates on the 2.4 GHz and 5 GHz bands, while Wi-Fi 6E adds the 6 GHz band, providing
additional spectrum and reducing congestion. With speeds of up to 9.6 Gbps, this standard is
ideal for environments with many connected devices, such as smart homes and IoT ecosystems.

The upcoming IEEE 802.11be (Wi-Fi 7) standard aims to further enhance performance, de-
livering data rates of up to 46 Gbps and ultra-low latency. It is designed to support advanced
applications like AR/VR, 8K streaming, and immersive experiences.

The evolution of Wi-Fi standards is summarized in Tab. 1.3.

IEEE 802.11 Release Frequency Channel Max
protocol Date Band (GHz) Bandwidth (MHz) Throughput

802.11 1997 2.4 22 2 Mbps
Wi-Fi 1 802.11b 1999 2.4 22 11 Mbps
Wi-Fi 2 802.11a 1999 5 20 54 Mbps
Wi-Fi 3 802.11g 2003 2.4 20 54 Mbps
Wi-Fi 4 802.11n 2009 2.4 20/40 600 Mbps
Wi-Fi 5 802.11ac 2013 5 20/40/80/160 3.5 Gbps
Wi-Fi 6 802.11ax 2019 2.4/5 20/40/80/160 9.6 Gbps
Wi-Fi 6E 802.11ax 2020 2.5/5/6 20/40/80/160 9.6 Gbps
Wi-Fi 7 802.11be 2024 (expected) 2.5/5/6 20/40/80/160/320 46.1 Gbps

Table 1.3: Evolution of Wi-Fi standards

1.2.3 LL applications performance under time-varying capacity network

Low-latency applications such as CG and Cloud VR require high-performance networks to en-
sure acceptable QoS/QoE. However, their performance is significantly affected by time-varying
network capacity. This section synthesizes insights from the literature on how CG and Cloud
VR perform under such network conditions.

Performance on cellular networks

Kamarainen et al. [20] found that LTE networks deliver stable network delays under strong
signal conditions (RSRP between -50 and -70 dBm). However, noticeable delay fluctuations oc-
cur with weaker signals (-100 dBm or more), and latency can increase 2-4 times under poor
conditions. Domenico et al. [17] examined cloud gaming performance on 3G and 4G networks
using STD as a benchmark. They observed that STD struggles to stream on 3G, even under opti-
mal conditions. In contrast, 4G networks can support resolutions up to 4K with excellent signal
quality, although poor 4G conditions lead to abrupt streaming interruptions. Tan et al. [37]
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highlighted LTE’s signaling inefficiencies, such as inter-protocol incoordinations and single-
protocol overhead, which contribute to network latency often exceeding the 25 ms threshold
required for acceptable VR performance. Bhuyan et al. [38] demonstrated that 5G networks
can handle 4K CG streams with high bitrates (up to 50 Mbps). However, frame drops occur
due to larger game frame sizes and buffering-induced packet loss. These frame drops are sig-
nificantly reduced when the bitrate is lowered to 30 Mbps. The study also revealed that 5G
is 46% more energy-intensive than Wi-Fi, mainly due to its use of higher frequencies and the
power demands of mmWave antennas. Penaherrera et al. [39] validated that standalone 5G
(5G SA) networks effectively support Cloud VR applications. However, combining 5G SAwith
WiFi 6 increases latency due to Wi-Fi’s higher uplink latency in WiFi. In mobility scenarios, 5G
outperforms WiFi by offering higher throughput and more stable latencies.

Performance on WiFi networks

Maiorano et al. [40] demonstrated that the performance of Cloud VR applications, such as
NVIDIA’s CloudXR, deteriorates as the distance between the headset and router increases. Low
bandwidth reduces frame rates while signal attenuation increases delay. Zhang et al. [41] re-
vealed that Wi-Fi 5 struggles with Cloud VR due to high Round Trip Time (RTT) of up to 228
ms and jitter levels that exceed the recommended thresholds for real-time applications. Jansen
et al. [42] showed that signal attenuation on Wi-Fi networks causes bandwidth fluctuations,
destabilizing throughput and affecting Cloud VR performance. The 5 GHz band offers higher
bandwidth than the 2.4 GHz band but is more susceptible to signal attenuation. Penaherrera et
al. [39] demonstrated that Wi-Fi 6 provides superior latency performance for Cloud VR com-
pared to 5G in stationary scenarios. However, its uplink performance remains a limiting factor.
Burbano et al. [43] emphasized that evenWi-Fi 6 struggles tomaintain stable CloudVR sessions
under high traffic congestion, particularly on the 2.4 GHz band.

Key Observations Across Networks

Studies such as [17, 38] emphasize the importance of adequate bandwidth in ensuring the per-
formance of low-latency applications. While 5G offers superior capacity, Wi-Fi remains limited
by its inherent constraints, especially in older protocols. Cellular networks, particularly 5G, ex-
cel in providing low-latency connections. However, inefficiencies in LTE protocols and signal
attenuation in Wi-Fi can significantly degrade performance. Additionally, [38] highlights that
Wi-Fi is more energy-efficient than 5G for CG and Cloud VR, making it more suitable for sta-
tionary use cases. Finally, the performance of both 4G andWi-Fi is heavily dependent on signal
quality, with poor conditions exacerbating latency, jitter, and packet loss.

1.3 Machine Learning paradigms

ML is a branch of AI that uses algorithms capable of learning from data and generalizing to
unseen data to perform specific tasks. Tom Mitchell (1997) proposed an engineering-oriented
definition of ML: "A computer program is said to learn from experience E with respect to some task T
and some performance measure P, if its performance on T, as measured by P, improves with experience E."

Deep Learning (DL) is a subset of ML based on multi-layered neural networks (hence the
term deep) to model complex patterns in large datasets. DL has demonstrated remarkable suc-
cess in various fields, such as computer vision and natural language processing, due to its ability
to automatically extract relevant features from raw data.
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The simplest neural network architecture, the perceptron, was invented by Frank Rosenblatt
in 1957. It was sufficient for solving linearly separable tasks but limited in handling non-linear
problems. Neural networkswere subsequently improved to address increasingly complex tasks.
Examples of key advancements include:

• Multilayer Perceptron (MLP) (1958): consists of multiple layers of neurons including at
least one hidden layers, an input layer and an output layer. With backpropagation, MLPs
was capable to solve non-linear problems.

• Convolutional Neural Network (CNN): are space-invariant neural networks that learns
features using convolution kernels (or filters) sliding across input features. CNNs gained
popularity for image processing tasks but can also be applied to signal processing.

• RecurrentNeuralNetwork (RNN): designed for sequential data processing, such as time
series or text, RNNs maintain a memory of previous inputs. They were enhanced with
Long Short-Term Memory (LSTM) and Gated Recurrent Unit (GRU) architectures to ef-
fectively capture long-term dependencies.

• Autoencoders: consist of an encoder that compresses input data into a latent space and
a decoder that reconstructs the input from its latent representation. Autoencoders are
primarily used in unsupervised learning for dimensionality reduction and later for rep-
resentation learning and generative tasks with multiple variants.

• Generative Adversarial Network (GAN) (2014): comprised of two networks with oppo-
site goals- a generator and a discriminator- that contest in a zero-sum game resulting in a
generator capable of generating highly realistic data.

• Transformers (2017): an architecture that has revolutionizedmany tasks includingNatural
Language Processing (NLP), Computer Vision (CV), and more, utilizing multi-head at-
tention mechanisms to focus on different part of a sequence simultaneously. Transform-
ers are at the core of architectures like Vision Transformers (ViT), and Large Language
Model (LLM) achieving state-of-the-art results across various domains and benchmarks.

1.3.1 Learning paradigms

In ML, various learning paradigms are tailored to specific tasks and the availability of training
data. Among these, only the paradigms relevant to this thesis are discussed, as depicted in Fig.
1.4.

Supervised learning

Supervised Learning (SL) is the most fundamental and widely used learning paradigm. In SL,
the training dataset Dtrain = {(x1, y1), ..., (xN , yN )} consists of a sufficient and representative
amount of labeled samples (input-label pairs) that serve to learn a function fθ approximating
the true underlying relationship between xi and yi.

The common SL tasks are classification tasks where we learn how to map the input xi to a
discrete label (also category or class) and regression tasks where we map the input to a contin-
uous value.

While effective for certain tasks, SL has notable limitations:
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Figure 1.4: Machine learning paradigms

• Amount of labels. SL requires a large amount of labeled data for training. However,
the acquisition of these labels is often time-consuming and resource-intensive and may
demand expert knowledge in domains such as networking or healthcare.

• Label quality. If the labels are erroneous, (which is possible since annotation process is
done by humans), it can negatively impact the model performance.

• Generalizability and overfitting. SL models may require complex architectures to cap-
ture the underlying patterns in the training data. This complexity can lead to overfitting,
causing poor performance on unseen data or data with different distribution.

• Scalability. The performance of SL improves with larger datasets. However, increasing
the dataset size requires substantial computational resources and higher annotation costs,
which may become impractical.

Unsupervised learning

Unsupervised Learning (UL) is a learning paradigm in which, unlike SL, the learning pro-
cess is conducted on unlabeled data. The model uncovers hidden patterns or relationships in
the data without explicit guidance. UL can involve tasks such as discriminative, dimension-
ality reduction, or generative tasks. Generative UL focus on modeling the data distribution
by learning a parametric approximation pθ of the true data distribution p enabling the genera-
tion of data samples xi ∈ D. Dimensionality reduction involves representing high-dimensional
datasets in low-dimensional feature spaces while preserving intrinsic dataset properties. It is
useful for tasks like noise reduction, data visualization, and reducing computational time and
memory usage, especially before applying ML algorithms that struggle with high-dimensional
data. Discriminative UL identifies relationships or boundaries between samples based on their
similarities and differences. This can be achieved through clustering, which organizes samples
into groups (clusters) based on these relationships, or through representation learning. Rep-
resentation learning aims to construct feature extractors that identify the most meaningful and
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insightful representations from input data, enhancing downstream tasks and generalization to
unseen data.

Self-supervised learning

Figure 1.5: Contrastive learning

Self-supervised Learning (SSL), a subset of UL, has gained immense popularity due to its
remarkable performance across various tasks in NLP and CV. SSL leverages pseudo-labels de-
rived from the inherent structure of unlabeled data to train models via pretext tasks. By solv-
ing these pretext tasks, the model generates self-supervision signals, enforcing it to learn task-
agnostic features that capture essential patterns in the data (representation learning). Pretext
tasks are designed based on the intended downstream tasks and typically include: i) input
completion which consists in masking parts of the input and predicting the missing segments
(e.g., predicting the next word in a sentence or reconstructing a portion of an image); ii) trans-
formation predictions which consists in predicting transformations applied to the input (e.g.,
determining an image’s rotation) or iii) transformation invariance which consists in learning
invariant and meaningful features common across different representations of the same input
after various transformations (e.g., using data augmentations).

Among SSL methods, Contrastive Learning (CL) stands out as one of the most efficient and
widely adopted frameworks. Its core idea, illustrated in Fig. 1.5 involves training a feature ex-
tractor to cluster similar data (positive pairs) in the feature space while pushing apart dissimilar
data (negative pairs). The key elements of CL include:

• Pair Selection: Positive pairs and negative pairs are often generated using data augmen-
tation. For example, in image classification, positive pairs can be created by applying
different random crops or rotations to the same image, while negative pairs are generated
by randomly selecting different images from the dataset.

• Contrastive loss functions: These include contrastive loss [44], triplet loss [45], and In-
foNCE loss [46]. The most commonly used is the Normalized Temperature-scaled Cross
Entropy (NT-Xent) loss [47]. The most commonly used is NT-Xent loss [47] which is
defined as follows.
Given a mini-batch B = {x1, x+1 , x2, x

+
2 , ..., xN , x+N} where x+i is an augmented version of

xi, an encoder function fθ, NT-Xent loss will maximize the similarity between a represen-
tation of a sample zi = fθ(xi)with its positive z+i while minimizing its similarity with the
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2N − 2 negatives (zj)∀j ̸=i∈∥1;N∥. The similarity is often measured with cosine similarity
measure and the NT-Xent loss LNTXent can be expressed as follows:

LNTXent = − 1

2N
log

exp(sim(zi, z
+
i )/τ)∑2N

k=1⊮[k¬i]exp(sim(zi, zk)/τ)
(1.1)

with τ a temperature hyperparameter that controls the relative importance of distance
between pairs of points.

1.3.2 Training DL model

Implementing a DL model involves a series of steps aimed at determining and optimizing the
model’s parameters byminimizing a loss function, ultimately achievingmaximumperformance
on a given task. The process, summarized in Fig. 1.6 is described as follows:

Figure 1.6: Deep learning implementation pipeline

Dataset preparation

The performance of a deep learningmodel is closely linked to the quality of the dataset. Prepar-
ing the dataset involves the following steps:

• Data collection : Gather datasets that represent the problem domain. For this thesis,
the focus is on time-series datasets for cloud gaming (CG) anomaly detection and virtual
reality (VR) root-cause diagnosis.

• Data cleaning : Identify and remove missing, inconsistent or erroneous values in the
dataset to ensure high-quality data.

• Data processing : Prepare data for model input through the following:

– Standardization/Normalization: Scale numerical features to a range (e.g., [0, 1]) or
normalize them to have zero mean and unit variance.

– Categorical feature encoding: Apply one-hot or ordinal encoding for categorical fea-
tures.
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– Feature selection: Remove irrelevant or redundant features to improve learning effi-
ciency.

• Data splitting : the data should be split in three (03) sets. The training set used for the
training of the model, the validation set to evaluate the model’s performance during the
training and the test set to assess the model’s final performance and its generalizability.

Design stage

This stage involves selecting or defining the neural architecture (fθ) appropriate for the task
and data type. To train the model, it is necessary to specify a loss function (L), which quanti-
fies the discrepancy between the model’s outputs and the desired outputs (e.g., true labels in
supervised learning). Common choices for the loss function include cross-entropy for classifi-
cation tasks in supervised learning and reconstruction errors for autoencoders in unsupervised
learning. The subsequent step is to choose an optimization technique to enhance the model’s
convergence speed and performance. The most widely used optimizers are Stochastic Gradient
Descent (SGD) and Adaptative Momentum Estimation (Adam).

Training stage

The training stage is crucial as it aims to find the parameters that optimize task performance
while ensuring generalizability. This involved solving an optimization problem that iteratively
updates the model’s parameters using only first-order derivatives. However, due to the large
datasets typically used, calculating gradients across the entire dataset is impractical. Therefore,
training is conducted using mini-batches (i.e., small subsets of training instances) and iterated
over the entire dataset. The training process includes the following steps:

• Sample a mini-batch B = x1, . . . , xNB
from the training dataset.

• Perform a forward pass through the neural network to compute the outputs fθ(xi) for each
sample (xi) in the mini-batch.

• Calculate the average loss over all instances in the mini-batch: 1
NB

∑NB
i L(yi, fθ(xi)).

• Compute gradients for model parameters with respect to the loss using backpropagation.

• Update the model parameters using an optimizer (e.g., SGD, Adam).

This setup is standard for supervised learning. For unsupervised or contrastive learning
tasks, additional steps may be required. Hyperparameter tuning (e.g., learning rate, batch size,
and number of epochs) is often necessary to enhance performance, alongside regularization
techniques to mitigate overfitting.

Evaluation stage and deployment

After training, the model’s performance is assessed on a test set using task-specific evaluation
metrics. If the model demonstrates sufficient generalizability, it can be deployed in production
environments. Post-deployment, it is essential tomonitor themodel’s performance on new data
to ensure continued effectiveness, and retraining may be necessary if performance declines.
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1.4 Anomaly Detection in time series
Large amounts of multivariate time series data are generated across various domains, such as
monitoring systems, finance, healthcare, networking, and security. The presence of anomalies
in these time series can indicate malicious activity, fraud, cyber threats, system malfunctions,
or diseases in healthcare. Consequently, detecting anomalies in time series data is becoming
increasingly critical and has become a prominent area of research. Before delving into existing
anomaly detection methods, we define the problem and introduce some key definitions.

Definition 1.4.1 (Time series). A time series is a sequence of data points chronologically col-
lected and equally-time spaced. Time series can be univariate or multivariate.

Amultivariate time series is formally defined asX = {x1, x2, ..., xT }where xt ∈ Rm denotes
am-dimensional vector corresponding to the observations of them-features at a specific time t.
A univariate time series is the special case whenm = 1. In this thesis, we focus on multivariate
time series.

Definition 1.4.2 (Anomaly). "An anomaly is an observation that deviates considerably from some
concept of normality." [48].

Chandola et al. [49] proposed a taxonomy of anomalies based on their nature:

• Point anomalies. An individual data point that significantly differs from the rest of the
data. This is the simplest type of anomaly. For instance, in fraud detection, an unusually
high transaction amount compared to typical spending patterns is a point anomaly.

• Contextual anomalies. A data point, anomalous in one context but normal in another.
For instance, a temperature of 30°C is normal in the summer but anomalous in winter.

• Collective anomalies. A set of data points that, when considered together, represent an
anomaly. Individually, each point may not be anomalous, but as a group, they indicate
abnormal behavior. For instance, in a network monitoring system that typically processes
200–500 packets perminute, a steady rate of 450 packets perminute over 10minutesmight
signal a collective anomaly.

AD encompasses techniques for identifying data that deviate from normal patterns. While
the terms anomaly, outlier, and novelty detection are often used interchangeably, they have distinct
meanings depending on the context. According to Ruff et al. [48], given the distribution P+, of
normal samples, an anomaly is an observation from a distribution different from P+. An outlier
is a rare or a low-probability instance drawn from P+ while a novelty is an instance drawn from
a new region of a non-stationary distribution of P+. For example, if P+ denotes the distribution
of dogs, a cat would be an anomaly, a rare breed of dog an outlier and a newly discovered dog
breed would be a novelty. Despite their differences, these concepts share common detection
methods, and this thesis collectively refers to them under the term anomaly detection.

For a multivariate time-series datasetX = {x1, x2, ..., xT }with xt ∈ Rm, AD involves learn-
ing amodel fθ that assigns, for each unseen observation x̃t, a label yt ∈ {0, 1} indicatingwhether
the new observation is anomalous (yt = 1) or not (yt = 0). Depending on the learning setting,
time series AD algorithms can be supervised, semi-supervised or unsupervised. This thesis fo-
cuses on reviewing unsupervised and self-supervised AD algorithms as supervised and semi-
supervised algorithms require labels which is unavailable or expensive to obtain in real-world
scenarios.
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1.4.1 Unsupervised AD

Unsupervised anomaly detection is the most commonly used approach due to the challenges
of obtaining sufficient labeled normal and anomalous samples for supervised training. In the
unsupervised setting, we assume that the training data is free of anomalies (i.e., the training
data consists solely of normal data). Since the model is trained exclusively on normal data,
anomalies are expected to deviate significantly from normal data. This deviation is quantified
using an anomaly score; if the score exceeds a predefined threshold, the data is classified as
anomalous. However, this assumption may be violated in practice due to data contamination,
where some anomalous samples may be present in the training set.

Unsupervised AD methods can be broadly categorized into machine learning (ML)-based
and deep learning (DL)-based approaches.

ML-based

• Traditional statistical algorithms. Statistical techniques operate on the assumption that
normal data lie in high-probability regions of a stochastic model, while anomalies are
located in low-probability regions [49]. Parametric methods assume that normal data
follows a Gaussian distribution [50] or an underlying linear statistical model, such as
Vector AutoRegression (VAR) or AutoRegressive Integrated Moving Average (ARIMA)
[51]. Non-parametric methods use kernel functions to estimate the probability density
function, as in Kernel Density Estimation (KDE) [52] or are based on Kalman filters [53].

• Distance-based algorithms. These algorithms detect anomalies by measuring the dis-
tance between data points. The core idea is that sequences with large distances from
the majority of the data are considered anomalous. Methods like k-th Nearest Neighbor
(KNN) [54] calculate the distance between a time series instance and its nearest neighbors,
using this distance as the anomaly score. Alternatively, Local Outlier Factor (LOF) [55]
measures the relative density of each time series instance, considering instances in low-
density neighborhoods as anomalous and those in high-density neighborhoods as nor-
mal. Some distance-based methods perform calculations relative to clusters, rather than
individual neighbors. Clustering-based approaches, such as k-Means [56] and Density-
Based Spatial Clustering of Applications with Noise (DBSCAN) [57], are typically faster
than nearest-neighbor methods, as the number of clusters is smaller than the number of
instances.

• Miscellaneous algorithms. This category includes AD techniques based on spectral anal-
ysis, such as Principal Component Analysis (PCA), RobustPCA [58], and Independent
Component Analysis (ICA) [59]. These algorithms project data into a lower-dimensional
space defined by the principal components (PCA) or decompose time series into statis-
tically independent components (ICA). Anomalies are identified based on reconstruc-
tion errors (PCA) or the degree of non-Gaussianity (ICA). Isolation Forest (IF) [60] is an
isolation-based technique that recursively isolates anomalies from normal data using ran-
domly features selection and split values. One-Class Support Vector Machine (OC-SVM)
[61] learns the smallest hypersphere that encapsulates all normal data, with anomalies
being points lying outside the hypersphere.
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DL-based

• Reconstruction-based algorithms. These techniques identify anomalies by learning to
reconstruct normal data. The underlying assumption is that a model trained on normal
data will exhibit high reconstruction errors when attempting to reconstruct anomalous
data, using these errors as anomaly scores. The most common deep learning architecture
in this category is the Autoencoder (AE), and numerous AE-based AD techniques have
been proposed in the literature. DeepAutoencoding GaussianMixtureModel (DAGMM)
[62] combines a deep AE with a Gaussian Mixture Model (GMM), which estimates sam-
ple likelihoods based on their low-dimensional representations. The model computes an
energy score, which, along the reconstruction error, identifies anomalies. Mult-Scale Con-
volutional Recurrent Encoder-Decoder (MSCRED) [63] addresses temporal patterns in
time series using an attention-based convolutional LSTM encoder to construct multi-scale
signature matrices that the decoder reconstructs. These signature matrices capture inter-
correlations between different pairs of time series, enhancingAD.UnSupervisedAnomaly
Detection (USAD) [64] employs adversarial training on two AEs with a shared encoder.
The first AE reconstructs normal data, while the second attempts to distinguish the recon-
structions, forcing the first AE to improve its reconstructions.
Variational Autoencoder (VAE), a probabilistic extension of AE, integrates to autoen-
coders, Bayesian inference modeling latent spaces as a probability distribution. Donut
[65] is a VAE-based AD method introducing techniques like modified Evidence Lower
Bound (ELBO), missing data injection, and Markov Chain Monte Carlo (MCMC) impu-
tation, outperforming previous VAE-based AD algorithms. LSTM-VAE [66] extends AEs
with a denoising autoencoder that utilizes LSTM to capture temporal dependencies and
Bayesian inference to reconstruct input data based on a learned latent distribution. Omni-
Anomaly [67] combines a VAE with a stochastic RNN to model temporal dependencies
and uses planar normalizing flows to handle non-Gaussian latent spaces distributions.
Transformer architectures known for their ability to handle long sequences, have also been
adapted for time series AD. Anomaly Transformer [68] adapts the transformer architec-
ture for time series AD by leveraging attention mechanisms to capture both prior and
series associations, combined with a min-max optimization strategy that highlights the
association discrepancy between normal and anomalous data. TranAD [69] combines a
transformer-based encoder-decoder architecture with adversarial training. It introduces
self-conditioning to enhance robust feature extraction, training stability, and better gener-
alization.
Generativemodels like GANhave shown great promise in generating realistic images and
time series, and have been applied to time series AD as well. MADGAN [70] employs
an LSTM-RNN as the core model in a GAN framework for time series AD. It introduces
a novel anomaly score based on reconstruction error and discrimination loss to identify
anomalies. BeatGAN [71] applies GANs to perform robust time series reconstruction for
AD using adversarial regularization.

• Forecasting algorithms. These approaches predict future values based on past dat and
identify anomalies by comparing the predicted valueswith and actual observations. LSTM-
PRED [72] uses LSTM-RNN to learn temporal dependencies and applies a cumulative
summethod for anomaly detection. Telemanom [73] employs LSTM-RNN for forecasting
and introduces a dynamic thresholding scheme for anomaly identification. AD-LTI [74]
uses a GRU network to forecast seasonal trends in time series and identifies anomalies
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based on a probability score calculated using the Local Trend Inconsistency (LTI) metric,
which quantifies deviations between the predicted and actual sequence. DeepAnt [75]
predicts future timestamps using a deep CNN network, detecting anomalies based on the
Euclidean distance between predicted and actual values.

• Miscellaneous algorithms. Deep Support Vector Data Description (Deep-SVDD) [76] is
a one-class classification algorithm that leverages deep learning for one-class classifica-
tion, overcoming the limitations of kernel and feature selection in traditional OC-SVMs.
Deep Isolation Forest (DIF) [77] utilizes deep learning to learn random representations
from input data, applying a novel isolation method for non-linear partitioning on sub-
spaces to detect anomalies. Calibrated One-class classification for Unsupervised Time se-
ries Anomaly detection (COUTA) [78] proposes a calibrated one-class classifier based on
uncertainty modeling and the injection of synthetic anomalies, which reduces the impact
of data contamination and improves detection performance.

1.4.2 Self-supervised AD

The growing success of SSL across various tasks and domains has led many research efforts
to adopt these techniques to improve the performance of anomaly detection (AD) algorithms.
This section focuses on contrastive AD approaches, as they are widely adopted and studied in
the literature.

Contrastive AD

Contrastive One-Class Anomaly (COCA) framework [79] introduces a contrastive one-class
framework for anomaly detection that does not rely on negative samples. It trains on positive
pairs consisting of low-dimensional time series representations and their reconstructed coun-
terparts (via an LSTM-based Seq2Seq model). The combined contrastive and one-class loss
functions mitigate collapse issues and enhance AD performance.

ContrastAD [80] defines both positive and negative temporal transformations. Positive pairs
are formed by the embeddings of a subsequence and its positive transformation, while negative
pairs consist of the embeddings of the positive transformations of two different subsequences,
along with a window’s embedding and its negative transformations. These positive/negative
pairs help ContrastAD achieve improved AD performance across various benchmark datasets.

Contrastive Time series Anomaly Detection (CTAD) [81] employs time series data augmen-
tation to generate two views of a time series window: a semantic-preserving view and synthetic
anomalies. By contrasting each window segment with 2N-1 positive samples and 2N negative
samples, CTAD enhances representation learning, even with a simple encoder architecture.

TimeAutoAD [82] leverages AutoML to automatically tune the framework’s hyperparam-
eters. It also employs negative samples generation and a contrastive loss that leverages these
generated negative samples to improve AD performance.

CARLA [83] is a two-stage framework. The first stage learns representations from triplets
(original, previous, and anomaly-injected windows). The second stage uses a self-supervised
classification loss that forces the model to distinguish between normal samples and anomalies
using a custom loss function, where positive pairs are nearest neighbors and negative pairs are
furthest neighbors.

DCdetector [84] uses a multi-scale dual attention network to capture both spatial and tem-
poral dependencies. Using a negative-sample-free contrastive loss based on representations of
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different views of the time series, it identifies anomalies by applying a representation discrep-
ancy criterion.

1.4.3 Discussion
Table 1.4 summarizes the time series anomaly detection (AD) models reviewed in this thesis.
It provides an overview of the contributions of each method and categorizes them accordingly.

The AD techniques discussed in this thesis span various approaches, including ML, DL
and SSL. Despite their effectiveness, these techniques exhibit several limitations that impact
their performance in real-world environments. Traditional statistical and ML-based methods
are lightweight, interpretable, and efficient for small, simple datasets. However, parametric
methods that assume Gaussian distributions can struggle to detect anomalies when the data
deviate from these assumptions, a common challenge in real-world applications. Additionally,
distance-based methods, such as KNN and LOF, as well as parametric approaches like ARIMA,
tend to become computationally expensive as the dataset grows, leading to inefficiencies when
applied to high-dimensional data.

Deep learning-based approaches leverage neural network architectures to handle large di-
mensional data for anomaly detection. While these methods are powerful, they demand sig-
nificant computational resources and memory, which may limit their applicability in real-time
systems. Furthermore, DL techniques, like their ML counterparts, are typically trained on nor-
mal data and may be compromised by the presence of anomalies in the training set. Another
key limitation is their black box nature, which makes it difficult for practitioners (e.g., network
experts) to interpret the reasoning behind the model’s predictions, reducing their transparency
and trustworthiness in real-world scenarios.

Contrastive learning techniques have been introduced to enhance AD performance by lever-
aging self-supervised learning strategies. However, these approaches heavily rely on data aug-
mentation to generate positive and negative pairs for training. Bad choices of data augmentation
techniques may result in poor performances. Furthermore, while some of the models reviewed
in this thesis incorporate neural architectures that attempt to capture temporal dependencies,
the contrastive learning process itself does not explicitly consider the temporal nature of the
data, which may hinder their ability to detect anomalies that exhibit temporal correlations.

In this thesis, we propose in Chapter 4, a novel contrastive learning-based approach that
integrates temporal similarity to address these limitations and improve anomaly detection in
time series data while being more robust to data contamination.
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Table 1.4: Time series anomaly detection models
Category Sub-Category Method Main contributions

M
L-
ba

se
d

Statistical
Gaussian model [50] Method assuming data follows a Gaussian distribution.
VAR/ARIMA [51] Method assuming data follows a linear model.
KDE, [52] Kalman
Filter [53]

Method based on probability densities estimations.

Distance-based

KNN [54] Method that uses the distance to nearest neighbors as an
anomaly score.

LOF [55] Method that uses the density to the neighborhood.
k-Means [56], DB-
SCAN [57]

Clustering methods that group data for faster AD.

Miscellaneous
PCA/RobustPCA
[58], ICA [59]

Spectral analysis methods using dimensionality reduction or
independent components.

IF [60] Method that recursively isolates anomalies through random
splits.

OC-SVM [61] Method that separates normal data from anomalies using a
hypersphere.

D
L-
ba

se
d

Reconstruction

DAGMM [62] Combines AE and GMM to detect anomalies using recon-
struction error and energy score.

MSCRED [63] Utilizes attention-based convolutional LSTM to capture time
series correlations.

USAD [64] Adversarial AEs trained to reconstruct normal data and iden-
tify anomalies.

Donut [65] Probabilistic AE that models latent spaces as distributions for
AD.

LSTM-VAE [66] VAE-based model combined with LSTM to capture temporal
dependencies.

Omni-Anomaly [67] VAE combined with stochastic RNN and normalizing flows
for AD.

Anomaly Trans-
former [68]

Leverages attention mechanisms to capture associations for
AD.

TranAD [69] Transformer with adversarial training and self-conditioning.
MADGAN [70] GAN-based time series reconstruction with LSTM-RNN for

AD.
BeatGAN [71] GAN-based time series reconstruction using adversarial reg-

ularization.

Forecasting

LSTM-PRED [72] Forecasting-based LSTM combined with cumulative sum
method for AD.

Telemanom [73] LSTM-RNN forecasting method with dynamic thresholding.
AD-LTI [74] GRU for seasonal trends prediction and AD based on local

trend inconsistency.
DeepAnt [75] CNN-based forecasting method comparing predicted and ac-

tual values for AD.

Miscellaneous
Deep-SVDD [76] DL-based one-class classification to overcome kernel selection

limitations.
DIF [77] Isolation method using random representations and non-

linear partitioning for AD.
COUTA [78] Calibrated one-class classifier with uncertainty modeling and

synthetic anomaly injection.

SS
L-
ba

se
d

Contrastive

COCA [79] Contrastive one-class framework for time series AD.
ContrastAD [80] Uses positive and negative temporal transformations for con-

trastive AD.
CTAD [81] Augments time series data for contrastive learning using pos-

itive and synthetic anomalies.
TimeAutoAD [82] AutoML-based method with contrastive loss for AD.
CARLA [83] Two-stage frameworkwith triplet-based representation learn-

ing and anomaly classification.
DCdetector [84] Multi-scale dual attention network using representation dis-

crepancy for AD.
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1.4.4 Evaluation metrics for time series anomaly detection

It is crucial to evaluate AD algorithms to assess their performance. The commonly usedmetrics
are listed below.

• Precision. The fraction of anomalies correctly detected among all the instances classified
as anomalies by the model. It indicates the accuracy of the model for detecting anomaly.

Precision =
TP

TP+ FP (1.2)

• Recall. The fraction of actual anomalies that were correctly detected. It indicates the
ability of model to detect all existing anomalies.

Recall = TP
TP+ FN (1.3)

• F1-Score. It is the harmonic mean of precision and recall indicating a balance between
both metrics.

F1 = 2.
Precision.Recall
Precision+ Recall (1.4)

• MCC.Matthews Correlation Coefficient (MCC) [85] is a binary classificationmetric, sim-
ilar to the Pearson coefficient, that addresses the class invariance limitation of the F1-score
(i.e., if the positive class becomes the negative class and vice versa) as highlighted and dis-
cussed in [86]. It evaluates model performance by equally rewarding accurate predictions
for both the positive and negative classes.

MCC =
TP.TN − FP.FN√

(TP + FP )(TP + FN)(TN + FP )(TN + FN)
(1.5)

• TPR. True Positive Rate (TPR) is equivalent to recall.

• FPR. False Positive Rate (FPR) is the fraction of normal instance that are classified as
anomalies.

FPR =
FP

FP+ TN (1.6)

• AU-ROC. Area Under Receiver Operating Characteristic Curve (AU-ROC) indicates the
area under the ROC curve which is a chart that visualizes the trade-off between the TPR
and FPR. A value close to 1 suggests better performance while a value of 0.5 implies ran-
dom guessing.

AU-ROC =

∫ 1

0
TPR(t)d(FPR(t))

dt
dt (1.7)

• AU-PR. Area Under Precision-Recall Curve (AU-PR) correspond to the area under the
Precision-Recall curve and is more informative than AU-ROC for imbalanced datasets.
The PR curve visualizes the trade-off between precision and recall.

AU-PR =

∫ 1

0
Precision(t)d(Recall(t))

dt
dt (1.8)
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1.5 Root-Cause diagnosis in time varying capacity networks

While detecting anomalies is crucial for maintaining network performance, Root-Cause Diag-
nosis (RCD) represents the essential next step for enabling network providers to design and op-
timize networks that support low-latency applications effectively. Root-cause diagnosis, often
referred to as "root-cause analysis" or "fault diagnosis" in the literature, focuses on identifying
the specific causes of performance degradation or anomalies.

To provide a comprehensive understanding of root-cause diagnosis, in this section, we will
present for cellular network and WiFi networks respectively, the common factors leading to
performance issues in these networks and review the approaches for root-cause diagnosis in
the literature.

1.5.1 Causes of performance degradation on time varying networks

RCD in time-varying capacity networks presents significant challenges due to following factors.
Performance degradation can arise from diverse causes such as congestion, interference, sig-
nal attenuation, hardware failures, or software misconfigurations. These issues often manifest
through similar symptoms, including increased packet loss, higher delays, or reduced through-
put, making it difficult to pinpoint the root cause. Time varying networks also generate an enor-
mous volume of KPIs from various network elements, including the RAN, APs, core network
or user devices. We present in the following the common causes of performance degradation
in time varying network.

Cellular networks

Performance degradation in cellular networks arises from a variety of sources, some of which
are highlighted below:

• Congestion : Congestion in cellular networks is often caused by bufferbloat, which occurs
when excessive queuing delays arise due to packets arriving at a node faster than it can
process them. This issue is particularly prevalent in the RAN, where multiple flows are
aggregated, often resulting in large queues [4, 87]. Congestion leads to increased delays
and packet loss, significantly impacting network performance.

• Handovers: High-speed mobility scenarios, such as users traveling in vehicles or trains,
can result in frequent handovers. These handovers cause fluctuations in link capacity and
introduce additional latency in the RAN [37, 88, 89].

• Coverage: Network coverage is influenced by factors such as the distance from the base
station, environmental obstacles, and weather conditions. Poor coverage often results in
higher delays due to retransmissions and reduced throughput [88].

• Interference: Cellular networks are susceptible to interference, with inter-cell interference
being a primary factor. This occurs when the same frequency is reused across multiple
cells, leading to degraded signal quality and degrease the throughput [90].

• Other Factors: Additional sources of performance degradation include various types of
delays, as categorized in the taxonomybyBriscoe et al. [91] (e.g., propagation and schedul-
ing delays), device-induced delays [20], and software bugs in the RAN.
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WiFi networks

Several phenomena can lead to performance degradation in WiFi networks, impacting QoS pa-
rameters such as bandwidth, latency, andpacket loss. Themost common sources of degradation
mentioned in the literature include:

• WiFi Interference: Interference can be caused by nearby APs using the same or adjacent
channels. This can lead to collisions and degraded signal quality [92, 93, 94].

• Non-WiFi Interference: Non-WiFi devices operating in the 2.4 GHz (e.g., Bluetooth de-
vices, microwaves, babymonitors) or 5 GHz (e.g., media converters) frequency bands can
cause interference, leading to packet loss [95, 93, 96].

• Congestion: High traffic volumes frommanydevices connecting to the sameAPor the use
of bandwidth-intensive applications can cause congestion, resulting in increased latency
and packet loss [97, 92, 98].

• Signal Attenuation: Signal attenuation can occur due to the distance between the device
and the AP (the greater the distance, the weaker the signal) or obstacles like walls, furni-
ture, and humans that absorb the signal and reduce its strength. This can lead to packet
loss and retransmissions, causing higher delays [99, 92, 97, 98, 94].

• Hidden Terminal Problem: This problem occurs when two devices can communicate
with an AP but cannot directly communicate with each other due to being out of range
or obstructed by physical barriers. This can lead to simultaneous transmissions to the AP,
causing collisions (when two devices transmit data at the same time and the data gets
corrupted) which lead to retransmissions and/or packet loss [97, 94].

• Contention: Whenmultiple devices compete for access to the samewireless channel, con-
tention arises, leading to collisions, increased latency, and reduced throughput [99, 95, 94].

1.5.2 Root cause diagnosis techniques

Traditionally, RCD relies on expert domain expertise to identify potential causes. While these
techniques are effective for diagnosing well-understood and recurring issues, they face signif-
icant challenges in dynamic and modern cellular and Wi-Fi networks. The primary limitation
lies in their scalability: expert-based rules must be updated manually to account for new faults,
which is impractical given the large volume and complexity of KPIs generated by these net-
works. This limitation has driven the adoption of automated, data-driven approaches that can
adapt to evolving network environments. Data-driven techniques, particularly those leverag-
ing machine learning, have become the dominant approach for root-cause diagnosis in cellular
networks. These methods analyze vast amounts of telemetry data to identify patterns and cor-
relations indicative of network faults.

RCD techniques on cellular networks

Diagnosis techniques for cellular networks are diverse and span a range of methodologies, tar-
geting different parts of the network, such as the Radio Access Network (RAN) or the core
network. These techniques can broadly be categorized into expert-based approaches and data-
driven methods.
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Expert-based techniques rely on predefined rules and domain knowledge to analyze KPIs
or network topology for identifying impairments. For example, Watanabe et al. [100] and Kane
et al. [101] used such methods to identify fault scenarios based on rule-based systems.

Data-driven techniques are mainly based on ML techniques. For instance, Dimopoulos et
al. [102] conducted root-cause analysis for video streaming QoE using supervised ML models
trained on features collected across multiple network layers. Chen et al. [103] combined neural
networks and SVM to detect fault causes on a 4G network based on network KPIs. Liu et al.
[104] proposed a framework for QoE anomaly detection and root-cause analysis for LTE net-
works. Their method utilized QoE-driven Key Quality Indicators (KQIs) extracted from RAN
KPIs to diagnose faults affecting applications such as video streaming and instant messaging.
Shi et al. [105] developed NeTExp, a dual-classifier system based on deep learning, which
used GraphNeural Network (GNN) to analyze network-side KPIs and CNNs for UE-side KPIs.
Fida et al. [106] proposed a two-stage method for bottleneck identification in cloudified mo-
bile networks. Their approach combined VAE for anomaly detection with MLPs for classifying
faults based on KPIs collected from UE, RAN, and network nodes. Hasan et al. [107] proposed
Simba, a model combining GNN and transformers to capture spatiotemporal dependencies in
time-series KPI data to diagnose faults in 5G RAN environments.

RCD techniques on WiFi networks

There are in the literature numerous works on troubleshooting on WiFi networks. Primary
works leveraged user-level network probes for WiFi impairments detection. Kim et al. [95]
proposed WiSlow to detect channel contention and non-WiFi interference. Kanuparthy et al.
[97] employed active probing techniques to identify impairments like congestion, hidden ter-
minals, and low signal through access delay and packet loss analysis.

Statistical and clustering methods were also employed. Da Hora et al. [108] utilized K-
means clustering to identify poor QoE for web browsing, video streaming, and WebRTC ap-
plications. Rayanchu et al. [99] adopted a statistical-based method to differentiate packet loss
causes, such as collisions or weak signals.

Recent works leveraged ML for causes classification using KPIs. Salinas et al. [98] identi-
fied common WiFi impairments, such as interference and congestion, and proposed a super-
vised ML tool to diagnose these issues in home networks. Similarly, Salik et al. [96] developed
MLmodels to detect non-WiFi interference in the 2.4GHz and 5GHz bands, which significantly
impact WiFi performance. Syrigos et al. [94] proposed ML-based tools to detect common im-
pairments, including hidden terminals and low signal strength.

1.5.3 Discussion

The RCD techniques reviewed in this paper, summarized in Table 1.5, represent significant ad-
vancements in network troubleshooting. However, they also present several limitations that can
affect their scalability and performance in diverse network environments. Expert-based tech-
niques, which rely on predefined rules and domain knowledge, struggle to adapt to evolving
network conditions or new fault types. Thesemethods often require frequentmanual updates to
remain effective. Additionally, techniques that depend on user-level probes or active measure-
ments may introduce latency, reducing their ability to accurately detect network impairments.

Data-driven techniques address some of the shortcomings of expert-basedmethods, yet they
introduce their own challenges. Most RCD approaches are supervised and rely on large, labeled
datasets, which are not always readily available or sufficiently diverse to capture the full spec-
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Table 1.5: RCD Techniques for Cellular and WiFi Networks
Network Paper Year Summary

C
el
lu
la
rn

et
w
or
ks

Watanabe et al. [100] 2008 Statistical rule-based system used for fault identification in cellular net-
works.

Kane et al. [101] 2015 Expert-based technique to identify network faults using system rules.
Dimopoulos et al. [102] 2015 SupervisedML for video streamingQoE root-cause analysis usingmulti-

layer network features.
Chen et al. [103] 2019 Neural networks and SVM used for fault detection in 4G networks based

on KPIs.
Liu et al. [104] 2019 QoE-driven KQI framework for fault diagnosis in LTE networks, target-

ing video and messaging apps.
Shi et al. [105] 2022 NeTExp, a dual-classifier (GNN and CNN) system for analyzing net-

work and UE-side KPIs.
Fida et al. [106] 2023 Two-stagemethodwith VAE andMLPs for bottleneck detection in cloud-

ified mobile networks.
Hasan et al. [107] 2024 Simba, aGNNand transformer-basedmodel for spatiotemporal KPI data

analysis in 5G RAN.

W
i-F

in
et
w
or
ks

Rayanchu et al. [99] 2008 Statistical method to differentiate packet loss causes like collisions and
weak signals in WiFi networks.

Kanuparthy et al. [97] 2012 Active probing techniques to diagnose WiFi impairments.
Kim et al. [95] 2014 WiSlow, an expert-based tool to detect channel contention and non-WiFi

interference in WiFi networks.
Da Hora et al. [108] 2018 K-means clustering to detect poor QoE for web browsing, streaming, and

WebRTC apps.
Salinas et al. [98] 2018 Supervised ML tool to diagnose WiFi impairments like interference and

congestion in home networks.
Syrigos et al. [94] 2019 ML-based tools for detecting commonWiFi impairments such as hidden

terminals and low signal strength.
Salik et al. [96] 2023 ML model to detect non-WiFi interference in 2.4GHz and 5GHz bands

affecting WiFi performance.

trum of potential network faults. This limits their generalizability. Moreover, many of these
techniques demand substantial computational resources for both training and inference, which
can hinder their application in real-time and large-scale network environments.

In this thesis, Chapter 5 proposes a two-stage approach tailored for RCD of Cloud VR appli-
cations. By leveraging contrastive anomaly detection techniques, our approach achieves strong
diagnostic results, even with minimal labeled data, while maintaining reasonable training and
inference times.

Takeaways

• LL applications like cloud gaming, CloudVR, video conferencing, and remotemed-
ical surgery share a need for minimal end-to-end delay, but their bandwidth and
latency requirements differ. CG and Cloud VR, the focus of this thesis, demand
high network reliability to deliver interactive and immersive experiences. These
applications involve complex architectures and protocols, with network factors like
delay, jitter, bitrate, and packet loss significantly impacting user experience as high-
lighted by many studies in the literature.

• Cellular networks have evolved from 1G to 5G, with 5G offering ultra-low latency,
enhanced bandwidth, and novel concepts like network slicing and edge comput-
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ing. Similarly, Wi-Fi standards have progressed from IEEE 802.11 to Wi-Fi 7, deliv-
ering higher throughput and reduced latency. Despite these advancements, both
network types face multiple challenges resulting in bandwidth unavailability and
latency instability, which impact performance of LL applications.

• ML and DL have become essential for addressing complex problems across various
domains. DL leverages neural networks, which excel in capturing intricate patterns,
to design inference functions that solve tasks through various learning paradigms,
including supervised, unsupervised, and self-supervised learning. Building a DL
solution involves several key steps such as data preparation, model design, train-
ing, evaluation, and deployment, ensuring the performance and generalizability
required for deployment in real-world scenarios

• AD techniques in time series involves identifying deviations from normal patterns,
often crucial in monitoring systems like networking. Multivariate time series data
pose unique challenges, addressed by unsupervised methods leveraging statisti-
cal models, clustering, reconstruction-based approaches, or forecasting. Recent ad-
vancements in self-supervised learning, particularly contrastive learning, have fur-
ther improved detection capabilities. Evaluating AD techniques relies on metrics
like F1-score, MCC or AU-PR to better assess the AD accuracy.

• RCD aims to pinpoint specific factors causing performance degradation in net-
works, such as congestion, interference, signal attenuation... Traditional expert-
based methods are increasingly complemented by automated, ML-driven ap-
proaches. Time varying networkRCDoften employs clustering, statisticalmethods,
supervised ML and deep neural networks to analyze vast telemetry data and clas-
sify impairments. These techniques enhance network performance by addressing
underlying issues efficiently.

Link to the thesis objectives

This thesis focuses on anomaly detection and root-cause diagnosis for the performance
of low-latency (LL) applications, with a specific emphasis on CG and Cloud VR. These
applications were chosen due to their growing business relevance for Orange and their
sensitivity to network performance issues. In Chapter 2, we conduct data collection us-
ing commercial CG platforms and experimental Cloud VR systems under time-varying
network conditions (4G andWi-Fi networks). These conditions are designed to replicate
real-world scenarios prone to the network factors which can cause performance anoma-
lies in LL applications. The resulting datasets provide the foundation for evaluating
anomaly detection techniques in Chapters 3 and 4. Furthermore, they are used to evalu-
ate our proposed solution for root-cause diagnosis of LL application performance issues,
detailed in Chapter 5.
We follow the same DL implementation procedure when designing ML solutions,
whether for anomaly detection (Chapters 3, 4) or root-cause diagnosis (Chapter 5).
In this thesis, we adopt the unsupervised learning paradigm for AD to address the limi-
tations of supervised learning, which requires labeling all collected data—a process that
would be impractical. This approach enables us to evaluate and compare existing UL-
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basedAD solutions for detectingQoE degradation in Chapter 3. Furthermore, in Chapter
4, we propose a UL-based solution, specifically leveraging contrastive learning for time-
series AD,which outperforms existingmethods on our CGdatasets and other benchmark
datasets. Building on this approach, we also propose in Chapter 5, a technique for RCD
in Cloud VR applications operating on Wi-Fi networks.
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Chapter 2

MEASUREMENTS STUDIES AND DATA
COLLECTION

Summary: This chapter presents the methodologies and experiments used to collect datasets for
training machine learning models for anomaly detection and root cause diagnosis in low-latency
applications. We conduct three data collection experiments, each performed in a lab environment,
with careful attention to ensuring they were both reproducible and as realistic as possible. The
experiments focus on 4G networks, cloud gaming applications under emulated 4G conditions,
and Cloud VR applications inWi-Fi scenarios. These datasets form the foundation for the machine
learning models developed and evaluated in subsequent chapters.

Contents
2.1 Measurements and data collection of 4Gnetwork conditions onOrange com-
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Contributions

The main contributions of this chapter can be summarized as follows:

• We collect 4G network conditions using the Saturator tool, generating transmission
opportunity (txops) files that emulate realistic, time-varying network behaviors.

• We collect cloud gaming datasets under emulated 4G conditions by leveraging the
collected txops files, Mahimahi-LinkShell, and DECAF tools to capture detailed
Quality of Experience (QoE) and Quality of Service (QoS) metrics.

• We extend the data collection to Cloud VR applications operating under Wi-Fi net-
work conditions. Experiments are conducted to collect Cloud VR datasets under
both normal and impaired Wi-Fi conditions, simulating scenarios such as interfer-
ence and signal attenuation.
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Figure 2.1: LinkShell component.

2.1 Measurements and data collection of 4G network conditions on
Orange commercial network

2.1.1 Motivation

Controlled experiments under realistic network conditions is crucial in networking. In this the-
sis where performance of low-latency applications under time-varying capacity networks like
cellular networks, it was important to be able to perform reproducible and realistic experiments
on LL applications under cellular networks. To this end, MIT researchers developed a network
emulation tool called Mahimahi This tool offers the ability to reproduce the behavior of time-
varying capacity networks using recorded transmission opportunities (txops). However, the
txops used by Mahimahi are old and not representative of current cellular network capacities.
Theywere collected onVerizon and TMobile LTE network in 2016with a downlink throughbout
about 5-10 Mbps while the rapport of ARCEP [109] of 2021 report that in France, the downlink
throughput on averagewhatever the location or the network operator usedwere about 71Mbps.
Based on this observation, it was important to collect more recent txops file to perform better
evaluations.

2.1.2 Measurement methodology

Mahimahi-LinkShell

Mahimahi [110] is a framework designed to capture and replay traffic from HTTP-based ap-
plications under emulated network conditions. It operates by creating a set of Linux shells,
each contained within its own network namespace, meaning that each shell has an isolated net-
work stack with its own routes, firewall, and network devices. Mahimahi includes 04 tools such
as LinkShell, RecordShell, DelayShell, and LossShell. Compared to earlier traffic capture and
replay tools, Mahimahi offers several advantages: it enables multi-server emulation for web ap-
plications and provides network namespace isolation in each shell. This isolation eliminates
variability caused by interference from cross-traffic, thus ensuring reproducible experiments.
Additionally, Mahimahi’s composability and extensibility make it a versatile tool for network
research.

In this thesis, the Mahimahi component of particular interest is LinkShell. LinkShell, de-
picted in Fig. 2.1, allows for the emulation of network links, either with a fixed rate or with
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Figure 2.2: An example of a txop file.

time-varying conditions, such as those found in cellular networks. To achieve this, LinkShell
relies on two transmission opportunity (txops) files: one for uplink and one for downlink net-
work conditions. Each line in a txops file represents a transmission opportunity, defined by a
time (in milliseconds) when a Maximum Transmission Unit (MTU)-sized packet (1500 bytes)
can be transferred through the emulated link. Since actual packet sizes can often be smaller than
1500 bytes, a transmission opportunity may allow for the transfer of multiple packets whose
combined size equals 1500 bytes. LinkShell queues incoming packets (separately for uplink
and downlink) and transmits them during the corresponding transmission opportunity. If no
packet is available during a transmission opportunity, that opportunity is wasted.

An example of a txops file is depicted in Fig. 2.2

Saturator Tool

Since the existing txops files are outdated, it was necessary to collect new ones that more accu-
rately reflect the current capacity of cellular networks. For this purpose, we utilized the Satu-
rator tool 11, which captures network trace samples by saturating the radio link between a User
Equipment (UE) and the base station, enabling precise measurement of transmission opportu-
nities. The operation of the Saturator tool is illustrated in Fig. 2.3. Our setup consisted of two
Xiaomi Mi 10 5G UEs, one Ubuntu 20.04 machine acting as the client, and one Ubuntu 18.04
machine as the server. The client saturated the uplink of the USB-tethered UE, while the server
saturated the downlink. Acknowledgements were exchanged between the client and server
through a non-saturatedWiFi-tethered UE, ensuring accurate communication without interfer-

11https://github.com/keithw/multisend/blob/master/sender/saturatr.cc
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Table 2.1: Characterization of the six txops captured

Network Mean Std % of time % of empty Location Hour
Conditions (Mbps) (Mbps) ≥ 20 (Mbps) period of 33ms (France)

Trace E 230 48.7 99.9 2.6 Orange Lannion 2pm

Trace D 173.3 43.4 99.8 3.8 Orange Lannion 11am

Trace C 141.6 49.5 97.4 0.4 Brélévenez 9am

Trace B 78.8 20.3 99.5 8.0 Brélévenez 1pm

Trace A 45 7.4 99.3 5.8 Plemeur-Bodou 3pm

Highway 43.7 31.5 70.5 17.7 Guingamp - Lannion 10am

ing with the uplink and downlink saturation. During the process, the client sent timestamped
packets to the server, which computed the round-trip time (RTT) upon receiving acknowledge-
ments. The RTT information was then used to adapt the client’s congestion window, ensuring
continuous saturation of the radio link. A similar process occurred on the server side to keep
the radio link between the base station and UE fully saturated.

Once the capture was completed, the raw data collected by the client and server was aggre-
gated and processed to generate two txops files (one for uplink and one for downlink). These
files are used by Mahimahi’s LinkShell to emulate time-varying cellular networks, replicating
the behavior observed during the experiment.

Figure 2.3: Saturator tool functioning.

Experiments and results

We conducted txops captures using this setup on the Orange 4G network in January 2022. Each
capture lasted for 10 minutes, under varying network conditions, including differences in aver-
age bandwidth, bandwidth variability, and time gaps, to ensure the generated txops files would
be representative of typical network scenarios. Additionally, we captured txops data during a
mobility experiment on a highway between Guingamp and Lannion (France), traveling at 110
km/h. This capture reflected highly variable coverage, with strong signal near urban areas and
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weak coverage in rural zones.
As a result, six txops files (covering both uplink and downlink) were collected, representing

diverse conditions of the Orange 4G network. The experimental conditions and key statistics of
the recorded traces are presented in Tab. 2.1. Further details on the six txops files can be found
in the appendix A.

Takeaways

We collect in this experiment new txops files that will be used in the rest of our work for
data collection on CG platforms but could also serve for other use-cases like performance
evaluation of web applications under cellular network conditions [111] or for congestion
control evaluation.
As such, the datasets are available as OpenData : https://cloud-gaming-traces.lhs.
inria.fr/ANR-19-CE25-0012_Mahimahi_Orange_4G_traces_January_2022.zip

2.2 Data collection of user-KPI time series data for cloud gaming ses-
sions over 4G networks

2.2.1 Motivation

Using the six transmission opportunity (txops) files generated from the previous experiments,
we conducted a series of measurements to collect datasets for cloud gaming (CG) applications
operating under realistic 4G network conditions. These datasets are essential for developing
machine learning (ML) models aimed at detecting QoE degradations. By leveraging both rep-
resentative network conditions and commercial CG platforms, we ensured that the collected
data closely reflected real-world scenarios, making the results applicable to actual deployment
environments.

2.2.2 Methodology

Our methodology for data collection relies on the integration of the Mahimahi-LinkShell tool
(described earlier) and the DECAF tool, enabling comprehensive QoE and QoS measurement
for CG platforms.

DECAF tool

DECAF [16] is a tool designed to measure delay and streaming performance for CG applica-
tions. While DECAF includes capabilities for game delay measurement, we focused exclusively
on its streaming performance features in this work. This decision was made because the game
delay measurement module is not generalizable across the range of video games used in our
experiments.

The streaming measurement module of DECAF is built on an instrumentation of the We-
bRTC API in Chromium, extending its capabilities to collect additional metrics beyond those
natively provided by the API. This enhancement allowed us to extract detailed time-series Key
Performance Indicators (KPIs) relevant for QoE degradation detection,
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Testbed

The testbed used for data collection is illustrated in Figure 2.4. It consists of two main compo-
nents:

• Windows 10 laptop client: This device, equipped with the Chromium browser, is used for
running and playing the games from CG platforms.

• Ubuntu 20.04 laptop as a network emulator: This machine runs the Mahimahi platform,
serving as a controlled environment for emulating realistic 4G network conditions based
on the txops files generated earlier. The network emulator connects to CGplatform servers
via a Fiber-To-The-Home (FTTH) Internet connection, ensuring that the bottleneck re-
mains at the emulator rather than the Wide Access Network (WAN) interface.

During gameplay sessions, incoming uplink and downlink packets are queued within the
network emulator and released by Mahimahi’s LinkShell in accordance with the txops files.
This configuration faithfully reproduces the time-varying behavior of 4G network conditions
captured during the earlier measurements.

Figure 2.4: Cloud Gaming measurements testbed.

We performedmeasurements on threemajor CG platforms compatible with Chromium and
available in Europe during the experiment period: Google Stadia (STD), Nvidia GeForce Now
(GFN), and Microsoft XCloud (XC). To maintain consistency across experiments, we selected
racing games that were available on each platform:

• Dirt 5 for STD

• TrackMania for GFN

• F1 2021 for XC

Each game session lasted at least 5 minutes andwas conducted under each of the six distinct
4G network conditions represented by the txops files. This ensured a diverse dataset covering
various scenarios, including static and mobility-based network conditions.

During the gameplay sessions, we collected time-series features representing both QoS and
QoEmetrics. These included data such as bandwidth, frame rate, latency, packet loss, and other
performance indicators.

Takeaways

The collected datasets are used in subsequent chapters of this thesis (Chapters 3 and 4)
for ML techniques for anomaly detection in multivariate time series for QoE degradation
detection in CG applications.

44



2.3. Data collection of CloudVR data over Wi-Fi networks

The datasets are available as OpenData : https://cloud-gaming-traces.lhs.loria.
fr/ANR-19-CE25-0012_std_gfn_xc_cg_webrtc_metrics.7z

2.3 Data collection of CloudVR data over Wi-Fi networks

2.3.1 Motivation

Previous experiments on CG applications conducted over cellular networks provided founda-
tional datasets for detecting anomalies related to QoE degradation in CG sessions. However,
these datasets were not suitable for performing root cause analysis, as the underlying causes
of the anomalies could not be identified. This limitation stemmed from the complex and in-
trinsic phenomena occurring in real cellular networks, which make it challenging to isolate
and attribute specific causes to each observed anomaly. Additionally, while cloud gaming is
a significant low-latency application for network operators such as Orange, it primarily serves
individual clients. In contrast, industry clients, who represent a major segment of the market,
are more likely to leverage Cloud VR for their business needs.

Given this context, we chose to focus our data collection efforts on Cloud VR applications
overWi-Fi networks. This approach allows us to generate datasets that are specifically designed
to facilitate root cause analysis for Cloud VR performance issues. Wi-Fi networks offer the ad-
vantage of replicating real-world scenarios in controlled laboratory environments. Using Fara-
day cages, we can emulate various network impairments, enabling us to systematically label the
collected datasets for ML training and analysis.

2.3.2 Methodology

In this section, we outline the testbed developed for CloudVR experiments, which leverages the
NVIDIA CloudXR architecture to deliver immersive virtual reality experiences over wireless
networks. We begin by providing an overview of the CloudVR application framework, followed
by a detailed description of the testbed infrastructure and automation components.

Testbed Infrastructure

The testbed is built upon the NVIDIA CloudXR SDK, an XR streaming platform that utilizes
edge computing and cloud-based GPU acceleration to deliver high-fidelity VR experiences.
The CloudXR platform streams OpenVR-based applications from a remote server to XR client
devices with limited graphical capabilities, such as the untethered Head-Mounted Displays
(HMDs) Meta Quest 2 and Meta Quest 3. These devices connect to the server through vari-
ous network interfaces, including Ethernet, Wi-Fi, or cellular connections.

The CloudXR architecture consists of the following key components:;

• CloudXR Driver: This server-side driver streams audio and video content from XR appli-
cations (e.g., SteamVR) to the client device using network protocols like UDP.

• CloudXR Client: The client-side software enables the HMD to receive and render the
streamed VR content while maintaining low latency and high-quality visuals.

TheCloudVR testbed infrastructure, illustrated in Fig. 2.5, is designed to facilitate controlled
experiments under realistic network conditions. It consists of i) a server, a high-performance
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Figure 2.5: Cloud XR Architecture

machine equippedwith an Intel(R)Xeon(R)W2235CPU@3.8GHzwith 32GBofRAM,NVIDIA
GeForce RTX 3090 Ti with 24GB, running the CloudXR server software to render and stream
VR content; ii) a thin client, the Meta Quest 2 HMD, which acts as the client device, connected
wirelessly to the network and iii) a Wi-Fi AP, a Orange commercial Livebox router that serves
as the wireless bridge between the server and the HMD.

Wi-Fi Testbed for Controlled Experiments

Wi-Fi networks are critical for ensuring seamless connectivity for CloudVR applications, but
they are inherently susceptible to performance degradation due to obstacles, interference, and
competing traffic. To study these challenges systematically, we designed a controlled Wi-Fi
testbed, as illustrated in Fig. 2.6. This setup allows for the reproduction of real-world scenar-
ios and controlled network impairments in laboratory conditions, enabling detailed analysis of
their impact on CloudVR services.

The testbed consists of two primary layers:

• Infrastructure layer: This layer includes up to four Faraday cages used to isolate equip-
ment from external electromagnetic interference. The cages are allocated as follows: one
for the VR headset, two for the APs, and one for a station used in interference scenarios.
The layer also includes two access points (AP1 and AP2): AP1 is utilized for normal and
coverage experiments, while AP2 introduces interference in specific scenarios. The Fara-
day cages are interconnected using coaxial cables to transmit Wi-Fi signals, and Radio
Frequency (RF) attenuators 12 are employed to simulate variations in signal strength dur-
ing experiments. Two servers are part of this setup: the first server (see Fig. 2.5) runs the
CloudVR software and is connected to AP1 via Ethernet, while the second server acts as
a traffic generator connected to AP2, simulating competing downlink traffic using UDP.

• Control and Automation layer: This layer includes a VR PC controller connected to the
VR headset via USB, responsible for managing headset settings and collecting perfor-
mance metrics, such as KPIs from OVR Metrics tools13 or quality-of-service (QoS) statis-
tics from CloudXR. The controller also automates game sessions using the Meta Quest

12https://adauratech.com/attenuators/
13https://developers.meta.com/horizon/downloads/package/ovr-metrics-tool/
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Figure 2.6: Wi-Fi testbed architecture

Autodriver14. Additionally, this layer features an attenuator controller that configures
andmanages RF attenuators viaAPIs, enabling automated signal attenuation adjustments
through FastAPI 15. Furthermore, the Livebox controller manages the Livebox via Telnet
to collect Wi-Fi KPIs every 3 seconds. A local ELK Stack 16 database aggregates data from
all controllers for post-experiment analysis.

Scenarios considered

We collect Cloud VR data across several controlled scenarios using the Beat Saber game as a
benchmark. These scenarios were executed on both the 2.4 GHz and 5 GHz frequency bands,

14https://developers.meta.com/horizon/documentation/unity/ts-autodriver
15https://fastapi.tiangolo.com/
16https://www.elastic.co/fr/elastic-stack
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as detailed below:

• Normal scenarios : CloudVR sessions were conducted under ideal conditions, without
any Wi-Fi impairments. The VR headset was positioned in an optimal coverage area and
connected to the primary access point (AP1) for each frequency band. A total of 5 sessions,
each lasting 300 seconds, were performed for both the 2.4 GHz and 5 GHz bands.

• Coverage scenarios : To evaluate the impact of signal strength variations, an RF attenuator
was used to simulate different received signal strength indicator (RSSI) values during VR
sessions agter launching the game. RSSI levels of {-55 dB, -60 dB, and -65 dB} in 2.4 GHz
and RSSI levels of {-80 dB, -85 dB, and -90 dB} in 5GHz. Each configuration was tested in
three sessions, with each session lasting 100 seconds.

• Interference scenarios : Interference was introduced by a neighboring station connected
to a secondary access point (AP2) operating on the same frequency and bandwidth as
AP1. The interference was simulated by occupying a portion of the transmission oppor-
tunities (txops) available on AP1 after starting the game. Interference levels leaving {10%
and 15%} of txops in 2.4 GHz band and interference levels leaving {9%, 10%, and 11%} of
txops in 5GHz for AP1. Each configuration was tested in three sessions, with each session
lasting 100 seconds.

The testbed configuration ensures a highly controlled environment for Cloud VR experi-
ments. By utilizing Faraday cages, we eliminate uncontrolled radio interference, and by de-
ploying local servers, we remove fluctuations from external network segments. Automation
allows for the seamless execution of test scenarios and comprehensive data collection of Cloud
VR applications.

Data collected

During the Cloud VR experiments, three distinct types of data were collected to comprehen-
sively capture application performance and network behavior:

• Application-Level Metrics: Metrics were obtained directly from the Oculus OVRMetrics
Tool, which provides detailed insights into the performance of the VR application on the
headset. These include frame rates, resolution, CPU and GPU levels and usage, and other
statistics related to VR streaming. These metrics help evaluate the QoE from the perspec-
tive of the end user. Additionally, QoS metrics were retrieved from the NVIDIA CloudXR
stack, which facilitates the streaming of high-quality VR content from the server to the
headset. These metrics include network round trip delay, client queuing time, packet loss,
and jitter.

• Livebox-Level Metrics: The collected Wi-Fi KPIs include metrics from the Wi-Fi physical
layer, such as Received Signal Strength Indicator (RSSI), background noise levels, free
airtime, Modulation and Coding Scheme (MCS) index, channel bandwidth, and physical
layer bitrates, as well asmetrics from the network layer, such as data bitrates, dropped and
retried packets, and packet counters for the Basic Service Set (BSS). These metrics were
directly collected from the proprietary Livebox router to monitor and evaluate the Wi-Fi
conditions experienced during the Cloud VR sessions.

• Raw Traffic Captures: Packet Capture (PCAP) data was collected using a probe placed
in the Faraday cage near the VR headset. These raw traffic captures provide a detailed
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view of packet-level interactions between the VR client and the server, including times-
tamps, protocol usage, packet sizes, and packet inter-arrival times, which may be useful
for detecting potential anomalies at the transport and application layers.

Takeaways

For the experiments presented in this work, the RCD focused solely on the Livebox-level
metrics because they are easily accessible by network operators, who own and manage
the Livebox. These metrics were used to detect and classify anomalies affecting theWi-Fi
performance during Cloud VR sessions. The application-level and raw traffic metrics,
while not utilized in the current analysis, present opportunities for future work. They
could enhance diagnostic performance by providing richer context and additional data
points for identifying the underlying causes of performance degradation.
The datasets are available asOpenData: https://cloud-gaming-traces.lhs.loria.fr/
ANR-19-CE25-0012_cloud_vr_wifi_metrics.zip
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Chapter 3

EVALUATION OF UNSUPERVISED ML
MODELS FOR QOE DEGRADATION
DETECTION IN CG APPLICATIONS

Summary: This chapter evaluates eight unsupervised ML models for AD using the real-world
cloud gamingKPI datasets collected onChapter 2, focusing on robustness, efficiency, and computa-
tional complexity. Beyond traditional F1-score metrics, the study employs Matthews Correlation
Coefficient (MCC) for a nuanced comparison. It introduces a novel Window Anomaly Decision
(WAD) approach to address shortcomings in existing window-based techniques and provides rec-
ommendations tailored to application requirements.
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Chapter 3. Evaluation of unsupervised ML models for QoE degradation detection in CG applications

3.1 Introduction

Recent years have witnessed the deployment of high performance networks, e.g., FTTH and
5Gmobile networks, to support the stringent and requirements in terms of latency, bandwidth,
reliability, and jitter of emerging applications. For instance, remote surgery requires reliability
and low-latency for video streaming and control feedback; AR/VR applications and the Meta-
verse require high-bandwidth and low-latency to allow human interaction with the environ-
ment. Cloud Gaming (CG) applications also face challenges in terms of delay and bandwidth
consumptionwhich are hardlymet by current cellular network architectures, exposingCGusers
to network impairments that deteriorate their QoE. ISPs need efficient monitoring techniques
to detect QoE deterioration that their customers may experience.

A primary approach widely adopted in networking to detect users’ QoE degradation is to
rely on ADmethods which are either applied manually or rely on rule-based techniques [112].
However, the increasing complexity of network infrastructures tend to make these techniques
impractical and inefficient. The recent advances inMachine Learning (ML) have been leveraged
in various domains, including networking where large amounts of data are available and could
be used to build classification and prediction models. The popularity of ML is mainly due to
the success of supervised learning which requires a plethora of labeled data during the training
phase. However, data labeling has to be done by domain experts and has proven to be a long
and tedious process. To circumvent the need for labeled data, unsupervised learning techniques
are increasingly adopted, in particular for anomaly detection.

Many anomaly detection models based on ML techniques have been proposed in the lit-
erature, including distance-based algorithms [60, 113], predictive algorithms, reconstruction-
based algorithms [62, 64], one-class algorithms [61, 76], generative algorithms [114], etc. The
performance of these models is usually evaluated using the F1-score as the key performance
metric. The majority of these studies also used a point-wise approach to compute the F1-score,
i.e., they consider only anomalous observations. The issue with the point-wise (PW) approach
is that it disregards the fact that degradations can occur in the form of consecutive anomalous
observations. To address this limitation, new approaches [65, 115, 73] are proposed to better
evaluate the performance of the AD models. These approaches consider degradations as win-
dows of anomalies, aggregate the predictions following different criteria and compute the F1-
score accordingly. Another issue presented by many of existing ML models is the difficulty in
comparing them for a given application since eachmodel is evaluated using a different method-
ology, benchmark datasets and evaluation metrics. Each method reports higher F1-score than
its competitors making it tricky for domain experts to choose the most appropriate approach
that fits their needs.

In this chapter, we present a comprehensive comparison and analysis on the performance of
unsupervisedMLmodels through experimentswhile relying on a consistent evaluationmethod-
ology. In particular, we focus on the detection of QoE degradation in low-latency applications
using a real-world multivariate time-series dataset of Key Performance Indicators in CG ses-
sions collected under different 4G network conditions. The game sessions are recorded using
the public Google Stadia CG platform. We objectively evaluate the ability of each model to
detect anomalies that can lead to QoE degradation for CG users. The experiments conducted
under 4G conditions and the conclusions drawn from them remain applicable to 5G networks,
as the QoE degradation we aim to detect are related to features collected at the CG application-
level. In addition, we provide insights and offer recommendations to network operators on the
most appropriate AD model that meets their application requirements for anomaly detection,
including real-time or offline inference, detection accuracy, robustness to data contamination
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rate due to different environments, etc.

Contributions

The main contributions of this chapter can be summarized as follows:

• We demonstrate, based on synthetic models, the limitations of existing window
approaches for evaluating the performance of AD models and then propose our
Window Anomaly Detection (WAD) approach.

• We perform an exhaustive evaluation ofMLmodels to assess (i) their robustness by
injecting anomalies in their training sets (i.e., data contamination), and (ii) their ca-
pability to detect short and longer users’ QoE degradation by varying the windows
size.

• Based on our experiments, we offer recommendations to network operators and
network management experts on the best models for different application require-
ments.

3.2 Background and Related work

In this section, we first discuss CG applications and the impact of latency on their performance.
Then, we review existing unsupervised learning models and window-based approaches used
for anomaly detection using time series data.

3.2.1 Cloud Gaming applications

Cloud games are processed and executed on cloud servers and the rendered scenes are streamed
over the Internet to client devices removing the need for having powerful gaming computers
or consoles [116]. Several works [6, 16, 17] focused on studying the behavior of CG platforms
and analysed their respective network protocols. For instance, Google Stadia uses WebRTC for
its service and relies on RTP to stream its audio and video contents. Marchal et al. [6] showed
that link capacity and latency are driving Stadia platform to adapt its bitrate and resolution.

On the other hand, several works [21, 117, 118, 119] addressed the impact of network latency
on the performance of gamers in cloud and non-cloud games. They showed that the perfor-
mance of gamers drops with the increase of latency. Raaen et al. [117] and Vlahovic et al. [119]
also include in their subjective studies that most of the gamers could not tolerate a delay above
100ms and the most demanding gamers are able to perceive delays below 40ms. These network
perturbations can lead to QoE degradation, which this work aims to detect using unsupervised
ML algorithms.

3.2.2 Unsupervised Learning models for anomaly detection

Anomaly detection is a popular and a well-covered research topic with numerous surveys [49,
120, 121, 122] proposing different taxonomies and categories of techniques, including existing
machine learning models for anomaly detection. Some studies [123, 48, 124, 125] have specifi-
cally focused on the use of deep-learning for anomaly detection due to its efficiency in handling
multivariate and high-dimensional data. Schmidl et al. [120] categorized anomaly detection
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models for time-series data depending on the way they determine anomalies. Reconstruction-
based algorithms detect anomalies by learning a model from normal training data. They encode
the training features into a low-dimensional (i.e., latent) space and reconstruct the input fea-
tures from the latent features. An anomaly score is computed by comparing the reconstructed
data to the input data in order to detect anomalies. Since the model is built on normal data
only, anomalous time-series cannot be well-reconstructed and will have a high anomaly score
(i.e., above a pre-determined threshold). This class of algorithms, include Principal Compo-
nent Analysis (PCA) and neural network algorithms such as AutoEncoder, LSTM-VAE [66],
DAGMM [62], OmniAnomaly [67], Donut [65], and USAD [64].

One-class classification models detect anomalies by learning a hypersphere that encloses
the representation of normal data. Any points that remain outside the learned hypersphere are
classified as anomalies. The most popular algorithm from this category is the OC-SVM [61]
and its neural network variant Deep-SVDD [76].

Furthermore, it is worth mentioning that there are other families of unsupervised learning
models for time-series data, including Isolation methods that build an ensemble of isolation
trees to isolate anomalies. Isolationmethods such as Isolation Forest [60] assume that anomalies
are easy to isolate since they are fewer in the data and are starkly different fromnormal instances.
Distance-basedmethods (e.g., KNN [113], LOF[55]) detect anomalous instances based on their
larger distances from normal instances. Predictive methods (e.g.,ARIMA) predict time-series
sequences and compare them to original time-series to differentiate the anomalies. Generative
methods (e.g., GAN [114]) train a model to generate new (i.e., normal or anomalous) data
based on real data distribution and a discriminator that learns how to discriminate real data
from generated data.

The aforementioned anomaly detectionmodelswere evaluated in different studies [126, 127,
122] either with broad or domain-specific benchmark datasets. Our work provides a compre-
hensive and consistent experimental evaluation of anomaly detection models for QoE degrada-
tion detection, while taking into account the impact of data contamination and window size.

3.2.3 Window-based approaches for anomaly detection

Chandola et al. [49] categorize anomalies into three classes: point anomalies which are individ-
ual observations that deviate from normal ranges; collective anomalies that represent a group of
anomalous observations and contextual anomalies that represent a group of observations that
can be considered as anomalous in a specific context. Point anomalies are the most widely ad-
dressed anomalies in the literature.

In most time-series, anomalies occur as contiguous anomalous observations (i.e., collective
anomalies) rather than individual point anomalies. Assessing the performance of AD models for
time-series data using PW approaches is ineffective as it disregards the contiguous nature of
anomalies. To overcome this limitation, point-adjust (PA) approach is proposed by Xu et al.
[65] and is often employed [67, 64] to deal with windows of anomalies. PA approach considers
that all the anomalies of a window are correctly detected by a AD model if any of the anoma-
lous observations in the window is correctly detected. However, it was shown in [128, 79, 129]
that PA approach presents limitations as well and may overestimate the performance of an AD
model. The authors showed that a well-trained and efficient algorithm provides the same F1-
score as a random model with PA approach. Hence, with the PA, it is difficult to conclude that
a model outperforms others.

To address the limitations of PA approach, revised point-adjust (RPA) [73] and PA%K [128]
were proposed. Unlike PA, RPA is less tolerant to high false-positive rates by severely penaliz-
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ing them. Other approaches such as Numenta Anomaly Benchmark (NAB) [115] and range-
based Precision/Recall [130] have also been proposed, but they are are too complex to bewidely
adopted. In this chapter, we propose the WAD approach, which addresses the aforementioned
limitations and aims at fairly assessing the performance of anomaly detection models.

3.3 Methodology

In this section, wedescribe our generalmethodology for evaluatingMLmodels to detect anoma-
lies in cloud gaming sessions. We first formulate the anomaly detection task for anomalouswin-
dows in CG sessions and introduce the collected datasets. Our new approach, called Window
AnomalyDecision (WAD), proposed to address the limitations of existingwindow approaches,
is then presented. This is followed by an introduction on the unsupervised ML models used in
our comparative evaluation.

3.3.1 Problem statement

Our goal is to detect the end-users’ QoE degradation in CG sessions. For this, we decided to
base our detection analysis using windows of observations, instead of individual points of ob-
servation. Indeed, QoE degradation lasting 5ms is not perceptible by human beings for whom
the perception of latency is around 150ms [131]. Therefore, we evaluate the ML models with
3 window sizes p ∈ {10, 20, 30} to perform a detection within 50, 100, 150 ms respectively, and
have a representative time of perception (i.e., very reactive people to less reactive ones, viamean
value).

As such, we can formalize our problem as follows: we denote the time-series of our datasets
as x = {x1, x2, ..., xT }, where T is the length of x and xt ∈ Rm denotes a m-dimensional vector
corresponding to the values of our m features at time t. For the representation of observations
inwindows, we split x into sequences of windowsW = {w1, w2, ..., wT−p+1}with stride 1 (5ms)
where wt = {xt, xt+1, ..., xt+p−1}, p being the window size.

Given an unsupervised anomaly detection model M, a set of parameters W is learnt to
output an anomaly score s(x̃t) for each unseen observation x̃t. From this anomaly score and a
carefully chosen threshold δ, a binary variable ỹt ∈ {0, 1} is assigned for each observation as
follows:

ỹt =

{
1, if s(x̃t) > δ

0, otherwise.
(3.1)

3.3.2 Data collection

We rely on the CG datasets collected in Chapter 2 17 which contain time-series features of QoE
and QoS collected while playing racing games on public cloud gaming platforms:

• Dirt 4 for Google Stadia (STD);

• TrackMania for Nvidia GeForce Now (GFN);

• F1 2021 for Microsoft Xbox Cloud (XC).
17Datasets are available asOpenData : https://cloud-gaming-traces.lhs.loria.fr/ANR-19-CE25-0012_std_

gfn_xc_cg_webrtc_metrics.7z
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Table 3.1: Description of collected features

Features Description

Network RTT Network RTT computed during game session.

Decoding delay Delay to decode each video frame.

Jitter buffer delay
Delay between the time, the first packet of a
video frame enters the jitter buffer and the time
the whole frame exits the jitter buffer.

Video rendering jitter Time between two consecutive video frames.

Uplink Bitrate Number of bits-per-second (bps) sent by the client.

Downlink Bitrate Number of bits-per-second (bps) received by the client.

Frame rate Frames received per-second (FPS).

Height resolution Number of pixels in the frame height.

Width resolution Number of pixels in the frame width.

Freeze
A freeze is count if an inter-frame delay is greater than
a value defined as max(3 ∗ avgInterFrameDelay,
avgInterFrameDelay + 150ms).

Frames dropped Number of video frames dropped before
decoding step.

Frames decoded Number of video frames decoded.

Packets received Number of packets received.

Downlink throughput Max downlink capacity allowed by
the 4G network conditions.

A set of 14 features (cf. Table 3.1) were collected through the ChromiumWebRTC API adapted
by the DECAF tool [16]. The measurements were performed under 6 different 4G network
conditions, with 5 differing in the average downlink throughput and 1 in a mobility scenario on
a highway.

The collected datasets are unlabeled (i.e., with no ground-truths). Consequently, evaluation
of the models performance with well-known ML evaluation metrics, such as Precision, Recall
or F1-score is not possible. We hence create ground-truth (yt)t∈∥1,T∥ (i.e., labels) for evaluation
purposes (and intrinsically to split the data), but the labels are not used by ML algorithms
during training. According to the CGplatform’s recommendations for high quality streaming,18
19 we define the ground-truths based on the following criteria (γ = 1080 for STD and XC and
γ = 768 for GFN):

18https://support.google.com/stadia/answer/9607891?hl=fr/
19https://www.nvidia.com/en-us/geforce/products/geforce-now/system-reqs/

56

https://support.google.com/stadia/answer/9607891?hl=fr/
https://www.nvidia.com/en-us/geforce/products/geforce-now/system-reqs/


3.3. Methodology

Table 3.2: Datasets summary

Datasets Train normal Contamination Test Test anomalies
windows set windows windows ratio (%)

STD 80486 59480 169706 52.57

GFN 27415 22667 61417 55.36

XC 83611 17918 110487 24.32

yt =


1, if


resolution(xt) < γ or
frameRate(xt) < 60 or
freeze(xt) = 1

0, otherwise.

(3.2)

We would like to stress here that the primary objective of this chapter is to compare the
performance of unsupervised ML models in detecting anomalies on a CG case study. The ob-
jective is not to detect degradation using simple rules, but rather to utilize such rules to estab-
lish ground-truths required for computing the ML metrics. Although being simple, there rules
present a significant challenge for our tasks, particularly when they are unknown a-priori as
shown later in the chapter our results in Section 3.4.

Using these ground-truth labels as a reference, we define a ground-truthwindow as anoma-
lous if at least 80% of the labels of the window are anomalous.

3.3.3 Data processing and splitting

The features of the datasets are resampled to have a fixed time-step of 5ms and they are nor-
malized before training. We build the training and testing sets following the splitting strategy
proposed by Zong et al. [62] which ensures consistency over different experiments and allow
to perform a fair evaluation. The entire dataset is split as follows: 50% of the normal samples
are associated to the training set while the remaining 50% are considered as a test set. The test
set also contains 60% of the anomalous samples. The remaining 40% of the anomalous sam-
ples compose a set called the contamination set. The anomalous samples in the latter set, are
actual instances of anomalies that occurred during gameplay, and were subsequently collected
in our datasets. They serve to contaminate the training set with anomalous samples (with a
ratio c ∈ {0%, 4%, 8%, 12%, 20%}) and study the robustness of ML algorithms to data contam-
ination. The rationale behind this splitting strategy is to maintain consistency across various
experiments and ensure fairness in evaluating model performance under conditions of data
contamination. Table 3.2 shows the summary of our datasets after the splitting step with the
number of normal/anomalous windows in the train and test sets.

3.3.4 Existing window evaluation approaches

As mentioned in Section 3.2.3, PW approaches are unsuitable for AD in CG sessions and win-
dow approaches are preferred. PA, PA%K and RPA approaches were proposed in [65] [128]
and [73] respectively.
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(a) Prediction on anomaly windows (b) Prediction on normal windows

Figure 3.1: Illustration of PW, PA, RPA and WAD approaches. 0 is normal and is 1 anomalous.
The anomaly score threshold to decide if an observation is anomalous or not is δ = 0.5. Window
size p = 5, α = 0.8.

PA approach assumes that if any observation in a ground-truth anomaly segment is cor-
rectly detected, all the observations in this segment are considered as anomalous and correctly
detected (i.e., p true positives are recorded). If none of the observations in the ground-truth
anomaly segment is correctly detected, p false negatives are recorded. Observations that are
not in a ground-truth anomaly segment are treated as point-wise.

RPA approach behaves in the same way as PA but for ground-truth anomaly segment: in-
stead of recording p true positives, it records only 1 true positive for the whole window if any
observation in a ground-truth anomaly segment is correctly detected. It records 1 false nega-
tive if none of the observations in the ground-truth anomaly segment is correctly detected. The
observations that are not in a ground-truth anomaly segment are treated as point-wise.

PA%K approach aims to minimize overestimation errors in the PA approach by using a
hyper-parameter K to adjust the anomaly prediction threshold. Specifically, PA%K considers
an anomaly segment to be correctly detected if at leastK% of its observations are accurately de-
tected (i.e. p true positives are recorded if so and p false negatives otherwise.). The observations
outside of a ground-truth anomaly segment are treated as point-wise.

Analysing this behavior (and later demonstrated by our experiments in Section 3.4.1), we
can first observe that the PA approach is more tolerant to high false positive rates in a large
anomaly windows and hence leads to high scores, thereby overestimating the performance of a
model. In contrast, the RPA approach gives lower scores due to its differential and unfair eval-
uation between anomaly windows and normal windows. Classifying a window as anomalous,
based on only one observation correctly detected (as done by PA/RPA approach) can result in
many false alarms, which can have extra unnecessary costs and makes the detection model un-
practical. Moreover, the three aforementioned approaches necessitate having access to accurate
ground-truth segments in order to evaluate the model.

Given the limitations and shortcomings of these approaches when comparing various ML
models, we therefore propose a Window Anomaly Decision (WAD) approach to accurately
evaluate ML models for window-based anomaly detection.

3.3.5 Window Anomaly Decision (WAD) approach

WAD approach is designed to fairly evaluate anomalous and normal windows. Furthermore,
compared to the previous approaches, which require a ground-truth to compute their scores,
the WAD approach only uses the model output to classify a window as anomalous or normal.
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Hence, WAD is not only an evaluation approach, but also a decision approach.
The WAD computes the score for the whole window based on the model output for each

observation. If more than a rate α of observations are classified as anomalous, the window
itself will be classified as anomalous. Otherwise, the WAD approach will classify the window
as normal. Specifically, WAD works as follows: given an anomalous window, a true positive
is recorded if the model correctly detects a rate of α anomalous observations, otherwise a false
negative is recorded. For a normal window, a true negative is recorded if less than a rate of α
anomalous observations is detected, otherwise a false positive is recorded.

The approach is formulated as follows, where w̃t denotes an unseenwindowof observations,
1ỹi=1 is the characteristic function that equals 1 if ỹi = 1 and 0 otherwise, and p is the size of the
window.

WAD(w̃t) =

{
1, if (

∑
i∈{1..p} 1ỹi=1) ≥ int(α.p)

0, otherwise,
(3.3)

with

1ỹi=1 =

{
1, if ỹi = 1

0, otherwise,
(3.4)

In this manner, WAD gives a higher score to a model that can detect at least a rate α of all the
anomalous observations in the window and lower scores to a model that cannot.

We can use the parameter α to adjust the desired accuracy of the model by making WAD
more or less tolerant to fault (i.e., error of the ML model or error with the measured metric).
If the goal is to evaluate only perfect models, we can configure α = 1. A smaller value can be
chosen if a larger tolerance is desired. We leave to the domain experts the possibility to adjust
the WAD α value according to their domain-specific considerations. In our evaluation study,
we consider that a rate α = 0.8 is reasonable since under this rate, a window does not contain
enough anomalous observations to be considered as anomalous with respect to CG end-users’
QoE degradation detection.

In order to prevent the possibility of missing anomalies spread across two consecutive win-
dows, our approach should be used with overlapping consecutive windows as done in this
study wherein a stride of 1 was employed.

Following the previous explanations, Fig 3.1 presents an example of how the PA, PA%K,
RPA andWAD approaches work given anomalous and normal windows. There are four scenar-
ios (two on anomalous windows and two on normal windows), each with the anomaly score
predicted by an unsupervised model for some input windows of p = 5 observations, whose
ground-truths are depicted. Given the anomaly score and a threshold δ = 0.5, each approach
assigns a binary variable either at the observation level (for PW, PA and RPA) or at the window
level (WAD and RPA). WAD approach is used with α = 0.8 and PA%K with K = 80 for fair
comparison.

3.3.6 Performance evaluation metrics

The performance of the unsupervised ML algorithms in our experiments is assessed using the
F1-score (Eq. 1.4) and MCC (Eq. 1.5), as described in Chapter 1. We exclude the AUC score
(Eq. 1.7), which can produce misleading results when dealing with imbalanced datasets [132,
7]. MCC is preferred for a more balanced assessment of the model’s ability to predict both
anomalous and normal instances.
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In AD tasks, the negative class (here the number of correctly detected normal instances) is
often considered less relevant, as the primary goal is to detect anomalies (the positive class).
However, we experimentally demonstrate that disregarding the negative class while relying
solely on the F1-score can result in unreliable conclusions about the model’s performance.

3.3.7 Unsupervised anomaly detection models

We present below the descriptions of eight unsupervised ADmodels that are used in our com-
parative evaluation. Weonly focus on reconstruction-based, one-class classification and isolation-
based algorithms because they are the most widely studied in the literature, while generative
and predictive algorithms suffer from limitations such as higher computational complexity and
expensive training due to instability and reproduction issues [121].

The eight unsupervised models evaluated in this chapter have been selected since they are
used in many evaluations studies or to benchmark new approaches for various anomaly detec-
tion tasks [133, 134, 135].

• PCA: Principal Component Analysis is often used as a baseline for AD tasks. It performs
a lossy reconstruction using the principal components computed with the Singular Value
Decomposition (SVD). We choose a number of principal components that preserve 90%
of the variance in the data in our Scikit-Learn implementation.

• iForest: Isolation Forest uses isolation trees to recursively isolate anomalies. Its perfor-
mance relies on the number of trees t, the sub-sampling size ϕ, and the assumed amount
of contamination in the dataset. We use the default values of these hyper-parameters in
the Scikit-Learn library.

• OC-SVM: One-Class SVM [61] is a popular and efficient shallow ML model. OC-SVM
uses a hyper-parameter, ν, which is an upper bound on the fraction of outliers in the
dataset. We use Scikit-Learn implementation of OC-SVM with rbf function and ν = 0.1,
which is the default parameter used in [61]. Due to the computational complexity of OC-
SVM, we process the training inputs with PCA by retaining 70% explained variance.

• Deep-SVDD: Deep Support Vector Data Description [76] can be seen as a deep learning
implementation of OC-SVM. Deep-SVDD benefits from the efficiency of deep learning on
large, high-dimensional data. We use the soft-boundary objective function which assumes
that the training data may contain a ratio ν of anomalies. We use the PyTorch implemen-
tation of Deep-SVDD on Github.20

• AE: AutoEncoder (AE) is a neural network architecture composed of an encoder, that
encodes input data into a low-dimensional space and a decoder that reconstructs input
data from the low-dimensional features. We choose an AE with feed-forward network
and Tanh activation function for our custom implementation in PyTorch.

• LSTM-VAE: It combines a neural network designed for time-series, the LSTM, to an au-
toencoder with bayesian inference for reconstruction of input data [66]. The reconstruc-
tion error is used as anomaly score and we provide a custom implementation of LSTM-
VAE in PyTorch based on TensorFlow implementation on Github.21

20https://github.com/lukasruff/Deep-SVDD-PyTorch
21https://github.com/paya54/Anomaly_Detect_LSTM_VAE
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• DAGMM: Deep Autoencoder Gaussian Mixture Model combines an autoencoder and a
gaussian mixture model, where the representation given by the autoencoder is feed to
the gaussian model to produce an energy used as anomaly score. We process the train-
ing inputs with PCA by retaining 90% explained variance to decorrelate the features for
DAGMM and avoid runtime issues. Our implementation is based on the PyTorch imple-
mentation on Github.22

• USAD:UnSupervisedAnomalyDetection [64] adversely trains two autoencoders sharing
the same encoder under two objectives: (i) reconstruct input data, and (ii) discriminate
real data from reconstructed data. Our implementation of USAD is based on the PyTorch
implementation on Github.23

The aforementioned reconstruction-based algorithms require a threshold that needs to be
carefully chosen. We found in our previouswork [7] that using the 3σ rule-of-thumb as a thresh-
olding rule may lead to poor scores, due to a threshold too low to detect all the anomalies in the
test set (i.e., low recall scores). In this chapter, we use a different strategy: we randomly select
20% of the test set and select the threshold δ that gives the best F1-score on this sample of the
test set. This threshold is then kept and used for evaluation on the remaining 80% of the test
set. This thresholding strategy often used in AD [62, 64] reports the best performance that the
model can achieve.

We do not perform any hyper-parameters tuning in this study. Instead, we adopt the param-
eter settings documented in the respective papers of each model, as these configurations have
been validated across multiple datasets and determined to be the optimal choices. We then
train the neural network models using Adam optimizer with a learning rate of 10−3 and a batch
size of 128 during 100 epochs. Early stopping is applied to avoid overfitting and longer training
time, i.e., training is stopped when the validation loss do not decrease during 10 consecutive
epochs. For each experiment, the models are evaluated five times to draw reliable conclusions
except for OC-SVM which is run once due to its computational complexity. The details on our
implementations are available on Github.24

3.4 Experimental Evaluation
In this section we first validate the proposed WAD approach by showing that it produces more
accurate results compared to the existing approaches. Furthermore, we experimentally demon-
strate with synthetic datasets that F1-score presents some limitations. We then perform com-
parative evaluations of the eight aforementionedmodels while studying the impact of data con-
tamination c and window size p.

3.4.1 Comparison of WAD with existing approaches

In this section, we show that the WAD approach can yield more accurate performance results
compared to existing approaches. We then define a synthetic anomaly detection model that
produce a rate β of detection errors on the test set. Specifically, this AD model has an incorrect
prediction for β ∗ 100 observations over a set of 100 observations. We refer to this model as
(1− β)-perfect detector, which is perfect when β = 0 and is always wrong when β = 1. We select

22https://github.com/danieltan07/dagmm
23https://github.com/manigalati/usad
24https://github.com/joelromanky/unsupervised-ml-ad-qoe-deg
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Table 3.3: Comparison of WAD, PA, PA%K and RPA approaches with MCC and F1 score.
Metric 0.05 0.1 0.15 0.2 0.25 0.3 0.5

MCC-Score

PA 95.31(±0.02) 90.70(±0.03) 86.13(±0.01) 81.60(±0.01) 77.11(±0.02) 72.62(±0.02) 54.11(±0.03)

RPA 87.01(±0.06) 76.34(±0.07) 67.20(±0.04) 59.17(±0.08) 51.97(±0.09) 43.35(±0.09) 21.96(±0.07)

WADα=0.8 97.93(±0.02) 91.36(±0.03) 80.80(±0.07) 68.60(±0.11) 56.48(±0.20) 45.23(±0.15) 0.13(±0.13)

PA%KK=80 93.38(±0.03) 81.94(±0.02) 65.74(±0.07) 47.36(±0.10) 28.66(±0.16) 10.50(±0.11) -46.37(±0.07)

WADα=0.9 90.62(±0.07) 74.56(±0.08) 59.19(±0.08) 46.18(±0.05) 35.51(±0.06) 26.78(±0.09) 0.15(±0.06)

PA%KK=90 85.61(±0.05) 63.81(±0.07) 42.11(±0.08) 22.09(±0.03) 3.96(±0.06) -12.09(±0.09) -51.71(±0.06)

WADα=1 64.30(±0.08) 44.79(±0.11) 32.07(±0.09) 23.03(±0.05) 16.40(±0.09) 11.39(±0.08) 0.04(±0.19)

PA%KK=100 58.97(±0.05) 33.37(±0.09) 13.37(±0.09) -03.02(±0.06) -16.08(±0.10) -26.28(±0.11) -52.06(±0.09)

F1-Score

PA 98.06(±0.01) 96.19(±0.01) 94.36(±0.01) 92.60(±0.01) 90.89(±0.02) 89.23(±0.02) 82.99(±0.02)

RPA 89.29(±0.06) 80.31(±0.07) 72.63(±0.06) 66.02(±0.09) 60.28(±0.10) 55.23(±0.10) 39.88(±0.08)

WADα=0.8 99.04(±0.01) 95.72(±0.02) 89.34(±0.05) 79.95(±0.09) 68.05(±0.19) 54.56(±0.17) 10.00(±0.07)

PA%KK=80 97.31(±0.01) 92.44(±0.01) 84.81(±0.04) 74.63(±0.06) 62.60(±0.13) 49.79(±0.11) 12.15(±0.07)

WADα=0.9 95.20(±0.04) 84.42(±0.06) 70.10(±0.08) 54.23(±0.06) 38.91(±0.08) 25.75(±0.12) 2.11(±0.04)

PA%KK=90 93.72(±0.03) 82.14(±0.05) 67.79(±0.06) 52.78(±0.03) 39.04(±0.07) 27.74(±0.08) 7.48(±0.05)

WADα=1 74.89(±0.08) 51.60(±0.16) 32.85(±0.13) 19.40(±0.06) 10.69(±0.10) 5.49(±0.06) 0.19(±0.02)

PA%KK=100 75.93(±0.06) 54.66(±0.13) 38.24(±0.12) 26.74(±0.06) 19.25(±0.08) 14.53(±0.09) 7.18(±0.07)

different values for β ∈ {0.05, 0.1, 0.15, 0.2, 0.25, 0.3, 0.5} and compute F1-score and MCC score
accordingly. Table 3.3 depicts the F1 andMCC score of the (1−β)-perfect detector for theWAD
approach.

We notice that both MCC and F1-scores decrease for each window approach as the error
rate of the synthetic model increases. On the one hand, when β varies from 0.05 to 0.25, PA still
gives high scores to the model (from a F1-score of 98% to 90%), while RPA results in low scores
(from a F1-score of 89% to 60%). On the other hand, WADα=0.8 and PA%KK=80 strike a balance
to provide a more accurate reflection of model quality. For instance, MCC score decreases from
98% to 56% for WAD and from 93% to 28% for PA%K. Both approaches increase their penal-
ization as β increases. However, when β reaches 0.5, which corresponds to random predictions,
WAD approach reports an MCC score of 0%, while PA%K continues to penalize the model and
produces negative MCC scores (worse than a random model). The reason behind this behav-
ior of PA%K is related to its way of adjusting differently for anomalous and normal segments
prediction compared to WAD approach, which handles both segment types similarly.

As for the PA%K approach, the score reported with WAD also depends on a tolerance pa-
rameter, here α. Increasing α from 0.8 to 1, results in low scores, even lower than those reported
with RPA on a near-perfect model. For instance, a model with a low error rate (β = 0.05) and
WAD with tolerance α = 1, achieves an F1-score of 74%, while the PA and RPA approaches
report a F1-score of 98% and 89%, respectively. We obtain such scores because with a tolerance
α = 1, only models that can detect all anomalies in the window get high scores.

Takeaways

Unlike PA, PA%K and RPA, the WAD approach offers a more accurate evaluation of
model performance by equally adjusting the prediction for anomalous and normal seg-
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Table 3.4: Comparison between F1-score and MCC computed on synthetic AD models.
Model Window approach Precision Recall F1-score MCC

Ze
ro
-r
ul
e

PW 58.38 100 73.72 0.0
PA 58.38 100 73.72 0.0
RPA 19.06 100 32.02 0.0
WADα=0.8 54.34 100 70.41 0.0
PA%KK=80 58.38 100 73.72 0.0
WADα=1 52.57 100 68.92 0.0
PA%KK=100 58.38 100 73.72 0.0

R
an

do
m

PW 58.37 49.97 53.89 0.0
PA 73.97 96.20 82.99 54.10
RPA 28.61 77.77 39.88 21.95
WADα=0.8 54.32 5.47 9.94 -0.01
PA%KK=80 19.70 8.74 12.11 -46.40
WADα=1 52.19 0.10 0.20 -0.03
PA%KK=80 12.40 5.05 7.18 -52.06

ments and the score obtained by a model is proportional to its ability to accurately detect
a sequence of anomalous observations long enough to be severe.

3.4.2 Comparison between F1-score and MCC

We compare in this section the F1-score andMCCmetrics on synthetic anomaly detection mod-
els. We first consider a zero-rule model that always outputs ỹt = 1 ∀ x̃t (i.e., this model always
classifies any input x̃t as an anomaly). This model, if deployed, triggers false alarms and may
introduce high anomaly mitigation costs. We report the F1-score and the MCC of the zero-rule
model on our datasets with each window approach strategy in Table 3.4.

The results of Table 3.4 show that F1-score reports higher scores (∼ 70%) for each window
approach (except for RPA), while the MCC reports a score of 0% (i.e., worse than a tossing coin
classifier) regardless of the approach. High F1-scores aremainly due to perfect recall scores, i.e.,
the model detects all the anomalies in the datasets. But these F1-scores are misleading as the
model identifies many normal instances as anomalous and then outputs a high number of false
positives but no true negatives, which are not taken into account the F1-score. Consequently,
when evaluating models having a low rate of true negatives, the F1-score metric should be
carefully used.

Furthermore, we make the same observations in Table 3.4 with a random guessing model.
Indeed, we notice that F1-score is higher than MCC score, particularly for each approach. For
instance, F1-score reportedwith PA (resp. WADα=0.8) is 83% (resp. 9.9%), while theMCC score
is 54% (resp. 0%). Since PA is known to overestimate the model performance, we also compute
the F1-score and the MCCwith the PW approach which are 53% and 0% respectively. The high
F1-score obtained with this model regardless of the approach used asserts the observations
made with zero-rule model.
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Figure 3.2: MCC score of unsupervisedMLmodelswith STDdataset according to the evaluation
window-based approaches and the data contamination ratio c.

Takeaways

If considering all conditions (TP, TN, FP, FN) of the models is required, the MCC score
should be preferred over the F1-score. The results of this experiment confirm the conclu-
sions drawn by Chicco et al. [86]. In general, we recommend to use the MCC score and
F1-score metrics together to avoid unreliable conclusions.

3.4.3 Data contamination impact on unsupervised models

This section presents the evaluation results for the eight unsupervised ML models. We first
present the impact of data contamination on the performance of these models while using
window-based approaches (WAD, PA, PA%K and RPA). Fig. 3.2 depicts the variation of their
MCC scores using data contamination ratio c ∈ {0%, 4%, 8%, 12%, 20%} on the STD dataset.
We choose these values for data contamination as there are only few anomalies encountered in
production networks, and these values are those encountered in previous works [136, 126]. We
go up to 20% to stress the models.

As depicted in Fig 3.2, data contamination impacts theMLmodels differently depending on
the model family. Isolation-based models appear to benefit from data contamination. iForest
shows low MCC score when there is no data contamination. Its performance largely increases
with data contamination c = 4% and slightly decreases as data contamination ratio increases.
This is the expected behavior of iForest which assumes that anomalies are present in the training
set but in few quantity and starkly differ from normal instances. The presence of anomalies
helps iForest during training but with the increasing anomalies in training set, its performance
drops when c reaches 20%. Therefore, the iForest can not efficiently isolate anomalies when
there are a lot of anomalies in the training set.

One-class classification models, OC-SVM and Deep-SVDD, have their best performance
with no data contamination (MCCWAD of 47.24% and 88.65%, respectively for instance). How-
ever, their performance decreases when anomalies are included in the training set. MCC score
of OC-SVM slightly decreases and remains at a similar level. Surprisingly, Deep-SVDD perfor-
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Table 3.5: Overall performance (mean and standard deviations over 5 runs) according to the
training set’s data contamination ratio c and using theWAD approaches on the 3 datasets. Bold
values indicate the best score for each model.

STD GFN XC

Models c (%) F1 MCC F1 MCC F1 MCC

Is
ol
at
io
n-
ba

se
d

iForest

0 48.68(±9.33) 36.45(±6.97) 25.65(±2.19) 19.20(±1.74) 54.36(±3.26) 48.60(±2.82)

4 90.99(±0.12) 82.70(±0.19) 49.89(±0.89) 37.26(±0.72) 49.69(±3.40) 44.34(±2.96)

8 90.93(±0.15) 82.59(±0.40) 50.15(±0.85) 37.49(±0.36) 48.66(±3.20) 44.34(±2.43)

12 90.82(±0.19) 82.39(±0.36) 48.58(±0.25) 36.42(±0.38) 46.01(±2.26) 42.37(±2.28)

20 83.77(±1.48) 72.13(±2.11) 48.00(±0.46) 36.16(±0.36) 43.39(±1.46) 40.98(±1.34)

O
ne

-c
la
ss

cl
as
si
fic

at
io
n

OC-SVM

0 77.67 47.24 69.88 29.41 66.27 51.79
4 77.35 46.93 70.37 30.36 65.15 48.51
8 76.79 46.23 68.68 28.24 64.18 46.60
12 74.20 41.87 67.02 26.19 63.32 44.98
20 71.77 38.66 63.47 21.78 62.03 42.65

Deep-SVDD

0 90.91(±0.59) 88.85(±0.83) 66.07(±7.34) 8.69(±20.27) 49.61(±14.19) 31.72(±19.7)

4 74.05(±10.99) 43.64(±25.11) 67.49(±4.78) 12.07(±13.27) 46.57(±17.96) 23.9(±26.11)

8 56.48(±19.1) 7.63(±41.11) 65.03(±6.16) 5.82(±16.13) 62.87(±13.46) 46.74(±19.20)

12 53.08(±23.06) -2.13(±51.12) 67.44(±6.68) 11.69(±19.17) 37.07(±7.59) 13.64(±9.18)

20 68.82(±7.65) 31.9(±17.65) 68.3(±7.69) 13.34(±21.11) 34.8(±10.89) 7.70(±15.14)

R
ec
on

st
ru

ct
io
n-
ba

se
d

PCA

0 61.79(±0.90) 18.33(±1.73) 63.59(±0.52) 1.89(±0.81) 36.38(±0.29) 10.96(±0.25)

4 58.26(±0.21) 7.64(±1.29) 63.13(±0.70) -2.40(±0.97) 33.32(±0.24) 6.63(±0.35)

8 58.80(±0.24) 6.87(±0.49) 63.56(±0.26) -2.19(±0.52) 33.85(±0.66) 7.58(±0.79)

12 58.92(±0.13) 7.50(±0.25) 63.62(±0.28) -1.96(±0.58) 34.53(±0.43) 8.45(±0.41)

20 58.66(±0.14) 6.87(±0.58) 63.13(±0.16) -3.25(±0.24) 35.43(±0.39) 9.42(±0.58)

AE

0 86.73(±2.04) 73.05(±4.61) 79.44(±4.08) 47.17(±10.72) 76.84(±6.48) 68.12(±8.43)

4 74.09(±2.56) 42.38(±6.03) 65.38(±1.65) 10.98(±4.32) 49.23(±10.70) 30.97(±15.82)

8 79.01(±1.85) 54.44(±3.47) 65.11(±1.29) 10.02(±2.25) 40.77(±2.66) 18.98(±2.63)

12 78.29(±3.32) 53.1(±6.84) 64.34(±2.42) 8.36(±4.97) 45.74(±8.53) 25.25(±11.12)

20 79.67(±0.86) 55.85(±0.99) 64.48(±2.11) 6.59(±6.83) 42.98(±2.75) 21.15(±3.36)

LSTM-VAE

0 94.44(±0.57) 88.13(±1.30) 79.30(±0.63) 50.68(±1.65) 64.15(±12.44) 54.95(±11.11)

4 81.9(±2.02) 64.23(±3.78) 76.87(±0.45) 43.28(±0.84) 63.50(±2.31) 51.90(±3.41)

8 76.51(±0.93) 55.26(±1.56) 74.94(±1.23) 38.09(±3.25) 59.05(±4.17) 45.65(±4.99)

12 74.14(±5.12) 49.61(±12.3) 73.00(±1.58) 34.56(±4.25) 57.75(±0.53) 44.44(±0.65)

20 71.91(±2.62) 47.55(±4.23) 70.28(±0.86) 31.24(±1.88) 53.29(±1.82) 39.16(±2.85)

DAGMM

0 91.23(±0.71) 83.11(±1.37) 74.31(±1.86) 32.08(±3.64) 68.10(±2.82) 55.76(±3.82)

4 91.84(±0.77) 83.95(±1.96) 76.72(±1.81) 38.08(±3.87) 66.16(±1.34) 53.18(±2.13)

8 91.50(±0.79) 82.83(±1.74) 75.09(±3.04) 34.47(±7.15) 63.02(±2.98) 49.17(±3.80)

12 91.33(±0.48) 81.92(±1.12) 73.86(±2.9) 31.32(±7.31) 63.04(±2.48) 49.14(±3.20)

20 91.43(±0.3) 82.12(±0.65) 71.66(±3.16) 24.80(±6.55) 60.10(±3.14) 45.54(±4.05)

USAD

0 92.79(±0.11) 84.57(±0.20) 76.73(±0.41) 38.77(±1.03) 73.27(±1.52) 62.30(±1.87)

4 92.09(±0.20) 83.23(±0.41) 76.64(±0.66) 38.04(±1.56) 65.74(±1.56) 52.60(±2.03)

8 91.78(±0.14) 83.44(±0.28) 75.25(±0.77) 34.31(±2.80) 65.16(±3.45) 51.77(±4.31)

12 91.63(±0.08) 82.82(±0.55) 75.06(±0.38) 33.69(±1.03) 61.24(±4.49) 47.97(±4.65)

20 91.36(±0.17) 82.48(±0.13) 74.64(±1.30) 32.23(±2.99) 61.06(±5.74) 46.38(±7.02)

mance (which has the best MCC score among all the models without data contamination),
drops significantly and becomes even worse than a random classifier when c = 12% (i.e.,
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MCCWAD = −2%) and presents high standard deviations errors (i.e., 51%). Deep-SVDD, al-
though being a neural implementation of OC-SVM with the same objective function, presents
high variability in results from one run to another. Moreover, it is difficult to contrast these
results on Deep-SVDD with previous works as there is, to the best of our knowledge, either
no work on data contamination impact with time-series data using Deep-SVDD or the existing
works focus on image datasets.

Reconstruction-based models present two different behavior when facing data contamina-
tion. On one hand, we note that PCA, AE and LSTM-VAE are less robust to the presence of
anomalies in the training set. PCA, which is the less efficient model for anomaly detection,
achieves a MCCWAD score of 18% when c = 0% which drops to 7% when c = 4%. From this
contamination level, increasing the rate of anomalies seems to have no significant impact on
the PCA model, as its performance remains at the same level. AE and LSTM-VAE report a
MCCWAD score of 73% and 88%, respectively which decreases to 55% and 47%, respectively,
when data contamination ratio reaches c = 20%. AE and LSTM-VAE are the most impacted
models to data contamination since a contamination ratio of c = 4% is enough to deteriorate
their performance by up to 30%. On the other hand, the impact of data contamination on the
performance of DAGMM and USAD models is negligible. USAD presents its highest score at
c = 0% with the lowest standard deviation. The performance of DAGMM model peaks at 83%
MCCWAD with c = 4%. Unlike our previouswork [7], the performance of reconstruction-based
models does not collapse with data contamination. This is the consequence of the threshold-
ing rule used in this work, which is better than 3σ thresholding rule. F1-score reported for
AE and USAD in this work are in the same magnitude as those presented in previous works
[126, 64]. The only surprising results are those with DAGMM which contradict those in pre-
vious works. The DAGMM model in this study is less impacted by data contamination, while
in [62, 126, 136] the performance drop is between 10-50% with a data contamination rate of
12%. A reason behind the better performance of DAGMM in this work is the datasets used that
present correlated features. DAGMM model use Cholesky matrix factorization to compute the
anomaly score. However, this factorization fails with our datasets because matrices computed
from our features present negative eigenvalues when Cholesky factorization requires strictly
positive eigenvalues. Hence, to run DAGMM model on our datasets, a PCA processing step is
required to decorrelate the features.

Table 3.5 presents the F1-score and MCC score obtained using the WAD window approach
on the three datasets (STD,GFNandXC).Our study show that the impact of data contamination
observed with the STD dataset is consistent across all three datasets. In particular, our analysis
reveals the following key findings:

• iForestmodel benefits frommoderate data contaminationwhen applied to theGFNdataset
but its performance declines when applied to the XC dataset;

• OC-SVM model’s performance decreases with increasing levels of data contamination
while Deep-SVDD model’s performance exhibits more fluctuation with varying degrees
of data contamination when applied to GFN and XC datasets, as well as STD dataset;

• Reconstruction-based models’ performance significantly decline as data contamination
increases.

However, the models performance with GFN and XC datasets are not as impressive as those
achieved with the STD dataset. For instance, LSTM-VAE without data contamination achieves
a MCC of 50.68% for GFN and 54.95% for XC. Similarly to the results on STD dataset, iForest,
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(a) STD (b) GFN (c) XC

Figure 3.3: Visualization of normal and anomalous windows for the three datasets in a two-
dimensional space by t-SNE. Normal windows in blue and anomalous windows in orange.

DAGMM and USAD models remain robust to data contamination in GFN and XC datasets,
but their performance levels are lower. To further understand this difference, we use t-SNE
projection [137] to visualize in a two-dimensional representation the normal and anomalous
windows of each dataset. As depicted in Fig. 3.3, the GFN and XC datasets have numerous
overlaps between normal and anomalous windows, while the STD dataset’s normal windows
cluster in the center of the figure. Consequently, detecting anomalies in the former datasets may
be more challenging since anomalous and normal windows are indistinguishable.

Takeaways

Based on our evaluation, we can conclude that while isolation-based models may benefit
from data contamination up to a certain moderate level, reconstruction and one-class
models show a decrease in their performance when faced with anomalies in the training
sets.

3.4.4 Impact of window size

We also analyze the impact of window size onmodel performance. Thewindow size represents
the duration of the anomalous events that can occur during CG sessions. We choose 3 different
values for window size (p ∈ {10, 20, 30}) to have window length representative of user percep-
tions (50ms, 100ms and 150ms) and to analyze if the models can efficiently detect short or long
anomalous events in CG sessions. Fig. 3.4 depicts the MCC score of each model along with the
standard deviations with STD dataset. For each model, we represent the impact of the window
size p and the contamination ratio c on its performance.

It is worth noting that increasing thewindow size seems to slightly improve the performance
of iForest, DAGMM and USADmodels. For instance, the iForest model shows a +30% increase
with c = 0%when the window size varies from 10 to 30. DAGMM and USAD show a moderate
increase in performance (i.e., +4%). Their performance remain better with higher window size
regardless of the data contamination ratio. Conversely, OC-SVM, PCA and LSTM-VAE models
achieve high performance value with a window size of 10, which decreases as the window size
increases. The high variability of Deep-SVDD and the performance variation of AE do not allow
to observe a significant pattern. Our findings remain consistent upon studying the impact of
window size on both the GFN and XC datasets: increasing the window size may improve very
slightly the performance of iForest and USAD but not the other models.
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Figure 3.4: MCC score of unsupervisedMLmodels with STD dataset according to data contam-
ination ratio c and window size p.

Apart from the USAD model, to the best of our knowledge, there are no studies on the im-
pact of window size on the AD learning models. Moreover, Audibert et al. [64] showed that
increasing the window size has insignificant impact on the performance of USAD, while, in
our case, it leads to an increase in model performance. We attribute the performance improve-
ment of iForest and DAGMM (and in the same way the performance degradation of OC-SVM,
PCA and AE) to the fact that increasing window sizes leads to the presence of anomalous ob-
servations in the training set that may improve (or deteriorate for OC-SVM, PCA and AE) the
performance of the models.

Takeaways

The takeaway from these experiments is that detecting longer anomalous events is less
efficient for most of the unsupervised models except for iForest, DAGMM and USAD
which are able to better learn anomalies over larger windows.

3.4.5 Computational time performance

This section analyzes the computational performance of unsupervisedMLmodels. Wemeasure
the training time for eachmodel on the training set and compute the average time taken by each
model for inference given a window size of 10. The models are trained and tested on a Google
Cloud Platform (GCP) VM with 8 CPUs and 30GB RAM. To accelerate the training of LSTM-
VAE, a NVIDIA T4 GPU is used. Fig. 3.5 presents the training and inference times.

PCA takes the lowest training time (i.e., 2s) while iForest training time is 20x longer. Neu-
ral networks based models present longer training time ranging from 970s for AE to 2500s for
DAGMM. Despite the use of GPU, LSTM-VAE takes 4,6 times longer than DAGMM to complete
its training. The high variability in their training times is due to early stopping strategy that
prevents the models from overfitting. The most time consuming model is OC-SVM that takes
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(a)
Training time

(b)
Inference time per window

Figure 3.5: Train and inference time.

44700s for its training. Compared to other shallow models such as iForest, OC-SVM require
1000x longer to train. We make similar observations when comparing the inference time for
a window of observations of size p = 10. Deep learning based models have inference time
between 89 and 126µs (except for LSTM-VAE that goes up to 900µs with GPU). Unlike neural
network models, shallow models like iForest and OC-SVM take much more inference time, i.e.,
iForest takes 1213µs and OC-SVM takes 360x longer.

Takeaways

Algorithms with the lowest training/inference time like PCA or with highest train-
ing/inference time like OC-SVM or LSTM-VAE do not provide as good qualitative re-
sults as iForest, DAGMM and USAD models. The latter present good performance and
robustness with reasonable training and test times.

69



Chapter 3. Evaluation of unsupervised ML models for QoE degradation detection in CG applications

Model Performance Robustness Deployment Explainability

iForest + ++ - -
OC-SVM - + - - - -
Deep-SVDD ++ - - ++ - -
PCA - - ++ ++ ++
AE + - ++ - -
LSTM-VAE ++ - - - - -
DAGMM ++ ++ + - -
USAD ++ ++ + - -

++: good;+: somewhat good; -: somewhat bad; - -: bad.

Table 3.6: ML models recommendation

3.5 Discussion

3.5.1 ML Models recommendation

Based on our comparative study, we highlight the advantages and benefits of the models and
provide recommendations to network operators according to the following requirements (sum-
marized in Tab 3.6):

Performance: Deep-SVDD and LSTM-VAE are the models with the best performance with-
out data contamination. They achieve near-optimal detection of anomalies in the dataset with
low false alarms. However, they present performance degradation when anomalies are present
in the training set. The performance instability of Deep-SVDD in the face of anomalies makes
it unreliable. The LSTM-VAE model based on LSTM neural networks has high computing cost
during training and testing (e.g., requiring more GPUs) incurring high costs in energy con-
sumption in deployment.

Robustness: There is no guarantee that data from production network environments are
free of anomalies and removing them for training the models is a difficult task. Therefore, we
recommend the use of algorithms such as iForest, DAGMM and USAD in such situations since
they are robust to data contamination and will ensure reasonable performance when data con-
tamination is not too high.

Deployment: For deployment recommendations, we consider the training and inference
time. All the models used in this work are trained offline. Neural networks are trained during
several epochs and take a long time for their training phase while PCA and iForest are fast to
train. In production, deep learning models like DAGMM and USAD can be used for real-time
prediction since they have low inference latency. Real-time inference with iForest or LSTM-VAE
can be difficult due to their high inference time which also exacerbates scalability issues for the
former and resource requirements for the latter.

Explainability: Machine-learning techniques are known to suffer from the lack of trans-
parency and explainability. Network experts in practice need to better understand the deci-
sions taken by ML models to efficiently monitor and manage network systems. None of the
algorithms used in this study achieve the trade-off between efficiency and explainability. iFor-
est and neural networks-based algorithms (LSTM-VAE, DAGMM, USAD) are seen as black-box
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and do not allow for easy interpretation of their anomaly detection.

3.5.2 Limitations
This work presents some limitations worth discussing. First, the thresholding strategy used in
this evaluation, which selects the threshold that lead to the best score, is not applicable in prac-
tice since it requires the use ground-truth test sets. Further investigations should be carried out
to automatically determine and select the best threshold values. Some works [138, 139] advo-
cate for the use of evaluation metrics insensitive to the selected threshold. Second, the chosen
criteria to introduce anomalies in the collected datasets may result in introducing too many of
them (cf. 3.2) which can raise questions worthy of further investigation. Additionally, as dis-
cussed in Section 3.4.3, a PCA processing step was employed to decorrelate the features before
utilizing the DAGMM model. It is worth noting that the performance of this model may differ
when applied to datasets with correlated or uncorrelated features. Moreover, as mentioned in
Section 3.3.7, we could not include in our evaluation study, generative and predictive models
since they may suffer from computational constraints.

Furthermore, in our methodology, we used the DECAF tool [16] to collect the QoE/QoS
time-series features on the client-side. However, this tool is only compatible with CG platforms
based onWebRTC and cannot be usedwith other CGplatforms to collect the time-series features
employed in our study. Finally, network operators may not always have the possibility to gather
such information at the client-side. Consequently, they may need to develop QoE degradation
detection algorithms based on features that can be readily collected at the network edge, such
as network packets.

3.6 Conclusion
In this chapter, we performed a comparative evaluation of eight unsupervised ML models ap-
plied to the detection of users’ QoE degradation in CG sessions. Our evaluation showed that the
F1-score metric, which is widely used for model evaluation, has limitations and should be com-
bined with the MCC score for more accurate model evaluation. Moreover, existing window-
based approaches, used to cover sequences of events including anomalies, lead to erroneous
conclusions regardingmodel performance. To address these limitations, we proposed theWAD
approach to allow for a fair and better assessment. The WAD approach offers the possibility of
parameter calibration to detect more or less severe anomalies. As practical considerations in the
use of ML models in networking, we also showed that data contamination has a considerable
impact on unsupervised ML models, and revealed their disparity with respect to their compu-
tational performance. Our study has shown that the use of models such as those included in
our evaluation in an industrial context requires further investigation of their applicability and
calibration. Highly performing state-of-the art ML models have not been necessarily designed
with industrial considerations in mind such as robustness, energy consumption, explainability
and likely others. Many of these considerations can be conflicting with commonly used perfor-
mance evaluationmetrics. In summary, this chapter emphasizes the importance of employing a
consistentmethodology and appropriatemetrics when evaluatingMLmodels. In particular, we
found no one-size-fits-all solution as some solutions may be preferred to others depending on
the requirements of the operational environment under consideration. These insights will serve
as the foundation for subsequent chapters, where we further propose novel anomaly detection
and root-cause diagnosis methods in the context of low-latency applications.
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Chapter 4

CONTRASTIVE LEARNING FOR ANOMALY
DETECTION IN TIME SERIES

Summary: This chapter introduces CATS, a novel approach leveraging temporal similarity mea-
sures and anomaly-informed contrastive learning (CL) to address limitations of existingCL frame-
works for time series AD. By incorporating negative data augmentation, CATS generates realis-
tic anomaly distributions and enhances representation learning. Experiments on six real-world
datasets demonstrate CATS’s superior performance, making it a robust solution for time series
AD in diverse big data contexts.
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4.1 Introduction
In various application domains such as networking or cyber-security, large volumes of time se-
ries datasets are continuously generated and collected that are valuable for monitoring systems
performance. Accurately detecting anomalies within these datasets are essential for identifying
networks faults, device/system malfunctions, security breaches or service degradations that
can significantly impact operations and user quality of experience (QoE). However, labeling
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real-time series data for anomaly detection is a time-consuming and challenging task due to the
large amount of available time-series data and the scarcity of labeled anomalies in production
systems.

As a result, unsupervised time series anomaly detection (AD) has received significant at-
tention in machine learning research community and several papers have proposed different
techniques for this purpose. The proposed AD techniques can be categorized into five groups:
reconstruction-based [64, 66, 67, 65], distance-based [55], one-class classification-based [76, 61],
isolation-based [60], and generative-based [140, 71]. These techniques aim to learn the patterns
of normality exclusively from normal data and detect anomalies based on deviations from the
learned normality. The deviations are computed using metrics such as reconstruction error or
distance to normal centroids. However, these techniques have some inherent limitations. Firstly,
they struggle to discriminate anomalies that are close to normal samples because they do not
leverage information about the anomalous class which are not used during the training phase.
Secondly, the presence of unknown anomalies in the training sets introduces the challenge of
data contamination, which can negatively impact the performance of these models.

To enhance the performance of time series AD, contrastive learning (CL) [44] emerges
as a promising approach, increasingly applied to various classification and forecasting tasks
[141, 142, 143, 144]. CL has gained popularity across multiple disciplines including computer
vision and natural language processing (NLP). Recently, its application in time series analy-
sis has attracted attention. The fundamental concept of CL is to learn data representations by
contrasting positive views and negative views. Specifically, through data augmentation, input
data is transformed into multiple views, which are then contrasted in the latent space. This
contrastive process aims to cluster similar views while repelling dissimilar ones. Following the
training phase, the encoder is employed for downstream tasks. The effectiveness of contrastive
learning stems from its ability to learn transformation-invariant properties through data aug-
mentations.

However, in time series analysis tasks, the exploration of data augmentation techniques has
not yet been as extensive as in the field of computer vision. Additionally, some previous works
in this field have used CL for anomaly detection. Nevertheless, they did not utilize a similarity
function specifically designed for time series data, resulting in an inefficient exploitation of the
temporal aspect inherent in multivariate time series data, which are nevertheless crucial for
modeling. To address these limitations, we propose in this chapter an innovative end-to-end
method called contrastive learning for anomaly detection in time series (CATS). We evaluate
this method using large and several time series datasets including cloud gaming and system
monitoring applications.

Contributions

Specifically, the main contributions of this chapter can be summarized as follows:

• Using Dynamic Time Warping (DTW) similarity, we propose a novel DTW-based
temporal contrastive learning loss to efficiently model multivariate time series .

• We employ negative data augmentations to generate synthetic anomalies to estab-
lish a realistic out-of-order distribution that contrasts with normal instances in the
training set.

• We conduct extensive empirical experiments on large real-world and popular
benchmark time series datasets. Furthermore, we conduct experiments on time
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series datasets in the networking domain, collected from cloud gaming platforms.
We demonstrate the effectiveness of our proposed framework and its generalization
capabilities compared to its counterparts.

• We conduct ablation studies to evaluate the effectiveness of each component of the
proposedmethod, assess the impact of data augmentation, data contamination and
the influence of hyperparameters.

4.2 Contrastive learning for Time-Series

Contrastive Learning has emerged as a prominent self-supervised learning technique demon-
strating a great potential across various domains, including computer vision and natural lan-
guage processing. Traditional contrastive learningmodels [145, 47, 146] construct positive sam-
ple pairs i.e. augmented views of the same instance and negative pairs i.e. augmented views
of other instances or a dictionary queue to facilitate representation learning with data augmen-
tation techniques. The effectiveness of these approaches relies on key factors such as data aug-
mentation, efficient sampling of negative pairs, and the use of large batch sizes [47]. Recent
advancement in contrastive learning architectures such as [147, 148] have shown that mean-
ingful representations can be learned without the explicit need of negative pairs or large batch
sizes. These techniques have demonstrated remarkable performance in computer vision do-
main’s downstream tasks.

In the domain of time series analysis, recent techniques have been developed to learn repre-
sentations from time-series data. [142] introduced a triplet loss and a temporal negative sam-
pling strategy to construct pairs for contrastive learning. [149] leveraged the local smoothness of
time series to define neighborhoods and incorporates de-biased contrastive learning. [141] uti-
lized temporal and contextual contrastive learning on different views of time-series data gener-
ated with weak and strong data augmentation. Similarly, TS2Vec [143] employed a hierarchical
contrastive learning approach, using augmented context views to capture multi-scale informa-
tion. Information theory-based adaptive data augmentation is proposed by [150] in their InfoTS
method for contrastive learning. [151] utilized time domain and frequency domain contrastive
losses to learn disentangled seasonal and trend representations for time series forecasting. [144]
employed a siamese network without negative pairs for time series forecasting. These afore-
mentioned methods have demonstrated robust performance across various downstream tasks,
notably in forecasting and classification.

CL techniques have also been applied to anomaly detection in time-series data. [152] em-
ployed deterministic contrastive learning with learnable transformations to generate diverse
views. [79] combined negative sample-free contrastive learning with one-class classification
to leverage the representation learning capabilities of contrastive learning and the normality
assumption of one-class classification for effective anomaly detection. [81] also incorporated
one-class classification scheme to contrastive learning, utilizing negative data augmentations.
[80] utilized temporal transformations to generate anomalies from normal windows, thereby
enhancing contrastive learning. [82] employed AutoML techniques to automatically configure
the anomaly detection pipeline and tune hyperparameters of the contrastive learning loss, en-
abling discrimination between original samples and generated negative samples. [83] proposed
a two-stage framework. The first stage leverages time series representation learning by injecting
generated anomalies to learn similar representations for temporally close windows. The final
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stage classifies window time series based on their nearest and furthest neighbors in the feature
space, enhancing anomaly detection.

While some studies suggest that negative pairs are not essential for contrastive learning, we
believe that negative pairs, constructed through negative data augmentations, bring some learn-
ing knowledge that may enhance AD tasks, unlike their impact on other downstream tasks. In
contrast to the aforementioned AD approaches, our approach CATS considers temporal simi-
larity using a temporal loss to better discriminate anomalous time series windows.

4.3 Proposed Method: CATS
In this section, we first formulate the multivariate time series anomaly detection problem. We
then present the architecture of CATS and provide a detailed description of each of its com-
ponents. In particular, we explain the data augmentation techniques employed in our work,
introduce and describe the temporal contrastive loss, and the global contrastive loss. Finally,
we define the computation of the anomaly score, which is utilized for the detection of time
series anomalies.

4.3.1 Problem Formulation

Given a multivariate time series dataset X = {x1, x2, ..., xT }, where T is the length of X and
xt ∈ Rm denotes a m-dimensional vector corresponding to the values of our m features at time
t. The dataset is sliced into sequences of time series windows W = {w1, w2, ..., wT−p+1} with
stride 1 where wt = {xt, xt+1, ..., xt+p−1} ∈ Rp×m, p being the window size.

Time series anomaly detection aims at training an unsupervised anomaly detection model
M that given an unknownwindow time series w̃t at inference timewill output an anomaly score
s(w̃t). By using this anomaly score and a threshold η, a binary label ỹt ∈ {0, 1} is computed
which indicates whether a window is anomalous (ỹt = 1) or not (ỹt = 0).

4.3.2 Model Architecture

The overall architecture of CATS is shown in Fig. 4.1. Our architecture comprises the following
components:

• A stochastic data augmentation module that transforms each input window time series
wi to three views: two positive views {w+

i ;w
+
i+N} and a negative view w−

i .

• A siamese network encoder fθ that learn representations from augmented views of the
input window time series hi = fθ(wi) ∈ Rp×d with d the feature size.

• A projection head gθ that projects the latent representations hi to a projection space zi =
gθ(hi) due to its importance for contrastive learning [47].

• A global contrastive loss (GCL) that performs contrastive learning on projection space
giving the set of (zi) from the batch using an improvement of NT-Xent loss [153].

• Random cropping is applied on feature space representations hi to built temporal pairs
for the temporal contrastive learning.

• A temporal contrastive loss (TCL) to enforce temporal similarity between cropped ver-
sions (hi ∈ Rk×d) (k the crop size) of latent vectors and a triplet loss.
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(a) Training

(b) Inference

Figure 4.1: The proposed architecture of CATS. (a) is the training phase which consists in time
series representation learning with temporal contrastive learning (TCL) and global contrastive
learning (GCL). (b) is the inference phase where given an unknown window time series w̃i its
anomaly score is computed as the distance between its latent representation h̃i and the centroid
of training samples zcent.

The model is trained using a contrastive loss model combining the temporal and the global
contrastive losses defined as follows:

L = α.LTCL + β.LGCL (4.1)

where α and β are two hyper-parameters representing the relative weight of each loss.
At inference time, the projector gθ is discarded and a anomaly score is obtained by computing

the distance between an unseen window and the center of latent representations.

4.3.3 Data augmentation

Data augmentation plays a crucial role in contrastive learning, facilitating the learning process.
While diverse data augmentation techniques are available in the computer vision domains, se-
lecting appropriate data augmentation methods for time series remains challenging. Building
upon previousworks that have utilized or evaluated data augmentation for time series [47, 154],
we define a set of positive data augmentations D+

aug = {d+1 , . . . , dn+
aug

} which are as follows,
given a window time series w = (x1, . . . , xp):

• Jitter transformation adds a i.i.d Gaussian noise with zero mean and variance σ2 to the
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time series.
djitter(w) = w +N (0, σ2) (4.2)

• Scaling transformation changes the global magnitude of a portion P of the time series by
multiplying all the values by a scaling factor α.

dscaling(w) = αscaling ∗ wP (4.3)

In the context of unsupervised learning for anomaly detection, the focus is typically onmod-
eling normality using only normal instances during training, and anomalous instances are only
encountered during inference. We use negative data augmentations to incorporate weak super-
vision during the representation learning stage, thus providing prior information about what
does not constitute normal data [83, 81, 80, 155]. This approach enhances the learning process
by incorporating knowledge of abnormal patterns during training. We thus define a a set of
negative data augmentations D−

aug = {d−1 , . . . , dn−
aug

} which are as follows:

• Mask transformation consists in randomly masking some points of the time series.

dmask(w) = (x̂1, . . . , x̂p) with x̂i = 0 (4.4)

• Trend transformation applies a linear drift wdrift to the time series to simulate a shift in
the trend of the time series.

dtrend(w) = w + wdrift (4.5)

Thus, given a time serieswindowwi from a batchB of sizeN , we generate two positive views
w+
i and w+

i+N and one negative view w−
i resulting in a batch of positive samples B+ = (w+

i )
2N
i=1

and a batch of negative samples B− = (w−
i )

N
i=1.

However, the range of anomalies present in time series data is usually large, and it is not
feasible to expect negative data augmentations to generate all possible anomalies. Therefore,
similar to previous studies [83, 81, 80], random data augmentation is employed. Specifically for
eachwindowwt, and a selected data augmentation d−i ∈ D−

aug, diversity is enforced through the
hyperparameters of di that control the augmentation process. These hyperparameters include
the ratio of features nfeat that will be augmented and the ratio of time points nt that will be
augmented per features. Given nfeat (resp. nt), and a given time series window wt, a random
subset of features (resp. time steps) will be chosen for augmentation. This approach allows for
increased variability and diversity in the generated augmented samples, enhancing the learning
process for anomaly detection in multivariate time series data.

4.3.4 Temporal Contrastive Learning
One shortcoming of previous anomaly detection approaches using contrastive learning is that
theydonot exploit temporal dependencies for contrasting. We address this limitation bypropos-
ing a novel Temporal Contrastive Loss (TCL). TCL aims at learning temporal properties, and
clusters time series window that are temporally similar while pushing away windows that are
dissimilar. To achieve that representation in the feature space, we use DTW (Dynamic Time
Warping) [156] as a time series similarity measure that is more suited for time series forecast-
ing or clustering than classical Euclidean distance.

DTW similarity measure aims at minimizing the Euclidean distance between aligned time
series under all possible temporal alignments. However, DTWmeasure is not differentiable and
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is not suitable for gradient-based algorithms. To overcome this limitation, Soft-DTW [157] was
proposed to smooth DTW andmake it differentiable everywhere and then can be used as a loss
function or similarity measure. In this work, we choose a Soft-DTW variant called Soft-DTW
divergence [158] that unlike the former is positive and minimized when the time series are
equal. Specifically given two time series xi and xj , Soft-DTW divergence is defined as follows:

Dγ(xi, xj) = DTW γ
Soft(xi, xj)

− 1

2
(DTW γ

Soft(xi, xi) +DTW γ
Soft(xj , xj))

(4.6)

with DTW γ
Soft(.) being the Soft-DTWmeasure and γ a smoothing parameter.

To enhance the temporal contrastive learning, we build triplets using cropped versions (sub-
sets of time series windows as defined in [143]) of the two positive views and a crop version
of the negative view. Specifically, we apply random cropping on a positive view h+i ∈ Rp×d to
generate two positive subseries hi+1 and hi

+
2
∈ Rk×m where k < p. We do the same process on

a negative view h−i to obtain a negative subseries hi−. The rationale behind building triplets in
this way, instead of using the views resulting from positive and negative data augmentations
to build them, is to ensure that the two positive subseries will be temporally similar and tempo-
rally distant from the negative subseries. Since we consider only normal time series windows to
build positive pairs, we avoid the limitation of the cropping strategy raised by [143].

Given this similarity measure, and a triplet of latent representations {hi+1 ;hi
+
2
;hi

−} TCL is
defined as follows:

LTCL =
1

N

N∑
i=1

max(Dγ(hi
+
1
− hi

+
2
)−Dγ(hi

+
1
− hi

−) +m; 0) (4.7)

whereDγ(.) is the Soft-DTW divergence measure,m the margin (minimum distance that must
be kept between positive samples and negative samples). One advantage of Soft-DTW diver-
gence measure is that it can be applied to time series of different sizes and then our TCL can
be computed using the cropped versions of the latent vectors. However, the computation of
Soft-DTW has a quadratic time complexity which can increase the training time.

4.3.5 Global Contrastive Learning

We define a Global Contrastive Loss to learn representations at the instance level. This loss
improves the NT-Xent loss by considering more negative pairs for contrastive learning. Tradi-
tionally, given an instance zi in a batch of sizeN , CLmodels using this loss contrast one positive
pair (zi, z+i ) i.e., two views from the same instance to N − 1 negative pairs (zi, z+j ) ∀j ̸= i i.e.,
pairs with views of different instances.

However, in anomaly detection tasks that are performed on normality assumptions, the
training data mostly belong to the same class, i.e., normal data. To enhance, the representa-
tion learning, we include views coming from negative data augmentation. Specifically, we form
a negative pairs by computing the similarity between an instance and all negative views of all
the instances in the batch (zi, z

−
j ) ∀j ∈ [|1;N |]. Consequently, we get one positive pair and

2N − 1 negative pairs for each zi in the batch. Then, the GCL is expressed as follows:

LGCL =
1

2N

∑
i∈B+

log
exp(sim(zi, zi+N )/τ)∑

j∈B and j ̸=i exp(sim(zi, zj)/τ)
(4.8)
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Table 4.1: Datasets summary.

Dataset Train Test Dimensions Anomalies (%)

Benchmark
SMD 708405 708420 28*38 4.16
SMAP 135183 427617 55*25 13.13
MSL 58317 73729 27*55 10.72

Cloud Gaming
STD 80486 169706 14 52.57
GFN 27415 22667 14 55.36
XC 83611 17918 14 24.32

with B = B+ ∪ B−, N the batch size, τ the temperature hyperparameter and sim(.) the cosine
similarity.

sim(zi, zj) =
zi.z

T
j

∥zi∥∥zj∥
(4.9)

4.3.6 Anomaly score

After model training, we discard the projection head gθ and we only use the encoder fθ for our
downstream task since hi feature have more information for contrastive learning than zi [47].
To identify anomalies, we follow the same assumptions as one-class classifiers and we expect
the normal data to be clustered and anomalies to lies away from that cluster. Hence, given a
window from the test set w̃t, we define the anomaly score s(.) as follows:

s(w̃t) = D(fθ(w̃t), zcent) = D(z̃t, zcent) (4.10)

zcent =
1

Ntrain

Ntrain∑
i=1

wi (4.11)

where D(.) is the L2-distance measure function, zcent is the centroid of latent features of the
training set and Ntrain is the size of the training set.

One advantage of using Eq. 4.10 as anomaly score is that zcent can be computed offline and
stored allowing lower inference time.

4.4 Experiments

This section begins by outlining the experimental setup, including the datasets and anomaly
detection (AD) models used for comparison. The experiments focus on evaluating CATS’s ac-
curacy in anomaly detection against other models across different datasets. Additionally, we
conduct an ablation study on CATS’s components, examine its robustness to data contamina-
tion, and analyze the effects of hyper-parameters.
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4.4. Experiments

4.4.1 Dataset description

We evaluate the model on the cloud gaming datasets collected in Chapter 2 over three cloud
gaming platforms: i) STD (Stadia from Google), ii) GFN (GeForceNow fromNVIDIA) and iii)
XC (Xbox Cloud from Microsoft). These datasets consist of QoE and QoS time series.

We also evaluate the performance of our technique on three public anomaly detection bench-
mark datasets to confirm that our approach maintains its effectiveness when applied to them.
The selected datasets are listed as follows: iv) SMD dataset (Server Machine Dataset) which
consists of 38 sensors continuously monitored during 10 days collected on 28 servers. v) MSL
dataset (Mars Science Laboratory) andvi) SMAP(SoilMoistureActive Passive) are twodatasets
collected fromamonitoring system. The benchmark datasets (SMD,MSL and SMAP) aremulti-
entity datasets (contain different subdatasets).

4.4.2 Benchmark AD models

We compare our models against state-of-the-art algorithms or traditional algorithms mostly
used in previous studies for anomaly detection in time series data.

• Shallowmachine learning algorithms: weuse Isolation Forest (IF) [60] that isolate anoma-
lies using features values.

• Unsupervised time-series anomalies detection: We select i) Deep-SVDD [76], ii) Auto-
Encoder (AE), iii) UnSupervised Anomaly Detection (USAD) [64] that reconstruct nor-
mal data and use reconstruction error to detect anomalies.

• Contrastive learning algorithms: We use the following contrastive learning architectures
from i) SimCLR [47], ii) SimSiam [147], iii) TS2Vec [143].

4.4.3 Implementation details

We choose as encoder fθ, the same encoder architecture as TS2Vec, which consists of a dilated
CNN module with ten residual blocks of 1D convolutional layers. The projection head gθ is
a three-layer MLP with ReLU activation. The embedding size and projection size are 100 and
50 for use-case datasets and 128 and 128 for benchmark datasets respectively. CATS is trained
for 100 epochs with a batch size of 512, using Adam optimizer with a learning rate of 10−3, a
weight decay of 10−5 and the learning rate is decayed using cosine decay schedule. GCL loss
temperature parameter τ is set to 0.1, TCL margin to 5 and TCL smooth parameter γ to 1 in all
experiments. We use α = β = 0.5. The positive data augmentations are jitter and scaling and
the negative data augmentations used are trend and mask.

To allowa fair comparisonwith contrastive learning benchmarkmethods, we adopt the same
encoder to learn representations, the same positive data augmentation and the same anomaly
score procedure for all benchmarks (cf. in Section 4.3.6). All deep learning architectures are
trained using the same aforementioned hyperparameters.

All experiments are performed on a workstation with the following specifications: Ubuntu
22.04, Intel(R) Xeon(R) W-2235 CPU @ 3.8GHz with 32 GB of RAM, NVIDIA GeForce RTX
3090 Ti with 24GB, Python 3.10.6, PyTorch 2.2.0 and CUDA 12.1. The datasets and the code to
reproduce all the experiments are provided.25

25https://github.com/joelromanky/cats
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Table 4.2: Performance comparison on the datasets. Mean and standard deviation computed
over all entities for benchmark datasets and over five runs for case-study datasets. Bold values
indicate best results and underlined values the second best results.

Models IForest Deep-SVDD AE USAD SimCLR SimSiam TS2Vec CATS

STD

AUPR 75.16(±1.28) 95.24(±0.59) 97.57(±0.16) 97.55(±0.04) 97.46(±0.21) 79.79(±8.14) 97.65(±0.99) 98.72(±0.09)

AUC 74.57(±1.63) 91.19(±1.08) 96.04(±0.27) 96.09(±0.08) 95.78(±0.39) 75.65(±11.3) 95.63(±1.94) 97.93(±0.13)

F1 75.79(±1.42) 87.18(±1.24) 90.35(±0.51) 90.02(±0.24) 90.15(±0.52) 74.21(±9.22) 92.83(±1.92) 94.06(±0.45)

MCC 39.56(±3.66) 71.83(±2.77) 78.93(±1.14) 77.89(±0.36) 78.48(±1.17) 39.31(±19.8) 84.33(±4.12) 86.72(±0.88)

GFN

AUPR 76.97(±0.58) 87.81(±1.51) 88.60(±0.40) 88.65(±0.14) 90.19(±0.65) 84.49(±3.33) 89.63(±1.99) 93.60(±0.52)

AUC 61.97(±0.87) 71.78(±3.41) 74.05(±0.84) 74.84(±0.42) 78.50(±1.95) 67.07(±3.25) 74.91(±4.32) 84.35(±1.23)

F1 74.12(±0.71) 75.51(±2.11) 74.05(±0.84) 77.80(±0.38) 81.20(±2.61) 74.25(±2.93) 76.76(±2.71) 82.88(±0.96)

MCC 17.07(±1.27) 24.26(±6.56) 28.08(±0.14) 31.40(±1.22) 37.46(±3.87) 17.86(±6.27) 28.19(±8.39) 47.27(±1.49)

XC

AUPR 67.19(±1.61) 61.99(±7.61) 84.21(±3.24) 83.34(±0.31) 80.55(±2.93) 76.44(±13.4) 95.01(±1.75) 93.65(±0.41)

AUC 78.71(±1.13) 67.32(±6.52) 89.18(±2.31) 89.97(±0.26) 85.81(±3.17) 83.35(±10.6) 96.96(±1.36) 96.10(±0.41)

F1 63.33(±1.18) 50.83(±7.69) 75.94(±3.30) 77.59(±0.58) 70.58(±3.45) 69.09(±13.4) 89.60(±2.03) 86.69(±0.83)

MCC 43.42(±2.43) 27.40(±11.4) 63.95(±4.63) 65.35(±0.72) 56.59(±4.89) 52.30(±21.3) 84.07(±2.94) 79.67(±0.11)

SMD

AUPR 27.96(±21.7) 30.34(±21.6) 42.55(±26.5) 44.14(±26.5) 43.97(±26.4) 38.47(±25.9) 38.75(±26.4) 46.89(±26.1)

AUC 77.10(±11.9) 75.31(±14.5) 81.33(±13.2) 81.08(±12.5) 80.83(±14.7) 77.26(±14.9) 74.25(±16.6) 82.21(±14.3)

F1 29.88(±20.6) 34.75(±21.5) 46.00(±24.3) 46.62(±26.3) 46.51(±25.7) 41.82(±25.3) 43.18(±25.9) 50.65(±23.6)

MCC 29.62(±20.8) 36.25(±22.0) 47.00(±24.1) 47.98(±25.1) 48.06(±24.2) 43.24(±24.9) 44.95(±24.7) 50.85(±23.6)

MSL

AUPR 19.17(±19.9) 24.88(±24.3) 22.02(±22.0) 21.62(±21.7) 22.12(±22.8) 20.94(±22.3) 24.93(±23.0) 25.44(±23.7)

AUC 56.94(±14.1) 61.38(±17.1) 62.30(±16.1) 63.31(±14.3) 61.09(±15.4) 62.07(±14.3) 63.95(±15.0) 64.98(±15.7)

F1 21.24(±21.4) 27.93(±25.6) 26.02(±22.9) 27.16(±23.0) 25.72(±23.1) 23.78(±23.2) 28.43(±24.5) 29.15(±24.2)

MCC 11.09(±21.8) 19.24(±29.2) 16.49(±24.4) 17.33(±24.8) 16.30(±25.1) 14.11(±24.0) 19.86(±24.8) 20.14(±27.8)

SMAP

AUPR 18.80(±22.4) 26.22(±32.0) 26.55(±30.8) 26.80(±30.6) 25.66(±29.0) 25.10(±29.5) 26.62(±30.8) 26.40(±29.8)

AUC 56.98(±17.3) 62.52(±19.1) 64.30(±19.6) 61.11(±19.4) 63.99(±17.7) 62.12(±17.1) 61.42(±20.3) 64.07(±18.6)

F1 22.80(±27.2) 29.20(±33.0) 28.93(±33.5) 30.10(±33.1) 28.23(±32.2) 27.46(±33.2) 28.26(±33.2) 29.07(±29.07)

MCC 11.38(±29.0) 23.93(±33.1) 23.96(±34.0) 23.66(±34.9) 22.52(±32.2) 21.44(±32.5) 23.5(±32.8) 24.28(±32.7)

4.4.4 Performance comparison
Table 4.2 summarizes the anomaly detection performance of CATS in comparison to othermeth-
ods, using the AUPR (Eq. 1.8), AUC (Eq. 1.7), F1 (Eq. 1.4), and MCC (Eq. 1.5) metrics for
evaluation. Although AUC have limitations in the context of imbalanced datasets, it is included
to facilitate comparison with prior studies. We have chosen not to employ the Point Adjust (PA)
method in our evaluation, despite its widespread use in several time series anomaly detection
studies, as it has been shown to overestimate model performance [83, 81, 8]. Additionally, the
WAD window-based approach introduced in Chapter 3 is not used here in order to maintain a
fair comparison with previous works. These results are reported in Appendix B.

Cloud Gaming KPIs datasets

The reported outcomes on the CG datasets represent the average of five independent runs, en-
suring fair comparisons across methods using the same evaluation metrics as previously men-
tioned. CATS achieves the best performance on all datasets, except for the XC dataset, where it
ranks second.
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Benchmark datasets

Since the benchmark datasets consist of multiple sub-datasets, we report the average perfor-
mance of each model across all sub-datasets. On average, CATS demonstrates superior perfor-
mance on SMD and MSL, and ranks second-best on the SMAP. The results in this study are
reported using the standard F1-score instead of the more commonly used F1-PA metric, which
has a tendency to inflate performance estimates [83, 81, 8]. Despite yielding lower values, the
standard F1-score offers a more reliable and consistent basis for comparison across datasets.
Consequently, our reported scores are below those documented in previous works on time se-
ries anomaly detection which used F1-PA metric. However, they are consistent with those of
other studies that have used the standard F1-score [83]. Moreover, the benchmark datasets
contain sub-datasets with varying levels of anomaly detection difficulty (e.g., models report
a standard F1-score of 0 on some sub-datasets, while achieving scores as high as 90% on oth-
ers). Consequently, averaging results across all sub-datasets leads to overall scores with large
standard deviations.

The experimental results show that our model performs on average better than the other
methods on all datasets. It also suggests that traditional contrastive learning only is not suf-
ficient for AD since unsupervised models like AE and USAD perform on average better than
SimCLR or SimSiam. However, by considering temporal dependencies and introducing knowl-
edge of the anomaly class, the AD performance is enhanced as shown through CATS results.

Takeaways

CATS achieves superior performance across benchmark and CG KPIs datasets, outper-
forming other methods on most datasets and ranking second on SMAP and XC. By in-
tegrating temporal dependencies and anomaly class knowledge, CATS surpasses tradi-
tional contrastive learning and unsupervised ML baselines.

4.4.5 Ablation studies

We conduct two ablation studies. First, we assess the effectiveness of the two loss components
LTCL and LGCL. The results are shown in Table 4.3. We compare our LGCL to NT-Xent loss
LNTXent that performs contrastive learning without using negative augmentations and also
compare the performance by removing random cropping Lw/o−crop

The results show that each loss individually achieves lower score than the combined loss
in CATS. On the one hand, GCL outperforms the NT-Xent loss on AD tasks as indicated by
the MCC score which fairly reflects the model’s ability to distinguish well between normal in-
stances and anomalous instances. On the other hand, TCL individually achieves slightly lower
performance than GCL, but when combined with GCL contributes to an overall performance
enhancement. This disparity may be attributed to TCL having only one positive pair and one
negative pair for each window time series, whereas GCL incorporates one positive pair and
2N − 1 negative pairs. Using multiple negative pairs to enhance the discriminative capacity
of TCL comes at the expense of longer training times (O(n4)) due to the quadratic time com-
plexity of the Soft-DTW divergence. Thus, we opt for using only one negative pair to maintain
reasonable training times. Moreover, the results show that removing the random cropping stage
negatively impacts the AD performance.

Furthermore, we evaluate the impact of different negative data augmentation strategies.
The results in Fig. 4.2 show that there is no one-size-fits-all data augmentation solution. In
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Table 4.3: Ablation study on loss components.
GFN XC

Loss F1 MCC F1 MCC

LNTXent 81.20(±2.61) 37.46(±3.87) 70.58(±3.45) 56.59(±4.89)

LGCL 82.52(±1.77) 40.73(±2.32) 85.68(±2.52) 78.31(±3.67)

LTCL 79.93(±2.69) 38.12(±8.32) 76.57(±5.68) 65.71(±8.34)

LGCL + LTCL 82.88(±0.96) 47.27(±1.49) 86.69(±0.83) 79.67(±0.11)

Figure 4.2: Ablation of negative data augmentations using F1-score for GFN and XC datasets.

fact, dtrend yields the highest scores with GFN dataset while for XC dataset the best results
are achieved by combining dtrend with dmask. To optimize the performance of CATS, we rec-
ommend fine-tuning the selection of negative data augmentation techniques tailored to each
specific dataset.

Takeaways

The ablation studies demonstrate that the combined loss L significantly improves CATS’
performance, with each component playing a distinct role: GCL surpasses NT-Xent due
to its use of multiple negative pairs, while TCL provides additional enhancements when
integrated with GCL. Random cropping is a critical component of the framework, and
fine-tuning data augmentation strategies for specific datasets further optimizes perfor-
mance.

4.4.6 Data contamination impact
To assess the robustness of our model to data contamination, we introduce various levels of
anomalies, denoted as c ∈ {0, 4, 8, 12, 20}, into the training set. These contamination rates are
chosen to reflect realistic scenarios. Fig. 4.3 illustrates the F1-score of CATS in comparison to
other models on the GFN dataset, considering different levels of data contamination.

Among the compared models, with the exception of the iForest model, the performance
of all models deteriorates as the data contamination rate increases. Although CATS is slightly
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more affected than somemodels, it consistently demonstrates the highest performance across all
contamination levels when compared to the other models even with high contamination rates
of up to 20%.

We attribute CATS’s behavior to the use of negative data augmentation during the learning
process, which helps the model recognize anomalies. However, the extent of this improvement
is limited due to the use of synthetic anomalies. Further experiments should be conducted
in future work to explore the potential enhancements in robustness that can be achieved by
incorporating more data-specific synthetic anomalies.

Takeaways

The robustness evaluation shows that while all models (except iForest) experience per-
formance degradation as data contamination increases, CATS consistently outperforms
its counterparts across all contamination levels, maintaining the highest F1-scores even at
a contamination rate of 20%. This robustness of CATS is attributed to the use of negative
data augmentation.

Figure 4.3: CATS robustness to data contamination.

4.4.7 Hyperparameters sensitivity

Westudy here how someCATShyperparameters, namely the temperature τ , Soft-DTWsmooth-
ing parameter γ, the margin m, the embedding size, the projection size and the batch size may
impact the performance. We illustrate that with Fig. 4.4 on GFN dataset. Our experimen-
tal results reveal that the temperature parameter τ and the margin m are the most influential
hyperparameters. Lower τ values enable themodel to enhance its learning by focusing on hard-
negatives i.e., negative samples that are closer to the positive samples [47]. Conversely, the re-
sults show that larger margins lead to suboptimal performance. This is because larger margins
penalize negatives that are not distant enough from the anchors and the positives.
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Figure 4.4: CATS sensitivity evaluation to its hyperparameters using F1-score andMCCmetrics.

Furthermore, our findings indicate that lower embedding sizes, projection sizes and batch
sizes reduce the efficacy of CATS model to learn a good representation for AD. These results
highlight the importance of the hyperparameters selection for CATS model.

Takeaways

The hyperparameter sensitivity analysis reveals that the temperature parameter τ and
marginm have the most significant impact on CATS’ performance.

4.5 Conclusion
This chapter introduces CATS, a novel end-to-end contrastive learning framework for anomaly
detection in time series data. CATS addresses the limitations of traditional contrastive learning
methods through two key components: temporal similarity and negative data augmentation.
By incorporating negative data augmentation, synthetic anomalies are generated, significantly
enhancing themodel’s capability to effectively detect anomalies. Additionally, CATS introduces
a novel DTW-based temporal loss, enabling efficient time series representation learning by cap-
turing the temporal patterns inherent in time series data. Empirical evaluations conducted on
benchmark datasets and use-case datasets demonstrate the significant improvements achieved
by CATS in anomaly detection compared to competing unsupervised models. Importantly,
CATS demonstrates superior performance even in challenging scenarios involving data con-
tamination, showcasing its practical applicability to real-world datasets.

In summary, this chapter highlights the significant advancements offered byCATS in the do-
main of anomaly detection in time series data, establishing it as a versatile and effective frame-
work for addressing diverse real-world challenges.
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Chapter 5

ROOT CAUSE DIAGNOSIS OF CLOUD VR
APPLICATIONS OVER WI-FI NETWORKS

Summary: This chapter presents RAID, a novel approach for identifying network issues in Cloud
VR sessions over Wi-Fi networks. It introduces a two-stage framework that combines contrastive
anomaly detection with supervised classification to detect and diagnose performance impairments.
The chapter used network time series KPIs collected on Wi-Fi testbed presented in Chapter 2 for
evaluating the proposed model. Extensive empirical experiments compare the solution against
state-of-the-art time series classification models, demonstrating its effectiveness, even in low-label
scenarios. Additionally, the chapter highlights the model’s suitability for real-time deployment
due to its balance between training efficiency and inference speed.
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5.1 Introduction
The recent evolution of network technologies has led to the rise of low-latency applications such
as cloud gaming, telemedicine, cloud robotics, and cloud virtual reality (VR). Cloud VR elim-
inates the need for powerful local processing hardware by offloading computation to remote
servers, enabling the use of lightweight and cost-effective VR headsets. This architecture opens
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avenues for diverse innovations, including immersive gaming experiences, enhanced virtual
collaboration, and advanced training simulations across various domains. Cloud VR has par-
ticularly gained significant importance in recent years [3] due to its ability to deliver immersive,
high-resolution VR content to end-users. Cloud VR applications, however, come with stringent
technical requirements. They typically require high-resolution content streaming (up to 4K-8K)
with high bandwidth demands (≥ 80Mbps) and ultra-low latency (≤ 20ms) to ensure a seam-
less and interactive user experience. Meeting these requirements is essential to avoid issues like
lag, reduced interactivity, and user discomfort, which can culminate in cybersickness [29].

These demanding requirements pose significant challenges for CloudVR applicationswhen
delivered overwireless networks, particularlyWi-Fi networks. Although recentWi-Fi standards
(e.g., Wi-Fi 6) enable higher bandwidth and lower latency under ideal line-of-sight conditions,
real-world performance is hindered by several limitations. These include bandwidth variability,
jitter, additional latency, and packet loss, which are exacerbated by environmental factors such
as 1) signal attenuation that occurs due to obstacles that absorb the Wi-Fi signal (e.g., walls,
furniture); 2) interference that may arise from nearby access points (APs) or coexisting IoT
devices using Wi-Fi or Bluetooth protocols, particularly in dense urban environments; or 3)
network congestion that can result from high traffic loads on the same AP or simultaneous
access by multiple users. These factors degrade the QoE for end-users, causing delays, black-
edge events, or poor synchronization between movements and visuals, all of which undermine
the immersive nature of VR applications [34, 32, 35]

Given the growing importance of Cloud VR applications, it is imperative to detect and diag-
nose performance degradation issues to ensure consistent and reliable sessions. Accurate root-
cause diagnosis can help improve network architectures to support emerging low-latency appli-
cations or enable ISP) to develop intelligent APs capable of diagnosing and mitigating impair-
ments dynamically. Traditionally, root-cause diagnosis has been performed using expert-based
rules [159, 160]. In this approach, network experts analyze KPIs using predefined heuristics,
thresholds, or conditions to identify anomalies and determine their root causes. While effective
in simple scenarios, this method ismanual, time-consuming, and does not scale well tomodern,
complex network environments where vast amounts of KPIs are generated continuously.

In recent years, advancements in machine learning (ML) have revolutionized root-cause di-
agnosis by automating the analysis of large-scale KPI data. Machine learning models can auto-
matically process time-series KPI data to perform root-cause diagnostic efficiently. Time Series
Classification (TSC) techniques, in particular, have emerged as effective tools for this task, as
they can capture temporal patterns and relationships essential for identifying each cause. Sev-
eral categories of TSC techniques have been proposed, including distance-based (e.g., DTW),
kernel-based (e.g., SVM), shapelet-based approaches, tree-based algorithms or deep learning
models leveraging MLPs, CNNs, RNNs, and GNNs [161, 162, 163]. However, supervised TSC
methods rely on annotated datasets, which are often expensive and time-consuming to generate,
as they require domain expertise to label vast amounts of KPI data. To address the challenges of
annotation, researchers are increasingly shifting toward SSL for unsupervised time-series clas-
sification. SSL has achieved remarkable performance in fields like computer vision and NLP
by learning meaningful representations of data without relying on labeled samples. Unlike su-
pervised methods, self-supervised approaches define pretext tasks (e.g., contrastive learning
or self-prediction) to extract underlying features from raw data. One of the most popular SSL
frameworks is CL, which uses data augmentation to generate multiple views from a single in-
stance. Positive pairs (augmented views of the same instance) are brought closer together in
the feature space, while negative pairs (views of different instances) are pushed apart. Con-
trastive learning has demonstrated significant success in representation learning for time-series
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data and forms the foundation of many state-of-the-art unsupervised TSC methods.
Inspired by these advancements, we propose Root cause Anomaly Identification and Diag-

nosis (RAID), a two-stagemachine learning framework for root-cause diagnosis of performance
degradation in Cloud VR applications over Wi-Fi networks: in the first stage, an anomaly de-
tection model uses contrastive learning to differentiate between normal and anomalous time-
series KPIs. In the second stage, a lightweight supervised classifier that distinguishes between
different types of anomalies detected in Stage 1. We empirically demonstrate that this two-stage
framework outperforms existing competing methods, even when trained with limited labeled
data. The evaluations are conducted on KPI datasets collected from the real-world Cloud VR
testbed, presented on Chapter 2, featuring a Cloud VR application built on NVIDIA CloudXR
architecture. The system streams VR content over a Wi-Fi connection using a commercial ac-
cess point and an Oculus Quest 2 headset. Our proposed solution offers a scalable and efficient
method for root-cause diagnosis, paving the way for improved network support for low-latency
applications like Cloud VR.

Contributions

Specifically, the key contributions of this chapter are as follows:

• We introduce a novel two-stage framework that combines contrastive learning-
based anomaly detection with supervised classification to effectively detect and di-
agnose Wi-Fi impairments in Cloud VR environments.

• Weperform extensive empirical evaluations using time series KPI datasets collected
from our testbed that replicates real-world network impairments, comparing our
proposed solution with state-of-the-art time series classification models.

• Our solution demonstrates strong performance even in low-label scenarios, high-
lighting its ability to generalize with minimal supervision. Additionally, it offers a
balanced trade-off between moderate training time and low inference latency, mak-
ing it well-suited for real-time deployment in practical applications.

5.2 Related work

5.2.1 ML-based network root cause diagnosis

RCD aims to identify the underlying reasons behind network anomalies, such as degraded per-
formance or failures. The advent of machine learning (ML) has driven the development of
numerous data-driven solutions for RCD, leveraging ML models to analyze network data and
pinpoint the sources of issues. Below, we discuss notable research efforts in this domain, focus-
ing on various supervised and unsupervised techniques tailored for network environments.

Dimopoulos et al. [102] introduced a supervised ML framework to detect the root cause of
QoE issues in video streaming. Themetricswere collected from three key vantage points—mobile
devices, routers, and content servers—to train supervised models. This work highlights the ef-
fectiveness of incorporating diverse data sources in diagnosing video streaming issues, enabling
targeted interventions. Kawasaki et al. [164] focused on root cause analysis in NFV environ-
ments. The study applied supervised ML algorithms such as MLP, SVM, and Random Forests
for fault classification. By comparing multiple ML models, the authors demonstrate the feasi-
bility of using supervised approaches for diagnosing issues in complex, virtualized networks.
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Salik et al. [96] detected non-WiFi interference and estimated its impact onWiFi throughput for
both 2.4GHz and 5GHz bands. The authors developed supervised models, including Random
Forest, CatBoost, and MLP, using network metrics collected at the WiFi edge. This approach
effectively identified and mitigated interference from non-WiFi sources, improving network
reliability in congested environments. Syrigos et al. [94] developed ML-based tools to trou-
bleshoot common WiFi impairments such as contention, interference, hidden terminals, and
low signal strength. Supervised ML models were trained on curated datasets to classify net-
work impairments, enabling actionable diagnostics. The framework provided a systematic way
to enhance WiFi network performance by pinpointing specific issues. Dötterl et al. [165] clas-
sified home network problems using advanced deep learning techniques. A transformer-based
architecture is employed to analyze outputs from network monitoring tools like ping and dig.
It demonstrated that transformer models can effectively classify complex network problems,
offering precise diagnostics for home networks.

Fida et al. [106] proposed a two-stage framework for bottleneck identification in cloudified
5G networks: in Stage 1, an unsupervised VAE detects anomalies in network telemetry data
while in Stage 2, an MLP classifier identifies the specific root cause of the bottlenecks. The
distributed telemetry framework enabled real-time diagnosis in 5G networks, demonstrating
scalability and adaptability in modern mobile environments.

Our work builds on recent advancements in RCD by addressing the limitations of existing
solutions that rely exclusively on supervised methods. We introduce a novel approach specifi-
cally tailored for low-latency applications operating in Wi-Fi network environments. By lever-
aging contrastive learning, our solution enhances diagnostic accuracy, particularly in scenarios
with limited labeled data. While our approach shares similarities with the method proposed
in [106], we differentiate ourselves by employing contrastive learning for anomaly detection,
which results in improved performance.

5.2.2 Time series Classification

TSC has been a prominent research topic for decades due to its applicability in numerous real-
world domains, including cybersecurity and network management. A variety of solutions have
been proposed in the literature, with methods ranging from classical approaches to modern
deep learning techniques.

According to Bagnall et al. [166], classical TSC methods can be categorized into several
groups including distance-basedmethods amoung those one of themost prominent examples is
the 1-NN-DTW algorithm, which performs one-nearest-neighbor classification using dynamic
time warping (DTW) as the distance metric; interval-based methods like Time Series Forest
(TSF) [167] which leverage random forests and extract summary statistics from intervals of
time series data to improve classification accuracy; shapelet-basedmethods like binary shapelet
transformation methods [168] which use shapelets that are phase-independent subseries that
capture discriminative patterns within time series data for TSC or ensemble-basedmethods like
Collective of Transformation-based Ensembles (COTE) [169] that combines classifiers trained
on different data representations. This approach highlights the importance of transforming data
into subspaces where features are more easily discriminable.

In recent years, deep learning techniques have gained significant traction in TSC due to their
ability to learn complex and hierarchical features directly from raw data. Various architectures
have been proposed, including MLPs, CNNs, TCNs or RNNs [170, 171, 172]. These techniques
were supervised learning techniques and were successful in time series classification over di-
verse domains [161]. However, the rise of SSL have come with a jump in performance of TSC
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models. In fact, SSL has gained significant interest for its ability to learn meaningful repre-
sentations from unlabeled data through carefully designed pretext tasks on computer vision
or natural language processing. These tasks aim to uncover the intrinsic structure of the data,
enabling the learned representations to be effectively utilized in downstream tasks, including
TSC. Among the various SSL approaches, CL has emerged as particularly effective. It works
by encouraging similar samples (positive pairs) to cluster in the feature space while pushing
apart dissimilar samples (negative pairs). For time series data, numerous CL frameworks have
been proposed, demonstrating strong performance on TSC tasks. T-Loss [142] introduces a
triplet loss that constructs positive pairs using subseries extracted from the same time series,
while negative pairs are formed using subseries from other time series. Coupled with a SVM,
the learned representations perform exceptionally well on multivariate TSC tasks, demonstrat-
ing robust feature extraction. TNC (Temporal Neighborhood Coding) [149] constructs pairs
based on the concept of temporal neighborhoods, leveraging statistical tests to identify seg-
ments of a time series that share similar underlying properties. It achieves excellent results on
simulated and real-world datasets, such as ECG data, by capturing temporal dependencies. TS-
TCC (Time-Series Temporal and Contextual Contrastive Learning) [141] employs cross-view
prediction using data augmentations and integrates temporal and contextual contrastive learn-
ing modules. This design ensures the model learns robust, discriminative representations and
demonstrates superior accuracy on TSC tasks across diverse domains by effectively handling
temporal dynamics. CLOCS [173] specifically designed for ECG signals, applies data transfor-
mations to learn patient-specific representations that are invariant to spatio-temporal variations.
Focused on healthcare, this method excels in classifying ECG time series by capturing unique
and invariant features. TF-C (Time-Frequency Contrastive Framework) [174] encourages time
series with time and frequency similarity to cluster in the time-frequency space thanks to the
introduction of novel frequency-based augmentation techniques to generate augmented views
of the data. It achieves competitive results in TSC across a wide range of domains, showcas-
ing the effectiveness of incorporating frequency-domain information. TS2Vec [143] proposes
a hierarchical framework to learn both temporal-wise and instance-wise similarities at multi-
ple semantic levels. The contextual consistency-based pair selection enhances representation
learning for diverse time series patterns. It demonstrates versatility and efficiency in multi-
variate TSC and other related tasks, further establishing the value of contextual representation
learning.

We tackle RCD in Cloud VR as a time series classification problem. Unlike aforementioned
approaches to time series classification, our method employs a two-stage framework: first, it
identifies normal scenario time series, and then it classifies faulty scenarios, thereby improving
the overall accuracy and effectiveness of the classification process.

5.3 Proposed Method: RAID

In this section, we present our approach to root cause diagnosis for Cloud VR applications as a
time series classification problem. The dataset of T multivariate time series KPIs is represented
as Dtrain = {(w1, y1), (w2, y2) . . . , (wT , yT )} where wt ∈ Rp×m is a p × m-dimensional vector
corresponding to the KPIs values for time steps t, t+1, . . . , t+p−1, and yt is a one-hot encoded
label vector of size K. ∀j ∈ [|1,K|], j = 1 if wt belongs to class j and yt,j 0 otherwise.

The task of root cause diagnosis is to learn a classification model fθ onDtrain that can assign
the root cause yt for any newly observed time series w̃t. To achieve this, we propose RAID,
depicted in Fig. 5.1, a two-stage architecture comprising i) an anomaly detection stage and ii)
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a root cause classification stage.

Figure 5.1: RAID Framework: The KPIs wi collected from the Livebox are fed into the anomaly
detector, which generates an anomaly score s. If the anomaly score exceeds a predefined thresh-
old, indicating an anomaly, the KPIs wi are then passed to the root cause classifier to determine
the corresponding root cause class.

5.3.1 Anomaly detection stage

For the anomaly detection stage, we adopt the CATS framework, described in Chapter 4, which
we briefly recall here. CATS leverages temporal contrastive learning to detect anomalies with-
out labeled data. It enhances performance through synthetic anomaly generation and a com-
bined loss of global and temporal contrastive learning. The CATS framework (depicted in Fig.
5.2) includes data augmentation, an encoder for latent representations, and contrastive losses
(Temporal Contrastive Loss and Global Contrastive Loss) to capture both temporal and global
similarities. Anomalies are detected by comparing the distance between the latent representa-
tion of new data and the centroid of normal representations.

5.3.2 Root Cause Classification

Once an anomaly is detected, the next step is to determine its underlying root cause. This stage
is framed as a supervised classification problem, where the objective is to map each detected
anomaly to a predefined class of root causes {cause1, cause2, . . . , causeK−1}.

To ensure efficiency and simplicity, we use a shallow classifier, a Support Vector Machines
(SVM). Despite the numerous techniques for supervised TSC proposed in the literature, this
model is efficient enough for our task given the anomaly detection stage previously executed.

SVM are supervised learning algorithms designed to find the optimal hyperplane that sep-
arates data into distinct classes in a feature space. In the context of root cause classification, the
input of time series flagged as anomalies (xi, yi)Ntrain

i=1 are fed as input to the SVM classifier. The
SVMemploys a kernel trick (a kernel function k satisfying k(xi, xj) = ϕ(xi)ϕ(xj)) tomap inputs
into a higher-dimensional space where a linear separation is possible. We use the Radial Basis
Function (RBF) kernel function ( k(xi, xj) = exp(−γ|xi − xj |2)). The classifier next identifies
the hyperplane that maximizes the margin between the classes by solving the dual problem.
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Figure 5.2: The anomaly detector stage: Training with contrastive learning (GCL and TCL) and
at the inference step, an anomaly score is computed as the distance between the centroid and
the latent representation.

min
α

1

2

Ntrain∑
i,j=1

αiαjyiyjk(xi, xj)−
Ntrain∑
i=1

αi,

s.t 0 ≤ αi ≤ C, ∀i = 1, . . . , Ntrain

Ntrain∑
i=1

αiyi = 0

(5.1)

where αi are the Lagrange multipliers obtained by solving the dual optimization problem;
C > 0 is the regularization parameter that controls the trade-off between maximizing the mar-
gin and minimizing classification errors; yi are the labels of the training data points and xi are
the feature vectors of the training data.

Each input x̃ is then assigned to one of the predefined cause ỹ as follows:

ỹ = sign(
Ntrain∑
i=1

αiyiK(xi, x̃) + b), (5.2)

For multi-class classification with K > 2, SVM is extended using one-vs-one strategies
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where K(K−1)
2 binary classifiers are trained, each distinguishing between two classes and the

class with the highest votes is chosen.

5.4 Evaluation setup

5.4.1 Dataset Description
To evaluate our proposed solution, we utilize the time series datasets collected from the exper-
imental testbed described in Chapter 2. Although our setup gathers KPIs from both the VR
headset and the CloudXR stack, which provide insights into QoS and QoE during VR sessions,
this study focuses exclusively on data retrieved from the Livebox. This choice is motivated by
the practical accessibility of thesemetrics for network operators, who own andmanage the Live-
box. Leveraging these metrics for RCD allows for the development of smarter APs and more
intelligent network management solutions, aligning closely with the operational needs of net-
work operators.

The dataset consists of 112 time series features extracted from the Livebox. These features
include signal strength indicators (e.g., RSRP, RSSI), transmission performance metrics (e.g.,
txops), channel utilization measures (e.g., air time), among others, offering a comprehensive
view of Wi-Fi performance in various conditions. Monitoring was performed at a frequency of
one sample every three seconds. To facilitate analysis, the data is structured into overlapping
time series windows, each spanning 10 time steps (30 seconds per window).

In total, the dataset contains 13,657 time series windows, which are partitioned into training
and testing subsets using a 70:30 split ratio. The training set contains 9,524 windows, while
the test set consists of 4,133 windows. The dataset is further categorized into three classes,
corresponding to distinct experimental scenarios during data collection:

A summary of the dataset, including the class-wise breakdown of training and test samples,
is presented in Table 5.1.

Table 5.1: Dataset Summary

Class Train Size Test Size Number of Features Number of Time Steps

Normal 4718 1924 112 10
Coverage 2984 1270 112 10
Interference 1822 939 112 10

Overall 9524 4133 112 10

5.4.2 Competing Solutions
To demonstrate the effectiveness of RAID, we compare it against several baselines. These in-
clude both one-stage and two-stage time series classification (TSC) models.

One-Stage Models

For the one-stage models, we include the following:

• 1-NN-DTW: The nearest neighbor classifier paired with a distance function. When com-
binedwithDynamic TimeWarping (DTW)as the distancemeasure, thismodel has proven
to be a strong baseline for time series classification across numerous benchmarks [166].
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We also evaluate self-supervised time series representation learning methods, which have
demonstrated efficiency in TSC. Following the protocol outlined in [142], thesemodels undergo
a self-supervised pre-training stage, after which an SVM classifier with an RBF kernel is trained
on the learned representations for downstream classification. The selected methods are:

• T-Loss [142]: A self-supervised learning approach that uses a novel triplet loss with time-
based negative sampling to obtain representations general enough for downstream tasks,
even when dealing with variable-length, multivariate time series.

• TS-TCC [141]: A self-supervised framework for time series representation learning that
employsweak and strong time series augmentations to create different views. These views
are used in temporal and contextual contrastive modules to learn robust and discrimina-
tive representations.

• TS2Vec [143]: A framework designed to learn both instance-wise and temporal-wise in-
formation for robust time series representations. It utilizes a hierarchical contrastive ob-
jective applied to augmented views of time series, achieving excellent results in TSC tasks.

Two-Stage Models

For the two-stage models, we replace the CATS model in the first stage with unsupervised
anomaly detection methods. The selected models are:

• iForest [60]: An isolation-basedunsupervised anomalydetectionmodel. It isolates anoma-
lies by recursively performing random splits on the feature values. Anomalous samples
are easier to isolate due to their significant deviation from the normal data, requiring fewer
splits.

• USAD [64]: UnSupervised Anomaly Detection is a deep learning-based approach em-
ploying two autoencoders in a min-max game. The first autoencoder learns to reconstruct
input data, while the second attempts to differentiate between true data and reconstruc-
tions.

• SimCLR [47]: A contrastive learning framework originally proposed for computer vision
and adapted for time series. It learns representations from augmented views of data and
can be used for anomaly detection following a procedure similar to the CATS framework.

5.4.3 Evaluation Metrics for Cause Classification

We evaluate the performance of our root-cause diagnosis models using well-knownmulti-class
classification metrics which differ from the AD metrics presented in Chapter 1. These metrics
include weighted Precision (P), weighted Recall (R), weighted F1-score (F1), Accuracy (Acc),
and Normalized Accuracy (N-Acc). These metrics are defined as follows:

• Precision: Themacro-weighted precision is theweighted average of precision values com-
puted for each class, wi being the proportion of class i:

P =

K∑
i=1

wi × Pi, Pi =
TPi

TPi + FPi
(5.3)
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• Recall: The macro-weighted recall is the weighted average of recall values computed for
each class, wi being the proportion of class i:

R =
K∑
i=1

wi ×Ri, Ri =
TPi

TPi + FNi
(5.4)

• F1-Score: The macro-weighted F1-score is the harmonic mean of macro-weighted Preci-
sion and Recall. This metric coupled P and R are suitable for imbalanced datasets.

F1 = 2× P ×R

P +R
(5.5)

• Accuracy: The fraction of correctly classified samples over the total number of samples.
This metric is widely used and easy to interpret.

• NormalizedAccuracy (N-Acc): Thismetric adjusts the balanced accuracy (bac = 1
K

∑K
i=1wi×

Ri) which is the weighted average of the recall of each class with respect to the accuracy
of random guessing (bacRG), ensuring that random predictions score 0 while perfect pre-
dictions score 1. It is more interpretable and suitable for imbalanced datasets.

N-Acc = bac− bacRG

1− bacRG
(5.6)

5.4.4 Implementation details

The datasets collected are normalized and splits into training and test sets. For our detector
solution, we use the same implementation details as CATS architecture. This consists in a di-
lated CNNmodule with ten residual blocks of 1D convolutional layers as encoder; a three-layer
MLP with ReLU activation as projection head. The data augmentation techniques include jit-
ter, scaling for positive views and masking and trend for negative views. The anomaly detection
framework is trained with temporal and global contrastive loss optimized using the Adam opti-
mizer with a learning rate of 10−3, the batch size is 512 and training is conducted for 100 epochs.
The

For competing solutions, we rely on publicly available implementations provided onGithub.
We use the same epochs, optimizer, learning rate and batch size. After pretraining of SSL
competing solutions, classification is performed using a SVM with an RBF kernel. Hyper-
parameters of the SVM are fine-tuned using a grid search procedure to achieve optimal per-
formance.

Experiments are performed on a Ubuntu 22.04 with AMD Ryzen 9 5900X 12-Core Processor
and a NVIDIA RTX 3090 Ti of 24GB. Python 3.10.12 is used as programming language, Py-
Torch 2.2.0 as the deep learning framework and CUDA 12.1 for GPU acceleration. The code
and datasets to reproduce all the experiments are provided 26. All details, implementation and
hyper-parameters are included.

26https://github.com/joelromanky/raid
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5.5. Results

Table 5.2: Performance comparison on the datasets. Mean and standard deviation computed
over five runs for Cloud VR datasets. Bold values indicate best results and underlined values
the second best.
Models Metrics Accuracy N-Accuracy Precison Recall F1-score

O
ne

-s
ta
ge 1-NN-DTW 51.54(±0.11) 26.36(±0.17) 56.74(±0.09) 51.54(±0.11) 52.96(±0.10)

T-Loss 79.47(±4.39) 75.22(±5.58) 83.98(±4.74) 79.47(±4.39) 79.60(±4.53)

TS2Vec 70.12(±5.28) 55.71(±6.53) 75.42(±3.22) 70.12(±5.28) 70.49(±4.88)

TS-TCC 73.78(±6.38) 66.17(±8.12) 79.29(±6.07) 73.78(±6.38) 73.86(±6.68)

Tw
o-
st
ag

e iForest 72.48(±2.69) 62.22(±4.69) 72.26(±3.14) 72.48(±2.69) 72.24(±2.99)

USAD 72.22(±0.80) 63.39(±1.36) 72.72(±0.97) 72.22(±0.80) 72.38(±0.84)

SimCLR 57.76(±3.25) 37.59(±4.84) 61.01(±2.60) 57.76(±3.25) 58.65(±3.06)

RAID 81.83(±2.96) 74.80(±4.19) 81.85(±3.02) 81.83(±2.96) 81.60(±3.05)

5.5 Results

5.5.1 Performance Evaluation

Table 5.2 summarizes the evaluation results of our solution compared to competing TSC meth-
ods using various performance metrics, including accuracy, normalized accuracy, precision, re-
call, and F1-score. The results highlight the superiority of our approach over both one-stage
and two-stage methods.

Evaluation of One-Stage Models

One-stage models, including 1-NN-DTW, T-Loss, TS2Vec, and TS-TCC, directly perform root
cause classification without a preliminary anomaly detection step. Among these models, 1-
NN-DTW exhibits the lowest overall performance, with an accuracy of 51.54% and an F1-score
of 52.96%. Despite being a strong baseline for TSC, it struggles to handle the complex time-series
data encountered in CloudVR scenarios.

Contrastive learning-based SSLmodels outperform1-NN-DTW.Among them, T-Loss emerges
as the most effective technique, achieving the highest normalized accuracy (75.22%) and preci-
sion (83.98%) within this category. This demonstrates its capability to learn meaningful repre-
sentations for RCD tasks. TS-TCC followswith an accuracy of 73.78% and an F1-score of 73.86%,
while TS2Vec achieves an accuracy of 70.12% and an F1-score of 70.49%.

Evaluation of Two-Stage Models

Two-stage models incorporate a preliminary anomaly detection step, enabling better focus on
relevant patterns before root cause classification. iForest and USAD achieve comparable per-
formance, with accuracy scores of 72.48% and 72.22%, respectively. Both models demonstrate
strong F1-scores around 72%, yet they fall short of advanced one-stage approaches like T-Loss.
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Meanwhile, SimCLR performs suboptimally with an accuracy of 57.76% and an F1-score of
58.65%.

Our proposed solution significantly outperforms all competing methods across most met-
rics. It achieves the highest accuracy (81.83%), recall (81.83%), and F1-score (81.60%), demon-
strating robustness and effectiveness for CloudVR RCD. While T-Loss marginally outperforms
in normalized accuracy and precision, our model achieves the best balance across all metrics,
establishing it as the most reliable approach in this evaluation.

The superior performance of our solution can be attributed to the efficiency of its anomaly
detection stage. As shown in Fig. 5.3, our solution outperforms other two-stage techniques in
detecting anomalies across various AD metrics (cf Chapter 1). RAID achieves the best overall
anomaly detection performance, which directly contributes to its effectiveness in RCD tasks.

Figure 5.3: Results of anomaly detectors of two-stage models.

Per-Class Performance Analysis

Figures 5.4 and 5.5 provide a detailed comparison of the per-class performance metrics for T-
Loss andRAID.Our approach demonstrates a significant advantage in efficiently distinguishing
normal scenarios from both coverage and interference scenarios.

For normal scenarios, our solution achieves a notably lower misclassification rate compared
to T-Loss, with 1,761 correctly classified normal samples versus 1,350 for T-Loss. This represents
a substantial improvement in detecting normal behavior. Additionally, our solution attains per-
fect classification for interference scenarios, with a recall of 100%, highlighting its robustness in
detecting distinct anomaly patterns such as interference.

However, Fig. 5.5 also reveals the limitations of our solution. It struggles to discriminate
coverage scenarios, with a considerable number of coverage windows misclassified as normal.
This indicates challenges in capturing the subtle variations and transitional patterns between
normal and coverage states. In contrast, T-Loss, while less accurate overall, shows a more bal-
anced performance in handling coverage scenarios. Since interference states contributed the
most to user experience degradation during our data collection (this will need confirmation
when a Cloud VRQoEmodel is developed), the impact of this limitation is reduced in practical
terms.
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(a) RAID (b) T-Loss

Figure 5.4: Confusion matrix

(a) RAID (b) T-Loss

Figure 5.5: Per-class precision, recall and F1-score.

This trade-off underscores the strengths and weaknesses of our model: it is highly effective
in detecting clear-cut anomalies but requires further refinement to enhance its sensitivity to
nuanced variations between normal and coverage states. Futurework could focus on addressing
this limitation by incorporating advanced feature extraction techniques or domain-specific data
augmentation strategies.

Takeaways

RAID model demonstrates superior performance in root cause diagnosis for Cloud VR
scenarios, achieving the highest performance compared to both one-stage and two-stage
approaches. Its robust anomaly detection stage significantly enhances its effectiveness,
outperforming other methods in detecting distinct patterns such as interference. How-
ever, the model struggles with subtle variations in coverage scenarios, suggesting room
for improvement in handling nuanced transitions.
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5.5.2 Efficiency with Few Labels

Fig. 5.6 illustrates the evolution of model performance as the percentage of labeled data in-
creases. The left subplot depicts the accuracy scores across various label ratios, while the right
subplot presents the corresponding F1-scores.

At the lowest label ratios (1%-5%), most models exhibit limited performance, reflecting the
inherent difficulty of accurate root cause diagnosis (RCD)with minimal supervision. However,
T-Loss and RAID stand out by achieving relatively higher accuracy and F1 scores, showcasing
their ability to generalize effectively even with sparse labeled data. T-Loss benefits significantly
from its triplet-based pretraining strategy, which efficiently captures meaningful representa-
tions from the unlabeled dataset, thereby enhancing fine-tuning performance. Similarly, the
pretraining stage of RAID contributes to its robustness in low-label scenarios by effectively lever-
aging the anomaly detection process to prioritize relevant patterns.

As the label ratio increases, all models demonstrate steady improvement in performance,
highlighting the benefits of additional labeled data. Notably, RAID and T-Loss consistently
lead in performance, with our solution exhibiting a steady performance boost. This consistency
underscores the robustness of RAID across varying levels of supervision. While T-Loss initially
competes closely, its performance shows a slight decline between the 5% and 20% label ratios,
coupled with increased variability, indicating potential sensitivity to the quality or distribution
of labeled data in these ranges.

The findings fromFig. 5.6 highlight the efficiency of RAID in leveraging limited labeled data,
making it an ideal solution for real-world scenarios where labeling is both expensive and time-
consuming. Its performance with sparse labels, along with its stable scalability as more labeled
data becomes available, firmly establishes RAID as the most suitable model in this evaluation.

Takeaways

RAID also demonstrates strong performance in scenarios with limited labeled data
thanks to its anomaly detection stage that effectively prioritize relevant patterns. While T-
Loss competes closely in low-label scenarios, its performance exhibits greater variability
as label ratios increase.

5.5.3 Time complexity

Fig. 5.7 presents the training time (in seconds) and inference time per time series (in millisec-
onds) for each of the RCD models. The model with the longest training time is Triplet, which
takes approximately 300 seconds, while the fastest training model is 1-NN-DTW, completing
training in 500milliseconds. In terms of inference time, 1-NN-DTW significantly outpaces other
models, with the highest inference time of 1800milliseconds. In contrast, models such as Triplet
or TS-TCC, achieve inference times as low as 0.5 milliseconds.

Our proposed solution, RAID, demonstrates a moderate training time of 200 seconds and
an inference time of 3.5 milliseconds. While this inference time is the second highest among
the models compared, it is still well-suited for real-time deployment, especially in our testbed
where data is collected at frequent intervals (e.g., every 3 seconds). This makes RAID an excel-
lent choice for RCD, as it balances moderate training overhead with sufficiently low inference
latency, allowing for continuous monitoring and fast anomaly detection. Additionally, being a
two-stage model, RAID offers a key advantage: when new causes or anomalies are detected,
only the supervised classifier requires retraining. Most of the training time originates from the
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Figure 5.6: Performance variation regarding the labels ratio.

initial anomaly detection phase, unlike one-stage models that require complete retraining, in-
cluding the pretraining phase. This makes RAIDmore efficient for scenarios requiring periodic
updates or retraining, reducing overall downtime and resource consumption.

In summary, RAID strikes a practical balance between training efficiency and inference speed,
making it highly effective for real-time RCD in dynamic and large-scale network environments.

Takeaways

RAID achieves a practical balance between training efficiency and inference speed, with a
training time of 200 seconds and an inference time of 3.5 milliseconds. RAID’s two-stage
design further enhances its practicality by requiring retraining only for the supervised
classifier when new anomalies are detected, unlike one-stage models that necessitate full
retraining.

5.6 Conclusion
This chapter presents a Root Cause Diagnosis (RCD) approach for identifying network issues
in Cloud VR sessions over Wi-Fi networks, utilizing time series KPIs collected from access
points. By employing a two-stage framework, we demonstrated the effectiveness of our ap-
proach compared to traditional time series classification methods. Our proposed architecture,
which integrates contrastive learning into the anomaly detection process, has shown signifi-
cant improvements in both identifying anomalies and diagnosing the root causes of Cloud VR
performance issues. This provides a good foundation for future research in real-time diagnos-
tics for cloud-based VR applications. One key strength of this approach is its balance between
training time and inference speed, making it ideal for real-time diagnostics in dynamic network
environments. Moreover, the two-stage design enhances efficiency by isolating retraining to the
supervised classifier, thus avoiding full model retraining when new causes are introduced.
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Figure 5.7: Time complexity of each model.
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CONCLUSION AND PERSPECTIVES

General conclusion

Low-latency applications, such as cloud gaming, cloud XR, and the tactile internet, are poised to
transform the future of communications and revolutionize industries including entertainment,
healthcare, and education. These applications enable groundbreaking use cases such as real-
time collaboration, lifelike simulations, and immersive virtual environments. However, their
success is intrinsically tied to the performance of high-speed, low-latency networks. Variabil-
ity in network conditions—such as fluctuating bandwidth, latency, jitter, or packet loss—can
severely impact the QoE, leading to performance failures in environments like cellular and Wi-
Fi networks. For network operators, addressing these challenges is both a technical necessity
and a business imperative, as it involves detecting and diagnosing the root causes of perfor-
mance issues to maintain service reliability.

This thesis addresses these challenges by contributing insights and innovative solutions for
detecting anomalies and diagnosing root causes in low-latency applications. The research be-
ginswith the foundational task of data collection, described in Chapter 2. To create datasets rep-
resentative of real-world LL application performance, we established multiple testbeds. First,
we collected transmission opportunities (txops) fromOrange’s 4G network to simulate realistic
network conditions. These txops were used to collect time series Key Performance Indicators
(KPIs) from three commercial CG platforms. Additionally, a testbed was designed to collect
Cloud VR KPIs under controlled Wi-Fi network conditions, using NVIDIA Cloud XR stack, en-
compassing both normal and impaired scenarios, to simulate real-world challenges.

In Chapter 3, we leverage the collected cloud gaming datasets to explore the applicability of
unsupervised ML models for detecting QoE degradations in cloud gaming applications. Un-
supervised ML offers the advantage of not requiring labeled data, which is often challenging
to obtain in practice. This chapter examines eight unsupervised ML models, focusing on three
key criteria: detection accuracy, robustness to data contamination, and computational efficiency.
By introducing the Window Anomaly Decision (WAD) method and evaluating model perfor-
mance usingmetrics such as F1-score andMatthewsCorrelationCoefficient (MCC), the chapter
provides insights and practical recommendations on selecting the most suitable unsupervised
MLmodels based on the application and configuration requirements. The findings are applied
to a practical task in the MOSAICO project—cloud gaming traffic detection—though not cov-
ered in this thesis. This task, essential for reducing latency and improvingQoE in cloud gaming,
is reformulated as an unsupervised learning problem with USAD ADmodel, which as showed
in Chapter 3, is the most effective model, demonstrating robustness to data contamination and
low inference time. Addressing CG traffic detection this way also addresses the limitations of
supervised methods by achieving better generalization to unseen traffic patterns. This work
was published at an international conference [175].

To further improve anomaly detection (AD) in multivariate time series and address limita-
tions such as limited robustness to data contamination, Chapter 4 proposes a novel framework
calledCATS (ContrastiveAnomaly detection onTime Series). CATS leverages contrastive learn-
ing to enhance time series representation learning. Its core innovation lies in a novel loss func-
tion that clusters temporally similar time series windows while pushing apart dissimilar points
in the latent space. The framework also incorporates negative data augmentation techniques to
generate synthetic anomalies. Evaluated on public benchmark datasets and the cloud gaming
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datasets collected in this thesis, CATS achieves superior performance compared to state-of-the-
art AD models, while maintaining robustness to data contamination.

Finally, in Chapter 5 focuses on root cause diagnosis in Cloud VR applications operating on
Wi-Fi networks. We propose a novel two-stage framework that integrates the CATS anomaly
detection model from Chapter 4 with a lightweight supervised classifier. The first stage de-
tects anomalies in Cloud VR KPIs collected from Orange’s Livebox, while the second stage
classifies these anomalies into specific categories. Evaluated on datasets collected under con-
trolled Cloud VR experiments, this framework outperforms existing one-stage and two-stage
approaches. Notably, it performs well even with limited labeled data, making it suitable for
real-world deployment. Furthermore, its low inference and retraining times ensure practicality
for dynamic network environments where new anomaly classes may emerge.

Perspectives for future research
This thesis has addressed the challenges of anomaly detection and root cause diagnosis for low-
latency applications such as Cloud Gaming and Cloud VR. While the proposed contributions
offer substantial advances, certain limitations remain, which provide opportunities for insight-
ful future research. Below, we outline several promising directions for further exploration and
development.

QoE models for LL applications

This work focused on diagnosing network issues impacting the QoE of LL applications. In QoE
degradation detection for Cloud Gaming (CG), platform-specific recommendations were used
to identify poor QoE sessions. For Cloud VR RCD, Wi-Fi impairment scenarios that impact our
perceived session quality in lab were simulated.

Although existing QoE models for CG and Cloud VR are available in the literature [176,
177, 178], these models rely on features not available in our testbed and are not open-sourced.
Since building QoE models was not the primary goal of this thesis, we use the aforementioned
simplifications to conduct experiments. However, future work should explore the integration
of QoE models for LL applications. By relabeling the CG and Cloud VR KPI datasets collected
in this thesis, and by retraining the anomaly detection and RCD performance of the frameworks
developed in this thesis, better evaluations could be achieved.

Improving Anomaly Detection in time series

The proposed CATS model for anomaly detection in time series demonstrated strong perfor-
mance but also revealed limitations. The core innovation, a temporal contrastive loss based on
Dynamic TimeWarping (DTW) similarity, incurs a high computational cost due to the quadratic
complexity of Soft-DTW divergence. This restricts its efficiency, particularly as only one nega-
tive pair for contrastive learning is used in this loss to limit computational costs. Future research
could develop optimized loss functions that preserve the benefits of DTW-like metrics while re-
ducing computational overhead. This would enable faster model training for efficient AD in
time series.

Additionally, despite outperforming othermethods in presence of data contamination, CATS
performance is still impacted by the presence of anomalies in the training set. This sensitivity
to data contamination in training could be mitigated by advanced negative data augmentations
or incorporating contamination estimation methods and model uncertainty in AD [78, 179].
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Moreover CATS being model-agnostic, exploring advanced architectures, such as GNN [180],
could further enhance its ability to capture temporal dependencies in time series data.

Further data collection for Cloud VR experiments

The proposed RCD framework was validated on Cloud VR datasets collected under Wi-Fi net-
works with limited impairment scenarios. Future studies should expand this by including sce-
narios such as congestion, hidden terminals, or non-Wi-Fi interference, which are also com-
monly encountered in real-world Wi-Fi network environments. Emulating such impairments
would improve the framework’s generalizability.

Moreover, collecting data from real-world environments, such as enterprise networks, large-
scale public Wi-Fi (e.g., campuses) or home Wi-Fi, would provide insights into more complex,
intertwined causes of performance issues. Evaluating the RCD framework in these settings
would further validate its robustness and effectiveness.

Root Cause Diagnostic over 5G networks

This thesis focused on Wi-Fi networks due to their accessibility for realistic lab-based exper-
imentation. However, 5G networks, particularly standalone (SA) deployments, present new
opportunities and challenges for RCD. With their lower latency and higher reliability, 5G net-
works are critical for Industry 5.0 applications that benefit from immersive technologies like
Cloud VR [181].

Future work should explore RCD in 5G networks, addressing its specific impairments such
as congestion, handover failures, signal attenuation or RANmisconfigurations. Collecting data
through a 5G-to-Wi-Fi gateway [39]—as most current HMDs lack cellular connectivity—would
enable testing the adaptability of the framework to 5G-specific challenges.

Few-shot learning for efficient labeling

A major challenge in applying machine learning to RCD tasks is the scarcity of labeled data,
particularly for rare anomalies. As shown in Chapter 5, having more labeled data improves
model performance. Few-shot learning approaches, such as Prototypical Networks [182] or
Model-Agnostic Meta-Learning (MAML) [183], that aim at training models to achieve high
performance on new tasks with only limited labeled examples (usually with k = 5 examples
per class) could help in circumventing this challenge. Such methods are increasingly used in
fault diagnosis to reduce labeling efforts while enabling quicker adaptation and improved per-
formance in new environments [184, 185].

Leveraging multiple sources of data for RCD

In Chapter 2, data from multiple source including PCAP traffic, Livebox metrics, and client-
side application metrics, was collected to provide a multi-view perspective on Cloud VR per-
formance. However, only one Livebox metrics were utilized in Chapter 5 for RCD due to the
simplier accessibility to these metrics for ISP. Integrating these data sources in future research
can be insightful and a promising way to do so is Multi-View Learning (MVL) [186, 187] that
combines features and structural information from diverse sources to extract shared properties
that enhance learning performance. For unsupervised settings, Multi-View Clustering (MVC)
[188, 189], a subdomain of MVL, could be employed to cluster samples with shared patterns
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across different data sources, enabling improved RCD performance by leveraging the comple-
mentarity of diverse perspectives.

Novel Class Discovery
Current RCD approaches, including our own, assume a fixed set of degradation causes. How-
ever, in real-world scenarios, new, previously unseen causes may emerge. Novel Class Discov-
ery (NCD) techniques [190] could address this challenge by learning to categorize unlabeled
data into appropriate new classes. Thesemethods leverage prior knowledge fromknown classes
(e.g., existing causes of degradation) to infer new, unknown categories.

Causal Discovery
Understanding the causal relationships between KPIs could provide deeper insights into the
mechanisms driving performance impairments in LL applications. Causal discovery techniques
[191, 192] uncover cause-effect relationships and represent this underlying causal structure of
the set of KPIs observed in causal graphs (with directed arrows from the cause to the effect).
They can hence help identifying the root sources of faults in the network. Incorporating causal
discovery into RCD frameworks would enhance their robustness, explainability, and utility for
network operators by revealing how certain network metrics lead to impairments.

In conclusion, although the contributions presented here have their limitations and much
remains to be explored, a Ph.D. marks the beginning of a research journey. It is a foundation
upon which we aspire to build further, aiming to deliver more constructive, impactful, and
meaningful advancements in the future.
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RÉSUMÉ EN FRANÇAIS

Cette section présente un résumé détaillé en français de ce tapuscrit de thèse. Ce résumé vise
à rendre le contenu de la thèse plus accessible aux lecteurs francophones tout en contribuant
à la valorisation de la langue française dans le contexte académique et scientifique. Dans les
sections suivantes, nous présenterons l’objectif de cette thèse et soulignerons son importance,
avant de proposer un résumé du contenu et des contributions de chaque chapitre.

Introduction

Au cours des dernières décennies, les réseaux filaires et sans fil ont connu des avancées re-
marquables, révolutionnant la connectivité et permettant une large gamme d’applications dans
divers secteurs. Les réseaux filaires ont évolué, passant des infrastructures à base de cuivre à la
technologie avancée de fibre optique, offrant des vitesses de l’ordre du gigabit. Parallèlement,
les réseaux sans fil ont également connu une croissance considérable, les réseauxmobiles évolu-
ant de la 2G à la 5G, et les standards Wi-Fi progressant du 802.11b vers le Wi-Fi 6 et bientôt du
Wi-Fi 7.

Ces avancées ont conduit à l’émergence des applications à faible latence, telles que les jeux
en nuage ou jeux à la demande (cloud gaming en anglais), la réalité virtuelle et augmentée en
nuage (cloud virtual reality en anglais), ainsi que l’Internet tactile ou la chirurgie à distance. Ces
applications sont considérées comme des innovations majeures qui transformeront les secteurs
du divertissement, de la santé, de l’éducation et de l’industrie en offrant des expériences collab-
oratives en temps réel, des simulations immersives et des environnements virtuels interactifs.

Le succès de ces applications à faible latence repose sur des réseaux capables de fournir des
vitesses élevées, une latence ultra-faible et une fiabilité accrue. Cependant, ces exigences posent
d’importants défis dans des environnements réseau à capacité variable, comme les réseaux Wi-
Fi ou les réseaux cellulaires comme la 4G ou la 5G. Les fluctuations de bande passante, la la-
tence, la gigue ou encore les pertes de paquets sont des problèmes fréquents pouvant dégrader
considérablement la qualité d’expérience des utilisateurs.

Ces défis rendent la détection des anomalies et le diagnostic des causes racines essentiels
pour maintenir les performances des réseaux et garantir une qualité d’expérience satisfaisante.
Les opérateurs réseau, tels qu’Orange, doivent disposer d’outils efficaces pour identifier rapide-
ment les problèmes et les résoudre, surtout à l’ère des technologies immersives qui deviennent
de plus en plus omniprésentes.

Cette thèse, menée dans le cadre d’un contrat CIFRE entre Orange Innovation et le centre
INRIA de l’Université de Lorraine, vise à répondre aux limitations actuelles dans la détection
d’anomalies et le diagnostic des causes racines dans les applications à faible latence. Réaliser
cet objectif nécessite de résoudre quelques défis significatifs qui sont les suivants:

• Collecter des datasets d’indicateurs de performances sur différentes applications à faible
latence comme le cloudgaming ou le cloud en réalité virtuelle, dans des conditions réseaux
réalistes et comportant des scénarios qui sont sujets à des dégradations de performance
sur ces applications ;

• Développer des méthodes efficaces et robustes au phénomène de contamination de don-
nées. Ces méthodes permettraient de détecter les anomalies en utilisant des techniques
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d’apprentissage automatique non supervisées, à partir des différents indicateurs de per-
formance collectés ;

• Identifier les causes de dégradation de performance des applications à faible latence à
l’aide de techniques de diagnostic reposant sur l’apprentissage automatique.

Pour répondre à ces problématiques, des contributions que nous détaillerons dans la suite,
ont été effectuées:

• La mise en place de bancs de test pour collecter des données pertinentes sur des plate-
formes de cloud gaming et de cloud VR opérant sous des réseaux à capacité variable ;

• L’évaluation de modèles d’apprentissage automatique non-supervisé pour la détection
d’anomalies dans les métriques collectées sur notre banc de test de cloud gaming ;

• Le développement d’un algorithme à base d’apprentissage contrastif pour améliorer la
détection d’anomalies et la robustesse à la contamination de données ;

• La conception d’unmodèle à deux étapes pour le diagnostic des causes racines combinant
apprentissage contrastif et classification supervisée pour identifier les sources spécifiques
de dégradation lors de l’utilisation des applications de Cloud VR avec des réseaux Wi-Fi.

Etat de l’art
Dans le Chapitre 1, nous explorons les fondements et l’état de l’art des thématiques essentielles
à cette thèse.

Tout d’abord nous nous sommes intéressés aux applications à faible latence. Ces applica-
tions partagent un besoin commun : une latence de bout en bout minimale et des débits élevés.
Dans le cas du cloud gaming et du cloud VR, qui sont au cœur de cette thèse, ces applications
nécessitent une fiabilité réseau élevée pour fournir des expériences interactives et immersives.
Leur fonctionnement repose sur des architectures et des protocoles complexes, où des facteurs
comme le délai, la gigue, le débit et la perte de paquets jouent un rôle critique. De nombreuses
études mettent en évidence l’impact de ces paramètres réseau sur la qualité d’expérience util-
isateur.

Ensuite, nous avons présenté les avancées dans les réseaux à capacité variable, à savoir les
réseaux cellulaires et Wi-Fi. L’évolution des réseaux cellulaires, de la 1G à la 5G, a permis des
avancées significatives. La 5G se distingue par une latence ultra-faible, une bande passante ac-
crue et des concepts innovants tels que le network slicing ou le calcul en périphérie du réseau
(edge computing). Malgré ces avancées, les réseaux cellulaires continuent de faire face à des dé-
fis comme l’instabilité de la latence et l’indisponibilité de la bande passante, qui affectent les
performances des applications à faible latence. Le même constat a été effectué avec les réseaux
Wi-Fi où les normes, de l’IEEE 802.11 au Wi-Fi 6E, ont considérablement amélioré le débit et
réduit la latence. Cependant, des limitations subsistent, notamment des interférences, des con-
gestions, et des problématiques liées aux environnements denses qui contribuent à dégrader
l’expérience utilisateur.

Les techniques d’apprentissage automatique ou profond, que nous utilisons pour répondre
aux problématiques de cette thèse, et qui constituent une des thématiques clés sont présentées.
Ces techniques jouent un rôle clé dans la résolution de problèmes complexes dans divers do-
maines, y compris les réseaux. L’apprentissage profond, basé sur les réseaux de neurones, est
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particulièrement performant pour capturer des motifs complexes dans les données. Il est utilisé
selon plusieurs paradigmes d’apprentissage : supervisé, non supervisé, ou auto-supervisé. La
conception d’une solution d’apprentissage profond implique plusieurs étapes à savoir la pré-
paration des données, la conception du modèle, l’entraînement, l’évaluation et le déploiement
qui garantissent la performance et la généralisation nécessaires pour des scénarios réels.

Nous nous sommes ensuite intéressés à la détection d’anomalies dans les séries temporelles
qui vise à identifier les déviations par rapport aux schémas normaux, et qui est ainsi cruciale
pour les systèmes de surveillance, notamment les réseaux. La littérature montre que ce prob-
lème est majoritairement abordé par des approches d’apprentissage non supervisées telles que
les modèles statistiques, les techniques de regroupement (clustering) ou des approches basées
sur la reconstruction ou la prévision. Des progrès récents à base d’apprentissage auto-supervisé
ou d’apprentissage contrastif, ont amélioré les capacités de détection d’anomalies. L’évaluation
de ces techniques repose sur des métriques comme le F1-score, le MCC ou l’AU-PR.

La dernière thématique clé de cette thèse est le diagnostic des causes racines. Il vise à iden-
tifier les facteurs spécifiques responsables des dégradations de performance sur les réseaux
à capacité variable. Traditionnellement, le diagnostic reposait sur des méthodes basées sur
l’expertise humaine. Cependant, ces approches s’avèrent aujourd’hui inefficaces en raison de
l’énorme quantité de données à traiter et sont désormais remplacées par des solutions automa-
tisées et pilotées par l’apprentissage automatique telles que le clustering, les méthodes statis-
tiques, les modèles d’apprentissage supervisé classiques ou profond.

Collecte de données sur les applications à faible latence

Dans le Chapitre 2, nous présentons en détail les méthodologies et les expérimentations mises
en place pour collecter des données essentielles à l’évaluation des modèles d’apprentissage au-
tomatique destinés à la détection d’anomalies et au diagnostic des causes racines dans les appli-
cations à faible latence. Ces données constituent la base des analyses et desmodèles développés
dans les chapitres suivants.

Tout d’abord un banc de test a été mis en place pour collecter des fichiers d’opportunités
de transmission permettant d’effectuer des expérimentations reproductibles sur les réseaux à
capacité variable. Nous avons ainsi collecté des fichiers permettant de reproduire les conditions
4G du réseau opérationnel mobile d’Orange en utilisant un outil de génération appelé Saturator,
sous différents niveaux de qualité de connectivité 4G.

A partir de ces fichiers, un banc de test a étémis en place pour collecter des données sur trois
(03) plateformes commerciales de cloud gaming (Stadia de Google, GeForce Now de NVIDIA et
XCloud deMicrosoft) en conditions de réseau 4G émulées en utilisant l’outilMahimahi-Linkshell
et l’outil open-sourceDECAF. Nous avons ainsi collecté des séries temporellesmultivariées con-
tenant desmétriques réseaux et applicatives reflétant les performances des plateformes de cloud
gaming sous différents scénarios.

Le troisième et dernier banc de test développé était dédié aux applications de Cloud VR
opérant sous des réseaux Wi-Fi. Ces expérimentations ont inclus à la fois des conditions nor-
males et des scénarios de dégradation émulés en laboratoire, tels que des interférences et une
atténuation du signal. Les métriques collectées comprennent des métriques applicatives issues
des outilsOculusOVRMetrics et CloudXRdeNVIDIA, incluant des indicateurs de performance
de la session de Cloud VR, des métriques réseau capturées directement depuis le routeur Live-
box, et des données réseaux brutes PCAP collectées à l’aide de sondes placées dans des cages
de Faraday près des casques VR pour analyser les interactions au niveau des paquets entre les
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clients VR et les serveurs.
Ces jeux de données représentent des ressources précieuses à l’étude des performances

des applications à faible latence. Ils permettent de modéliser des conditions réseau réalistes,
d’évaluer et de comparer les performances des modèles de détection d’anomalies et de diag-
nostic des causes racines et de tester la généralisabilité des solutions proposées dans cette thèse.

Evaluation de modèles non-supervisé pour la détection d’anomalies
LeChapitre 3 s’intéresse à l’application et l’évaluationdemodèles d’apprentissage non-supervisé
pour la détection d’anomalies dans les séries temporelles multivariées. L’objectif principal est
de comparer différentes approches pour identifier les anomalies dans les indicateurs de per-
formance des applications à faible latence, en mettant un accent particulier sur l’efficacité de
détection de ces méthodes, leur robustesse à la contamination de données et leur efficacité en
temps de calcul et d’inférence.

Plusieurs modèles d’apprentissage non-supervisé existent dans la littérature, mais nous
avons evalué dans ce chapitre les plus utilisés, à savoir les forêts d’isolation (Isolation Forest),
les algorithmes de classification à une classe (OC-SVM, Deep-SVDD) et les approches de types
reconstruction à base d’analyse en composantes principales (PCA) ou d’autoencodeurs (AE,
VAE, DAGMM, USAD). Afin d’effectuer une évaluation juste et cohérente de ces algorithmes,
une approche nomméeWAD a été introduite pour améliorer l’évaluation et la performance des
algorithmes a été mesurée avec des métriques comme le F1-score et le MCC.

Cette évaluation a ainsimontré que lesmodèles comme l’Isolation Forest, DAGMMetUSAD
présentent de bonnes performances pour détecter des anomalies. Aussi, nous avons noté que les
modèles voient leur performance se dégrader en présence de données d’entraînement contam-
inées. Un autre résultat notable est que le modèle le plus rapide à l’entraînement et à l’inférence
est le PCA, qui n’amalheureusement pas d’aussi bonnes performances en détection d’anomalies
que DAGMM et USAD, qui eux ont une efficacité de calcul modérée.

Ce chapitre est conclu par des recommandations pratiques sur l’utilisation des modèles
d’apprentissage non supervisé pour la détection d’anomalies dans des scénarios réels.

Une nouvelle approche de détection d’anomalies par apprentissage
contrastif
Le Chapitre 4 présente CATS (Contrastive Anomaly detection on Time Series), une approche non-
supervisée d’apprentissage conçu pour améliorer la détection d’anomalies dans les séries tem-
porelles multivariées. CATS est une contribution majeure de cette thèse, apportant une ap-
proche innovante basée sur l’apprentissage contrastif pour surmonter les limitations des méth-
odes existantes en termes de robustesse à la contamination des données, et de performance sur
les séries temporelles. CATS repose sur plusieurs innovations clés :

• L’introduction d’une nouvelle fonction de perte contrastive utilisant la similarité tem-
porelles basée sur la métrique temporelle DTW (Dynamic Time Warping). Cette fonction
de perte contribue à regrouper dans une portion de l’espace latent les fenêtres temporelles
similaires d’un point de vue temporel tout en éloignant les autres ;

• La génération d’anomalies synthétiques dans le jeu d’entraînement à l’aide de techniques
de transformation de données telles que le masquage et le bruitage, renforçant ainsi la
robustesse du modèle face aux données contaminées ;
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• CATS est agnostique à l’architecture neuronale utilisée pour encoder les séries temporelles.
Il peut être combiné avec des architectures commedes autoencodeurs, des réseaux de neu-
rones récurrents, ou des Transformers pour capturer des dépendances locales et globales.

Evalué en utilisant des jeux de données publics et nos données collectées précédemment
pour le cloud gaming, CATS montre qu’il surpasse les modèles de l’état de l’art en terme de
précision et aussi de robustesse à la contamination de données. La principale limite de CATS
reste son coût computationnel élevé en raison de la métrique DTW qui limite son applicabilité
et aussi l’étendue de son efficacité.

Diagnostic des causes racines dans le cloud en réalité virtuelle

Le Chapitre 5 se concentre sur le diagnostic des causes racines dans les applications de réal-
ité virtuelle en cloud fonctionnant sur des réseaux Wi-Fi. Il propose un algorithme à deux
étages pour détecter et diagnostiquer les dégradations de performance, en combinant la dé-
tection d’anomalies avec un classifieur supervisé. Cette approche vise à relever les défis liés
à l’identification des causes spécifiques des dégradations dans des environnements réseau dy-
namiques.

Les deux étages de cette approche sont les suivantes:

• La détection d’anomalies en utilisant le modèle CATS (présenté au chapitre précédent)
qui donnera un score d’anomalies qui servira à l’étape suivante.

• La classification des causes à l’aide d’un classifier supervisé tel qu’unemachine à vecteurs
de supports (Support VectorMachine) pourmapper les anomalies précédemment détectées
à des classes spécifiques de causes (par exemple les interférence ou l’atténuation).

Les expérimentations ont été réalisées en utilisant les données collectées dans le Chapitre
2 sur le cloud VR, notamment les métriques réseau capturées au niveau de la Livebox. Les ré-
sultats montrent que notre approche surpasse les approches de classification de la littérature
dans le diagnostic des causes de dégradation dans le cloud VR. Elle démontre aussi de bonnes
performances même dans les scénarios où peu de données étiquetées sont disponibles grâce à
l’efficacité du détecteur d’anomalies. Cette approche modulaire présente aussi une faible com-
plexité computationnelle la rendant applicable à des déploiements en temps réel.

Conclusion et perspectives

Cette thèse a abordé le problème de la détection d’anomalies et le diagnostic des applications
à faible latence. Cependant, de nouvelles opportunités de recherche se dessinent pour appro-
fondir et élargir les contributions présentées. Tout d’abord, des collectes de données supplé-
mentaires pourraient être réalisées dans des environnements Cloud VR, en explorant des scé-
narios de dégradation de la qualité Wi-Fi plus complexes ou en effectuant des collectes à large
échelle dans des réseaux domestiques ou d’entreprise. Ensuite, l’application de notre solu-
tion de diagnostic proposée à des réseaux 5G, où les dégradations sont spécifiques, permettrait
d’évaluer leur généralisation dans d’autres environnements.

Par ailleurs, l’intégration de multiples sources de données (par exemple, les données PCAP,
les métriques client et celles des points d’accès) grâce à des approches d’apprentissage multi-
modales pourrait améliorer le diagnostic. Enfin, des techniques comme la découverte de classes
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inconnues et la découverte causale pourraient être explorées pour détecter des causes de dégra-
dations encore non identifiées et comprendre les relations causales entre les métriques réseau,
renforçant ainsi l’explicabilité des solutions proposées.
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Appendix A

CHARACTERIZATION OF ORANGE 4G
TRANSMISSION OPPORTUNITIES

This appendix provides a comprehensive presentation of the transmission opportunity (txops)
files collected during the experiments described in Chapter 2. These files capture Orange com-
mercial 4G network characteristics and are available as Open Data 27. For each of the six (06)
txops files, two figures are included:

• The Cumulative Distribution Function illustrating the distribution of the number of
packets per txops.

• The throughput analysis, which highlights the data rate behavior across the network con-
ditions.

By visualizing these metrics, the appendix aims to offer insights into the network conditions
observed during the experiments, serving as a valuable resource for understanding the basis of
the datasets used throughout this thesis. Each section corresponds to one txops file, presenting
both figures side by side for clarity and easy comparison.

(a) CDF of the number of packets per txops (b) Downlink throughput capacity

Figure A.1: Txops File E.

27https://cloud-gaming-traces.lhs.loria.fr/data.html
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(a) CDF of the number of packets per txops (b) Downlink throughput capacity

Figure A.2: Txops File D.

(a) CDF of the number of packets per txops (b) Downlink throughput capacity

Figure A.3: Txops File C.

(a) CDF of the number of packets per txops (b) Downlink throughput capacity

Figure A.4: Txops File B.
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(a) CDF of the number of packets per txops (b) Downlink throughput capacity

Figure A.5: Txops File A.

(a) CDF of the number of packets per txops (b) Downlink throughput capacity

Figure A.6: Txops File Highway.
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Appendix B

SUPPLEMENTAL RESULTS FOR CHAPTER
4

Table B.1 presents the anomaly detection performance of CATS compared to other methods,
evaluated using the AUPR (Eq. 1.8), AUC (Eq. 1.7), F1 (Eq. 1.4), and MCC (Eq. 1.5) metrics
on the cloud gaming datasets collected in Chapter 2. We applied the WAD metric approach
proposed in Chapter 3. These results demonstrate that CATS outperforms other methods, con-
sistent with the findings presented in Chapter 4.

Table B.1: Performance comparison on the datasets using WAD metric approach. Mean and
standard deviation computed over five (5) runs. Bold values indicate best results.

Models IForest Deep-SVDD AE USAD SimCLR SimSiam TS2Vec CATS

STD

AUPR 69.58(±1.25) 97.77(±0.46) 98.52(±0.12) 98.62(±0.03) 98.52(±0.25) 74.51(±8.48) 99.10(±0.41) 99.59(±0.04)

AUC 74.38(±1.60) 96.66(±0.78) 98.09(±0.18) 98.27(±0.04) 98.04(±0.37) 74.61(±10.7) 98.76(±0.72) 99.60(±0.05)

F1 70.82(±1.74) 93.34(±0.60) 94.07(±0.23) 94.00(±0.05) 94.93(±0.29) 69.45(±9.42) 96.02(±0.22) 96.65(±0.10)

MCC 37.71(±3.72) 87.33(±0.99) 88.53(±0.38) 88.79(±0.08) 90.31(±0.47) 37.82(±18.1) 92.04(±0.32) 93.15(±0.18)

GFN

AUPR 64.37(±1.36) 83.89(±1.30) 84.05(±0.66) 85.10(±0.55) 87.68(±0.72) 78.09(±6.20) 86.57(±2.93) 92.96(±0.54)

AUC 65.50(±1.29) 78.18(±2.24) 78.57(±0.86) 80.80(±0.87) 83.82(±1.12) 72.05(±4.36) 80.82(±4.17) 90.87(±0.82)

F1 63.89(±1.61) 70.50(±1.81) 70.35(±1.02) 72.48(±1.46) 75.35(±0.89) 66.02(±2.21) 74.17(±4.53) 83.56(±0.83)

MCC 25.16(±2.71) 41.91(±3.74) 41.70(±1.92) 45.06(±1.87) 51.61(±1.75) 31.53(±6.86) 49.22(±8.86) 67.73(±1.35)

XC

AUPR 62.40(±1.62) 62.36(±7.88) 77.72(±4.53) 78.71(±0.50) 84.20(±3.18) 71.34(±13.9) 87.43(±2.41) 92.42(±0.76)

AUC 82.30(±0.94) 79.25(±8.07) 91.93(±1.96) 91.91(±0.31) 92.93(±2.02) 85.87(±10.3) 96.49(±0.70) 97.92(±0.21)

F1 58.04(±1.99) 58.63(±7.72) 73.73(±3.11) 72.51(±0.59) 76.22(±3.45) 63.77(±13.4) 81.84(±1.99) 86.62(±0.91)

MCC 45.61(±2.03) 46.73(±8.19) 65.31(±4.13) 63.77(±0.93) 69.13(±4.24) 53.36(±16.2) 76.17(±2.66) 82.48(±1.19)
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Résumé

Titre: Détection d’Anomalies et Diagnostic des Causes Racines des Applications à Faible-
Latence sur les Réseaux à Capacité Variable.

L’évolution des réseaux a conduit à l’émergence d’applications à faible latence (FL)
telles que le cloud gaming (CG) et la réalité virtuelle basée sur le cloud (Cloud VR), qui
exigent des conditions réseau strictes, notamment une faible latence et une bande passante
élevée. Cependant, les réseaux à capacité variable introduisent des dégradations, telles que
du délai, des fluctuations de bande passante et des pertes de paquets, qui peuvent significa-
tivement altérer l’expérience utilisateur sur les applications FL. Cette thèse vise à concevoir
des méthodologies pour détecter et diagnostiquer les anomalies de performance des appli-
cations FL fonctionnant sur des réseaux cellulaires et Wi-Fi.

Pour atteindre cet objectif, des bancs d’essai expérimentaux réalistes ont étémis en place
pour collecter des bases de données caractérisant les performances du réseau et capturant
les indicateurs clés de performance (KPI) des applications CG et Cloud VR dans des envi-
ronnements 4G et Wi-Fi. Ces données constituent la base de l’évaluation et du développe-
ment d’algorithmes de détection d’anomalies et de diagnostic basés sur l’apprentissage
automatique.

Les principales contributions de cette thèse incluent le développement de CATS, une
solution de détection d’anomalies basé sur l’apprentissage contrastif, capable d’identifier
efficacement les dégradations de l’expérience utilisateur dans les applications CG tout en
restant robuste face à la contamination des données. De plus, cette thèse introduit RAID,
un système de diagnostic en deux étapes conçu pour identifier les causes racines des prob-
lèmes de performance dans le Cloud VR. RAID a démontré une grande efficacité dans le
diagnostic des dégradations Wi-Fi, même avec un nombre limité de données annotées.

Les résultats de ce travail font progresser les domaines de la détection d’anomalies et du
diagnostic des causes racines, offrant des perspectives concrètes aux opérateurs de réseaux
pour optimiser les performances de leurs réseaux et améliorer la fiabilité des services et
mieux supporter les applications FL, qui sont appelées à révolutionner les technologies de
communication et à stimuler l’innovation dans de nombreuses industries.

Mots-clés: Applications à faible latence, Réseaux à capacité variable, Détectiond’anomalies,
Diagnostic des causes, Apprentissage machine



Abstract

Title:AnomalyDetection andRoot CauseDiagnosis for Low-LatencyApplications in Time-
Varying Capacity Networks.

The evolution of networks has driven the emergence of low-latency (LL) applications
such as cloud gaming (CG) and cloud virtual reality (Cloud VR), which demand stringent
network conditions, including low latency and high bandwidth. However, time-varying ca-
pacity networks introduce impairments such as delays, bandwidth fluctuations, and packet
loss, which can significantly degrade user experience on LL applications. This research
aims to design methodologies for detecting and diagnosing performance anomalies in LL
applications operating over cellular and Wi-Fi networks.

To achieve this, realistic experimental testbeds were established to collect datasets that
characterize network performance and capture key performance indicators (KPIs) of CG
and Cloud VR applications over 4G and Wi-Fi environments. These datasets serve as the
foundation for evaluating and developing machine learning-based anomaly detection and
diagnostic frameworks.

The key contributions of this thesis include the development of CATS, a contrastive
learning-based anomaly detection framework capable of efficiently identifying user expe-
rience degradation in CG applications while remaining robust to data contamination. Ad-
ditionally, this research introduces RAID, a two-stage root causes diagnosis framework de-
signed to pinpoint the root causes of performance issues in Cloud VR. RAID demonstrated
high efficiency in diagnosing Wi-Fi impairments, even with limited labeled data.

The findings of this work advance the fields of anomaly detection and root cause diag-
nosis, offering actionable insights for network operators to optimize network performance
and enhance service reliability to support LL applications, which are set to revolutionize
communication technologies and drive innovation across various industries.

Keywords: Low-latency applications, Time-varying capacity networks, Anomaly Detec-
tion, Root Cause Diagnosis, Machine Learning
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